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No. UP1 03-1-37-1-88-11/15 DGL
Date, July 14, 2015
Pursuant to Article 40 paragraph (1) item b) of the Law on Personal Data Protection ("Official Gazette" No. 49/06, 76/11 and 89/11), deciding on the complaint of XX, YY and X.Y. from W vs. YX, because of the processing of personal data using surveillance camera in the building at the address Z No. X, W, the Agency for Personal Data Protection in Bosnia and Herzegovina, delivers:
DECISION


Complaint of X.X., Y.Y. and X.Y. from W vs. YX, because of the processing of personal data using surveillance camera in the building at address Z No. X, W, dismissed as unfounded.
                                                          Explanation
The Agency for Personal Data Protection in Bosnia and Herzegovina (hereinafter: the Agency) received a complaint of X.X., Y.Y. and X.Y. (hereinafter the complainants) against Y.X., because of the processing of personal data using surveillance camera in the building at address Z No. X W.
Complainants state that a few months ago resident Y.X. installed surveillance camera that controls the entrance to the said building and the stairs to the upper floors in the building where they live, which is located at address Z no. X in W. They also state that none of the residents agreed with placing video surveillance and that they are concerned for the safety of tenants and children from the building because they are not able to influence the control of recordings of the placed video surveillance and they demand that the Agency takes the necessary measures to remove the present video surveillance.
In this regard, the Agency has requested by document No. 1 UP 03-1-37-1-88-2/15 DGL of April 9, 2015, the Y.X. to deliver a statement on the allegations in the complaint and information on what legal basis and for what purpose installed a video surveillance camera at the entrance of the building at address Z No. X in W, and whether the same performs recording and storing images.
In her statement, Y.X. said that the complaint is legally unfounded, and that the present video surveillance does not endanger the safety of tenants and children, because the video surveillance camera is placed in front of her front door, shooting the area in front of the door, without storing the images in a database. According to the statement, the purpose of establishing video surveillance is to obtain personal security and protection from harassment, which manifests in thumping and pounding on the front door of the apartment. Y.X. states that she therefore installed a video surveillance camera and so she can see through the TV who is in front of the apartment door, which can be checked at the Ministry of Interior in W, where she often asked for help and protection and got recommendation form officers for the installation of camera for video surveillance. Further stated that due to fear and the constant pounding on the door, she used the emergency medical care several times, was sent to hospital "SAL" in W, and that the doctors of the institution also addressed the Ministry of Interior in W with a request to take action to prevent further harassment. In addition, video surveillance is set by the certified agency for the protection of persons and property which, in her opinion, has the expertise in terms of regulations on the protection of personal data.
At the request of the Agency No. UP 1 03-1-37-1-88-4/15 DGL of May 12, 2015, Y.X, submitted information stating that on the basis of a concluded contract about installation of technical system for video surveillance, company for physical and technical insurance and protection "SS" from W performed setting and installation of the respective video surveillance camera.
Meanwhile, X.X. as one of the complainants, addressed to the Agency with the clarification that the respective camera is installed above the front door of the apartment Y.X. which is located on the ground floor, and that it captures the movement of all tenants in the building, because it is not turned to the door of Mrs. Y., but to the entrance and a part of the stairs to the upper floors.
The Agency requested by the act no. UP 1 03-1-37-1-88-9/15 DGL of May 27, 2015, from the Company for the physical and technical insurance and protection "SS" from W, to provide information on the position where the camera is installed, recording range, and whether the same performs recording and storing images.
The information of "SS" Ltd. PJ W No. 03-4. 12-393/15 of June 3, 2015 states that Y.X. as a returnee to the W, had frequent harassment and intimidation by banging on the door by unknown persons, after which addressed to that company for the sale and installation of the camera and recorder. It is further stated that the camera is installed above the front door of the flat property of Y.X. and records only persons entering the apartment or come in front of it. According to the information, the company "SS" performed the installation of equipment consisting of one camera, which only oversees the entrance of the owner of the apartment, and recordings of the recording device located in the apartment, only can be examined by Mrs. Y, which owns all the equipment, or by a person who she allows. It also states that the integrated camera and recorder enables recording videos that can only be helpful in clarifying the criminal offense or misdemeanour if the same occurred over the owner of the apartment.   

With the aim of full and accurate determination of the facts, the inspector of the Agency made an immediate review of the external and internal sides of the entrance to residential building at address Z no. X. W on June 25, 2015 on the basis of the inspection order number: UP1 03-1-37-3-167-1/15 DGL. 
Based on the situation determined by direct examination, the official note number the: UP1 03-1-37-3-167-2/15 DGL was made, stated that there is no surveillance camera installed on the outside of the entrance to the building in question, and that the inner part of the building or above the front door of the apartment of Y.X. a video surveillance camera installed, which is, by its position, directed to the said apartment.  
Estimating evidences from the case file, as part of the complaint of the set requirements, the Agency has ascertained the following:
- that Y.X, for the purposes of personal safety and protection from harassment, established video surveillance by installing camera above the entrance to her own apartment at address Z no. X in W,
- that camera installed focused on the front door of the apartment of Y.X. and in its scope has a front door and the area immediately in front of them,
- that Y.X. by recording with video surveillance camera performs the processing personal data of persons who enter or remain just outside the front door of the apartment.
The complaint is unfounded.

     Article 1, paragraph (1) of the Law on Personal Data Protection (hereinafter: the Law) provides that the aim of this Law to ensure the protection of human rights and fundamental freedoms to all persons on the territory of Bosnia and Herzegovina, regardless of their nationality or place of residence, especially the right to privacy and protection of personal data with regard to the processing of personal data related to them.

    According to Article 3, paragraph (1) item 1 of the Law "personal data means any information relating to identified or identifiable natural person”.


According to Article 3 of the Act, personal data means identity of the person and the data subject is natural person whose identity can be determined or identified, directly or indirectly, in particular by identification number or by one or more factors specific to physical, physiological, mental, economic, cultural or social identity of that person.

    The same Article of the Law stipulates that the controller is every public authority, natural or legal person, agency or any other body which alone or with other keeps, processes and determines the purpose and method of the processing of personal data by laws or regulations, while the processing of personal data means any operation or set of operations performed upon personal data, whether automatic or not, in particular, collection, entry, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making data available, alignment or combination, blocking, erasure or destruction.  
In the context of protecting the right to privacy, video surveillance means obtaining and storing audio, visual or other records from the monitored places where individuals move, through the installed video surveillance system and, for example, by a form of passive surveillance of space, obtaining targeted images (recorded movements) or by reportage way.
According to Article 21a paragraph (1) of the Law, the images stored by video surveillance in a particular area, on which the data subject can be identified, represent the collection of personal data. Pursuant to Article 21a paragraph (2) of the Law, unless required by law, the processing of personal data through video surveillance must be regulated by a decision of the controller, which should include all processing rules with the aim of respecting the right to protection of privacy and personal life of the data subject, while according to provisions of paragraph (3) of the same Article of the Law, the controller performing video surveillance shall visibly display the notice on carrying out surveillance.


So Y.X. is a controller that through video surveillance camera, installed above the entrance to her own apartment at address Z no. X in W, performs processing of personal data of persons entering the apartment or remain directly just outside the front door of the apartment.
In the conducted procedure it was established that Y.X. performs processing of personal data through the respective camera surveillance for the purposes of personal safety. Such data processing, in a manner that video surveillance camera directed in accordance with the stated purpose, which in particular case is personal security and protection from harassment, does not constitute a violation to the right to protection of privacy of the other tenants in the building at address Z. No. X. in W. 
Specifically, based on the information of “SS” Ltd. and based on direct examination of June 25, 2015 by the inspector of the Agency, there is no doubt an established fact that respective video surveillance camera focused on the front door of the apartment of Y.X. and not to the building entrance and part of stairs to the upper floors, as stated in the complaint. 

So, allegations in the complaint, that respective video surveillance camera captures the movement of all tenants because it is turned towards the entrance of the building and to a part of the stairs to the upper floors, are unfounded. 

Given that the respective camera captures only persons entering or moving or retain at front door of the apartment of YX, the right to privacy of the other tenants and persons with respect to recordings made during their passing or retention at the front door of the apartment owner, cannot override and take precedence over right of Y.X. to ensure personal safety and prevent harassment and intimidation by unidentified persons by means of surveillance. 

Also, recording the front door of her own apartment and the area in front of the same by Y.X., do not bring into question the safety of other tenants in the building because the underlying video surveillance camera just serves to achieve security and for the prevention of harassment and invasion of privacy of the owner of the apartment.    
Furthermore, in terms of Article 21 of the Law, it is indisputable legality of the decision of Y.X. to establish video surveillance of the entrance door of her own apartment for the purpose of personal protection, bearing in mind the inconvenience and psychological harassment which she suffered and the fact that the present video surveillance camera installed on the recommendation of the police officers, from whom doctors of hospital in W. asked for help on behalf of the owner of the apartment. 

Given that by present camera video surveillance is exclusively done in a limited space outside the front door of the apartment, thus noticing the camera it can be clearly concluded that this area is under video surveillance and that, in this case, the owner of the apartment is also the controller. Irrespective of this fact, the obligation of Y.X. is to visibly display the notice of the exercise of surveillance, pursuant to Article 21a paragraph (3) of the Law, even though the complaint did not refer to the same.
Accordingly, pursuant to Article 40, paragraph (1) item b) of the Law and Article 13 paragraph (1) of the Rules of Procedure on complaint of data subject to the Agency for Personal Data Protection in Bosnia and Herzegovina ("Official Gazette" no. 51/09) it was decided as in the dispositive of the decision.
Legal remedy:
No appeal is allowed against this decision, but an administrative dispute before the Court of Bosnia and Herzegovina, within 60 days from receipt of the decision, may be instituted.
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