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I. INTRODUCTION 

Pursuant to Article 40, paragraph (1), item c) of the Law on Personal Data Protection (“Official Gazette of BiH” No. 49/06, 76/11 and 89/11) (hereinafter: the Law), the Personal Data Protection Agency in Bosnia and Herzegovina (hereinafter: the Agency) submits the Report on Personal Data Protection for 2019 to the Parliamentary Assembly of Bosnia and Herzegovina. This is the twelfth Report that the Agency submits to the Parliamentary Assembly of Bosnia and Herzegovina. 

The protection of personal data, in terms of protection of privacy, is one of the basic values of any democratic society and an aspect of human rights to which great attention is paid, and aims to protect privacy in the collection, processing and use of personal data. We are witnessing great changes caused by globalization and technological progress, especially in the information and digital world. Privacy issues are present in every aspect of an individual's life, as modern living conditions allow access to a large amount of data. In the process of globalization, information has no boundaries, so it is difficult to ensure a balance between privacy and security, supporting free access to information and protection of personal data.

The legislative framework related to personal data protection includes the Constitution of Bosnia and Herzegovina, adopted international documents and domestic regulations. 

The Constitution of BiH guarantees the protection of all human rights and fundamental freedoms provided by the European Convention for the Protection of Human Rights and Fundamental Freedoms and its protocols, and thus the right to private and family life, home and correspondence: "Rights and freedoms provided by the European Convention and fundamental freedoms and in its protocols are directly applicable in Bosnia and Herzegovina. These acts take precedence over all other laws. "
BiH has ratified the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108) (hereinafter: Convention 108), which is crucial for ensuring the right to privacy. Convention 108 guarantees the right to privacy, and thus the protection of personal data of every natural person. 

Pursuant to the Constitution of BiH and the aforementioned International Convention 108, BiH has enacted the Law. Currently, this Act reflects the provisions of Directive 95/46 EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data. By incorporating the Directive that was required to be taken over by domestic law only by EU members and candidate countries, we proved that our country has achieved compliance with European standards in the formal sense by 2018. 

There are four criminal laws in Bosnia and Herzegovina and each of these laws prescribes the criminal offense of "unauthorized use of personal data." 
Judicial protection of personal data is also ensured through litigation for damages under the Law on Obligations.

One of the basic principles of the administrative procedure "protection of the rights of citizens and protection of the public interest" guarantees the protection of the rights of the parties in the procedure, as well as the legal processing of personal data. 
By signing the Stabilization and Association Agreement between the European Communities and their Member States and BiH, an obligation was made to harmonize legislation relating to the protection of personal data with Community law and other European and international legislation on privacy. By this Agreement BiH has committed itself to establishing an independent supervisory body with sufficient financial and human resources, with the aim of implementing national legislation on personal data protection. 

During 2018, there was a reform in the field of personal data protection at the level of the Council of Europe. Namely, Convention 108 was amended so that Convention 108+, a modernized Convention for the Protection of Individuals with regard to the Processing of Personal Data, which is open for signature and needs to be ratified, was adopted. 
At the level of the European Union in 2016 two regulations were adopted, which have been in force since 2018, and which are described in detail in the next Chapter. 

The European Commission's opinion on BiH's application for membership of the European Union for Chapter 23: Justice and Fundamental Rights, states, inter alia, the following:
"The Law on Personal Data Protection has been in force since 2006. However, it needs to be aligned with the General Data Protection Regulation 2016/679 (GDPR) and Directive 2016/680 on law enforcement. In 2006, Bosnia and Herzegovina ratified the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data and its Additional Protocol. The country has not signed or ratified Protocol 223 amending the Convention.

The Personal Data Protection Agency is an independent body responsible for monitoring the implementation of relevant laws, handling complaints and giving opinions on the provisions on personal data in legislative proposals. It should be provided with adequate human and financial resources to carry out its tasks effectively. "

II. THE MOST CURRENT IN RELATION TO THE PROTECTION OF PERSONAL DATA 
In this chapter, we will pay special attention to certain topics in the protection of personal data, which were the most important and most current in the reporting period. 

2.1 Proposal of the Law on Personal Data Protection 
Although we described in detail, in the Report on Personal Data Protection in 2018, the activities of the Agency in drafting the Law on Personal Data Protection, in order to harmonize it with the newly adopted EU legislation, in this report we will also look at it, due to the fact that no new law has been adopted, so this information has not lost its relevance.
The European Parliament and the Council of the European Union have adopted Regulation 2016/679 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). The General Regulation on Data Protection entered into force on 25 May 2016, but the same being applied in all Member States on 25 May 2018. 

Likewise, the European Parliament and the Council of the European Union have adopted Directive 2016/680 on the protection of individuals with regard to the processing of personal data by the competent authorities for the purpose of preventing, investigating, detecting or prosecuting criminal offenses or enforcing criminal sanctions and the free movement of such data, repealing the Council Framework Decision 2008/977/JHA (Police Directive). The Police Directive entered into force on 6 May 2016, and the Member States were due by 6 May 2018 to enact laws and other regulations necessary to comply with it. Member States had two years to transpose the provisions of the Police Directive into their national legislation.

In the past period, the Agency has undertaken a number of activities, all with the aim of adopting a new Law on Personal Data Protection. Among other things, the Agency drafted the Law, which was accepted by the Interdepartmental Working Group, in whose work the Agency's representative also participated, and submitted the Draft Law on Personal Data Protection to the BiH Ministry of Civil Affairs for further procedure. At the time of writing, the Agency has no knowledge that activities on the adoption of the new law are being carried out by the competent institutions.
In the previous reports, the novelties created by the reform of the European legislation in the field of personal data protection are listed in the short. We will emphasize here the engagement of public authorities in adopting European standards in order to better protect personal data in Bosnia and Herzegovina. Despite the fact that the new law on personal data protection has not been adopted, this does not represent an obstacle for more active participation of both the legislature and the executive authorities, at all levels, regarding this issue. We primarily mean here a valid legal basis for the lawful processing of personal data, in various sectors, when processing is necessary to comply with the controller's legal obligation and when processing is necessary to perform tasks of public interest or in the exercise of official powers of the controller.

The transitional period from the adoption to the implementation of the General Regulation and the Police Directive was two years. Member States, but not only them, have worked diligently and rapidly to analyze existing legal solutions and to amend, supplement or adopt entirely new laws. It is extremely important for the protection of personal data to adopt legal solutions that have the required quality. The Agency, of course, has a significant place in this through giving opinions on draft laws that prescribe the processing of personal data. However, the problem the Agency faced is similar to the problem that the Agency has with the requests of controllers to give opinions - who do not know either the legal basis or the purpose of personal data processing. It is not the Agency that should, in either case, offer solutions for specific situations. This is not the mission of the Agency, and should not be imposed to the same. Therefore, it is important that lawmakers recognize their role and responsibility in creating certain legal solutions. The proposer of the law, usually the competent ministry, if the law regulates data processing, should perform a quality assessment of the impact on the protection of personal data and that this should be clearly stated in the explanation of legal solutions. Based on the information thus obtained, the Agency could give a quality opinion and thus an appropriate contribution to make the law high quality and functional. By simply and arbitrarily prescribing the processing of personal data huge problems are created, both for the subjects who enforce these laws and for the subjects to whom these laws apply, i.e. for the persons whose rights are limited. 
For the protection of personal data, laws prescribing the processing of a special category of personal data as well as laws restricting the rights of data subjects are of exceptional importance. In the first case the basic principle is that the processing of a particular category of personal data (racial or ethnic origin, political opinion, religious or philosophical beliefs or trade union affiliation, as well as the processing of genetic data, biometric data for the purpose of unique identification, health data or data on sexual life or sexual orientation) is forbidden and that it is allowed only exceptionally. In the second case, restrictions on the rights of the data subject may be exercised only if such restrictions respect the essence of fundamental rights and freedoms and if they are necessary and proportionate in a democratic society for some of the legitimate purposes: state security, defense, public safety, etc. Laws prescribing certain restrictions must contain special provisions, as appropriate, at least on the following: purposes of processing or categories of processing; categories of personal data; the scope of the restrictions imposed; safeguards to prevent abuse or illegal access or transmission; the designation of the controller or the category of controller; the retention period and the protection measures that may be applied taking into account the nature, scope and purposes of the treatment or categories of treatment; risks to the rights and freedoms of data owners; and the right of the data owner to be notified of the restriction, unless this may be detrimental to the purpose of that restriction.

2.2 Processing of personal data of judges and prosecutors according to the Rulebook on submission, verification and processing of financial reports of judges and prosecutors   
Within this chapter, we would like to emphasize the decision of the Agency on the prohibition of processing personal data of judges and prosecutors in the manner prescribed by the Rulebook on submission, verification and processing of financial reports of judges and prosecutors from 26 September 2018. (hereinafter: the Rulebook), adopted by the High Judicial and Prosecutorial Council of BiH (hereinafter: the HJPC).
At the beginning of the reporting period, the Agency issued an ex officio procedure, based on a report by the Association of Judges of the Court of BiH, joined by the Association of Judges of RS and the Association of Judges and Prosecutors in BiH, prohibiting the HJPC from processing personal data of judges and the prosecutors in the manner prescribed by the Rulebook. The subject of the Rulebook is prescribing the rules and procedures for submitting financial reports of judges and prosecutors in BiH, the manner of verification, processing, storage and access to financial statements and all for the purpose of preventing and determining the existence of conflicts of interest. The Rulebook prescribes the rules and procedures for submitting financial reports, the manner of verification of processing, storage and access to these reports, the form of financial statements, the scope of data and other purposes of processing, performing and types of verification of the said data by the HJPC, publication of data on the website and access to records kept by other competent authorities, including the conclusion of agreement for direct access to data at bodies and institutions in BiH, which are available in electronic form. 

In addition to the processing of personal data for the purpose of preventing conflicts of interest between judges and prosecutors, the Rulebook also provides for the processing of personal data for the purpose of examining the origin of assets and determining financial disbalance that cannot be legitimate. The Rulebook also prescribes an extraordinary way of checking the financial report, which, among other things, prescribes the inspection of bank records. Furthermore, the Rulebook stipulates that the PIN (personal identification number) of a judge and prosecutor, a spouse and children living with them in a joint household are also required.
Starting from the basic concepts prescribed by the Law it was concluded that it is a matter of processing personal data of judges and prosecutors and that the HJPC is the controller of that data. According to the Law, all controllers are obliged to adhere to the basic principles of lawful processing of personal data. The principle of fairness and legality implies the processing of personal data on the basis of the legal regulation applicable in the subject area and that the processing is necessary to achieve the purpose to be achieved. The relevant regulation in this legal matter is the Law on the High Judicial and Prosecutorial Council.
The Law on the HJPC establishes the HJPC and prescribes: its work, organization, competencies, powers, conditions and mandate for performing judicial and prosecutorial functions, their appointment, service responsibility, temporary removal from office, incompatibility of duties with other functions, termination of mandate and other issues related to the work of the HJPC.
Chapter VIII of the Law on the HJPC deals with "Incompatibility of the duties of a judge and prosecutor with other duties and immunity". The provisions of this Chapter prescribe general prohibitions on the performance of any duties of a judge and prosecutor that are incompatible with his duties or may be considered to interfere with the proper and impartial performance of the duties of judge and prosecutor, may adversely affect the independence or reputation of judicial and prosecutorial duties, may cast doubt on his ability to act impartially or demeans the dignity of judicial or prosecutorial duties. This includes the prohibition of membership in political parties, certain organizations, the performance of any other public duties, professional engagement in the legal field, membership in management and supervisory boards, and any other duties that may interfere with the performance of the duties of a judge or prosecutor. These provisions stipulate that the HJPC decides in cases if there is a suspicion of performing prohibited activities and gives an opinion on whether certain activities are compatible with the performance of the duties of a judge and prosecutor. Article 86, of this Chapter, “Reporting to the High Judicial and Prosecutorial Council on Activities” stipulates that “Judges and prosecutors shall submit to the Council an annual report stating, inter alia, the activities they have performed outside their duties as judge or prosecutor, including amounts charged. The financial report shall include information about the spouse and children with whom they live in the same household, who own shares or participate in the management of private or public enterprises and associations, including political parties." 

Thus, the aim of this Chapter is to prevent conflicts of interest of judges and prosecutors with other incompatible duties. In order to meet this goal, it is necessary for the HJPC to regulate this area in more detail with an appropriate regulation and prescribe a form for financial reporting, which includes the processing of personal data of judges, prosecutors and other persons, within the limits of legal authority.
Accordingly, in the conducted procedure it was determined that the processing of personal data in the manner and to the extent prescribed by the Rulebook completely contradicts the relevant provisions of the Law on the HJPC, i.e. that it exceeds the limits of authority given by law. 
Since the legitimate goal and necessity of prescribing the financial reporting of judges and prosecutors is indisputable for the Agency it was also pointed out to the necessity of harmonizing the domestic law with the United Nations Convention against Corruption. The Convention against Corruption stipulates that each state, in accordance with the principles of its legal system, applies and implements anti-corruption policies, establishes bodies for the prevention of corruption, etc. Article 11 of the Convention against Corruption (Measures relating to the Judiciary and the Prosecutor's Office) provides that “Having regard to the independence of the judiciary and its key role in the fight against corruption, each State Party shall, in accordance with the basic principles of its legal system and without damage to the independence of the judiciary, measures to strengthen the integrity and prevent opportunities for corruption in the judiciary. These measures may include rules of conduct for members of the judiciary." Furthermore, the Convention against Corruption distinguishes between preventive measures to prevent conflicts of interest, corruption and incrimination, i.e. investigation and prosecution. Therefore, the distinction between prevention, i.e. prevention of conflicts of interest, strengthening the integrity of the "public official" in relation to the conduct of investigations, criminal prosecution and sanctions for corruption is indisputable. In this regard, it is necessary that the legal norms governing this area in domestic legislation be specific, precise and subject to regulation in order to avoid arbitrariness and meet the requirements of legal certainty and predictability. Article 40 of the Convention on Corruption "Banking Secrecy" stipulates that in the case of investigations into offenses established in accordance with that Convention, each State Party shall ensure that within its internal legal system "mechanisms are in place to overcome obstacles which could occur due to the application of banking secrecy regulations”. Thus, the Convention is even more restrictive in relation to the previous justification given for domestic legislation and provides for state interference in the institute of banking secrecy only when it comes to criminal investigations.
The decision states several views that interference with the rights of individuals performing judicial and prosecutorial functions can be done in accordance with the law, the need to justify the adoption of a new law that would correct the shortcomings of the existing legal framework, noting the extent and manner the rights of individuals may be interfered with by the state for the purpose of preventing conflicts of interest and preventing corrupt practices in the judiciary in relation to international regulations and in particular in relation to the Convention against Corruption. In this regard, it was pointed out that it is necessary to distinguish between preventive measures, i.e. prevention of conflicts of interest and strengthening the integrity of "public officials" in relation to investigative actions in criminal proceedings and especially in relation to the institute of "banking secrecy".
The HJPC initiated an administrative dispute before the Court of BiH, which, at the beginning of this year, rejected the lawsuit of the HJPC and confirmed the legality of the Agency's decision.
The European Commission's opinion on BiH's application for EU membership in Chapter 23: Judiciary and Fundamental Rights states, inter alia: “The revision of the Law on HJPC should introduce strict rules on conflicts of interest, both for judges and prosecutors already appointed, as well as for candidates for judicial office holders, including associates. Failure to report a conflict of interest in the appointment process should be grounds for disqualification. When it comes to property records, the HJPC has adopted a Rulebook with the aim of clarifying and improving the system of submission, verification and processing of financial statements, which were previously collected and disposed without any significant verification and monitoring. This Rulebook provides for the publication of financial statements, with the protection of sensitive personal data. Due to certain objections of the Agency for Personal Data Protection, the application of the rulebook was postponed until the resolution of the legal dispute. The lack of an effective system for submitting, verifying and processing financial statements seriously affects the credibility of efforts to strengthen the integrity of the judiciary. It is necessary to further strengthen the transparency and credibility of the system by adopting legislation that will allow cross-checking of financial statements with databases of other competent authorities, especially the tax administration. "
The Agency is fully aware of the importance and seriousness of this decision in terms of non-compliance with the obligations of the HJPC in order to strengthen the integrity of the judiciary, but on the other hand it is important in terms of rule of law and prevention of illegal and arbitrary interference with the right to privacy with regard to the processing of personal data of the judiciary.
2.3 Activities in cooperation with EUROJUST 
In all reports on personal data protection, since 2014, we have stated the importance of personal data protection for cooperation with Eurojust, as well as on all problems that the Agency encountered related to these activities. We only remind you of the brutal attack of the Prosecutor's Office of BiH on the Agency and its director. In this report, we will repeat the information presented in the reports for 2018 as well as information on activities carried out in 2019, due to the importance of this issue.

At the beginning of 2018, the activities on cooperation with Eurojust were updated with the support and initiative of the IPA 2017 Project. The initiative of the Project Manager focused on three key institutions for the start of the pre-negotiation phase with Eurojust, namely: the Ministry of Justice of BiH, the Prosecutor's Office of BiH and the Agency. The first required activity resulted in the Decision of the Council of Ministers of BiH, which established an Expert Group for the preparation of work in the phase of pre-negotiation of the Agreement on Cooperation between Eurojust and BiH. Representatives of the BiH Ministry of Justice, the BiH Prosecutor's Office and the Agency have been appointed to the Expert Group. In addition to the tasks assigned to the Expert Group, it is very important to point out that within these activities an appropriate level of cooperation of key institutions in BiH should be achieved, which would result in progress in the field of personal data protection in general, especially in the Prosecutor's Office. An assessment of the situation in the field of personal data protection is a key precondition for Eurojust to decide on the start of negotiations with Bosnia and Herzegovina for the conclusion of an Operating Agreement. Therefore, the state of personal data protection, primarily in terms of harmonization of domestic legislation with European, the capacity of the Agency and its effectiveness, as well as a certain degree of personal data protection in the Prosecutor's Office of BiH. In this regard, the Prosecutor's Office of BiH has appointed a representative for cooperation with the Agency. One meeting was held between the representatives of the Prosecutor's Office of BiH and the representatives of the Agency, and a meeting with the Chief Prosecutor of the Prosecutor's Office of BiH. 

In this reporting period, with the support of the IPA 2017 project, activities were carried out at the level of the Expert Group for the preparation of work in the pre-negotiation phase of the Cooperation Agreement between Eurojust and BiH. The first activity is to hold a meeting of representatives of the Prosecutor's Office of BiH, the Ministry of Justice of BiH and the Agency with the representative of Eurojust in charge of personal data protection on January 14, 2019. At this meeting, the representative of Eurojust held a presentation "The role and obligations of personal data protection officers and their cooperation with the data protection institution in the light of the new legal framework in BiH", after which representatives of Bosnia and Herzegovina presented the situation in the field of protection personal data. 

Based on the information and conclusions from this meeting, the BiH Ministry of Justice sent to the BiH Council of Ministers information on the current status and planned activities related to the preparation for the pre-negotiation phase for negotiating a Cooperation Agreement between Eurojust and Bosnia and Herzegovina, with proposed conclusions. 
On September 19, 2019, the Council of Ministers of BiH considered the Information on the current status and planned activities related to the preparation for the pre-negotiation phase for negotiations on the Cooperation Agreement between EUROJUST and Bosnia and Herzegovina, and in this regard instructed the Agency to send to the Council of Ministers the following materials, namely: Request for amendment of the Rulebook on conditions of procurement and use of vehicles, request for additional premises for accommodation of the Agency and request for consent for employment (renewal of jobs) and a completed table with clear reasons for asking for consent. 
The Agency submitted a request, which refers to additional premises for accommodation of the Agency, recalling the previous requests of the Agency and the conclusions of the Council of Ministers of BiH, which in 2018 obliged the Service for Joint Affairs of BiH institutions to provide additional space for accommodation to the Agency that was never implemented.
When it comes to the request to change the Rulebook on conditions of procurement and use of official vehicles, the Agency emphasized in a letter to the Council of Ministers of BiH that such a request was sent in 2016 and that it is still active and should be included in the agenda.

Acting on the third conclusion of the Council of Ministers of BiH, which referred to the request for employment, the Agency conducted the entire procedure and finally received a negative opinion from the Ministry of Finance and Treasury. The conclusion of the Council of Ministers of BiH and the opinion of the Ministry of Finance and Treasury do not correspond and that would not be a problem for the Agency if it did not lose resources unnecessarily in this regard.

Another activity at the level of the expert group is the holding of the second meeting in June with the mediation and active participation of the IPA 2017 project representative. In addition to the usual discussion and exchange of views on improving personal data protection, primarily in the Prosecutor's Office of BiH, on the situation with the capacity of the Agency and the status of the Draft Law on Personal Data Protection, the conclusion was adopted stating: "Although it is too late to conclude an agreement with Eurojust under current EU regulation, efforts need to be continued to meet the conditions of the pre-negotiation phase, in order to find a modality for formalizing co-operation between Eurojust and Bosnia and Herzegovina”.
As a very important activity in the reporting period, we emphasize the study visit to Europol and Eurojust, organized within the IPA 2017 project, in which one representative of the Agency and the Prosecutor's Office of BiH participated, together with representatives of the same bodies from Serbia and Montenegro. The visit to Europol and Eurojust was very useful to learn about the importance of personal data protection in these European organizations, which confirmed our previous findings that the appropriate level of personal data protection is a prerequisite for concluding an operational agreement with Eurojust. The conditions that need to be met by Bosnia and Herzegovina are clearly stated and refer to the new legal framework in the field of personal data protection harmonized with the newly adopted European regulations, independence of the supervisory body for personal data protection and its work and achieved a certain level of personal data protection in the Prosecutor's Office of BiH, as the competent Prosecutor's Office for cases that may be the subject of cooperation and exchange of personal data with Eurojust.

It is important to point out here the fact that Bosnia and Herzegovina did not use the opportunity to sign an agreement with Eurojust while the decision-making was within that organization. Namely, Regulation 2018/1727 of the European Parliament and of the Council of 14 November 2018 on the European Union Agency for Cooperation in Criminal Justice (Eurojust) and the replacement and repeal of Council Decision 2002/187 / JHA now makes this decision in the prescribed procedure by the European Commission by a decision on adequacy which would decide that Bosnia and Herzegovina ensures an adequate level of protection of operational personal data. 

The fact that Bosnia and Herzegovina is the only one in the region that has not signed an agreement with Eurojust is worrying. 
2.4 Problems in the work of the Agency
As before, in this Report we list the problems that the Agency faced in its work, related to the adoption of a new Rulebook on internal organization, procurement of official vehicles for inspections and regarding accommodation capacity, repeating everything that was stated in previous reports, since none of the highlighted problems have been solved.
Since its establishment, the Agency has had the support of the Parliamentary Assembly of BiH and the Council of Ministers of BiH and according to its independence the Agency is a resource of the Parliamentary Assembly of BiH. However, in the last few years, certain decisions and actions of the Council of Ministers of BiH affect the work of the Agency, and make it difficult and question its legal work.  

In the Reports for 2016, 2017 and 2018, we informed the Parliamentary Assembly of BiH and the public about the problems that bring to the question legality of the Agency's work. As a reminder, it was about the following:

1. In 2013, the Agency initiated the procedure of adopting a new Rulebook on Internal Organization. The reasons for drafting the new Rulebook are harmonization with the Decision on Principles for Determining the Internal Organization of BiH Administrative Bodies and the Decision on Classification of Jobs and Criteria for Job Description in BiH Institutions.

Taking into account the competencies and scope of work of the Agency, as well as limiting financial resources, the number of executors in the Agency remained the same, but the structure of employees changed, in a way that reduced the number of employees and increased the number of civil servants. The Agency, after the activities, on May 19, 2016 submitted the Proposal of the Rulebook to the Council of Ministers of BiH, for approval.
The General Secretariat of the Council of Ministers of Bosnia and Herzegovina, on December 6, 2019, informed the Agency about the conclusion of the Council of Ministers of BiH, from the 178th session held on November 12, 2019, approving the Rulebook on Internal Organization of the Agency with the accepted correction of the Minister of Finance and Treasury of Bosnia and Herzegovina to abolish the position of clerk - head of office. This and such consent of the Council of Ministers of BiH is unenforceable and prevents the Agency from legally adopting the Rulebook on Internal Organization. Namely, in accordance with the relevant provisions of the Law on Administration, the rulebook on the internal organization of the independent administrative organization is adopted by the head of the independent administrative organization, with the consent of the Council of Ministers of BiH. Also, the manager is obliged to ensure the legal and efficient performance of work, enact regulations and issue other acts for which he is authorized. Precisely adhering to the authority and taking into account the responsibility, a rulebook was proposed in order to ensure the rational and efficient work of the Agency. On the other hand, the Council of Ministers of BiH, given the essence of consent in the procedures for the adoption of acts by several bodies, is not authorized to interfere in the merits in this way in certain decisions. It would be legal if the Council of Ministers of BiH did not give its consent and explain that, after which the director of the Agency could propose a new solution. This and such consent of the Council of Ministers of BiH is unenforceable and prevents the Agency from legally adopting the Rulebook on Internal Organization. Namely, in accordance with the relevant provisions of the Law on Administration, the Rulebook on internal organization of the independent administrative organization is adopted by the head of the independent administrative organization, with the consent of the Council of Ministers of BiH. Also, the manager is obliged to ensure the legal and efficient performance of work, enact regulations and issue other acts for which he is authorized. Precisely adhering to the authority and taking into account the responsibility, the Rulebook was proposed in order to ensure the rational and efficient work of the Agency. On the other hand, the Council of Ministers of BiH, given the essence of consent in the procedures for the adoption of acts by several bodies, is not authorized to interfere in the merits in this way in certain decisions. It would be legal if the Council of Ministers of BiH did not give its consent and explain that, after which the director of the Agency could propose a new solution.  

Furthermore, the mere abolition of the head of the office for protocol and archive opened up more questions and problems. The question of who will perform the tasks assigned to the head of the office for protocol and archive by proposal of the Rulebook, remains unresolved. The problem arises that it is impossible to abolish this place in this way, because it is not a position that has more executors, where it would be feasible. The proposed Rulebook envisages 45 executors, and the abolition of the position of the head of the office would reduce that number to 44. In addition, the abolition of the position of the head of the office would also abolish the internal organizational unit. The Rulebook establishes a special internal organizational unit within the Sector for Administration, which is the Protocol and Archive and it has the competencies assigned. The question arises, what to do with the office and the jobs assigned to it? 

The Agency informed the Council of Ministers of BiH about the problems occurred after the Council of Ministers of BiH gave its consent to the Proposal of the Rulebook on Internal Organization without the position of Head of the office for protocol and archive and proposed to reconsider the Proposal of the Rulebook on Internal Organization of the Agency and to give full consent to the same.
2. The Council of Ministers of BiH adopted the Rulebook on the conditions of procurement and the manner of use of official vehicles in the institutions of BiH, which does not provide vehicles for inspection supervision for the Agency. The Agency owns three official vehicles that does not meet its needs. Namely, the Rulebook stipulates that the Agency can only dispose of the already existing number and category of vehicles, and that the Director, Deputy Director have the right to use it for the purposes of courier and administrative affairs. Such solution calls into question the performance of the Agency's core business.  It should be borne in mind that the first authority of the Agency, prescribed by Article 40, paragraph (2), item a) of the Law is to “supervise the fulfillment of obligations prescribed by this Law through inspection”. Article 2, paragraph (2) of the Rulebook defines that “official specialized vehicles” and vehicles for performing "... and inspection activities ...". Therefore, automatically, in Article 13 of the Rulebook, which lists the BiH institutions that perform inspection activities, the Agency should have been mentioned. It is not known why this was not done. The Agency tried to correct this, but without success, because the Ministry of Finance and Treasury of BiH makes it impossible. The current situation is unsustainable, because the Agency is unable to exercise one of its basic powers, which calls into question the justification of its existence. Furthermore, there are proceedings before the courts for misdemeanors, trainings, various meetings and gatherings, etc., in which the participation of representatives of the Agency is necessary. The savings, to which the Ministry of Finance and Treasury of BiH refers, cannot call into question the legal work of the institutions and the real reason for its negative opinion is not clear to us. The Agency does not dispute that the implementation of the Rulebook has made savings, on the contrary, we support any form of savings in the public sector, if it is realistic and reasonable.
3. The Council of Ministers of BiH at its 46th session, held on March 3, 2016 concluded that all BiH institutions within the competence of the BiH Council of Ministers, before announcing advertisements to fill vacant or new working places, are obliged to obtain the consent of the BiH Council of Ministers. 

The Laws on Execution of the Budget of BiH Institutions and International Obligations of BiH from 2016 stipulate that the Agency has 27 employees. In that period, as not stated in previous reports, the Agency was left without three civil servants. However, the Agency was denied employment based on the conclusion of the Council of Ministers of BiH, which is a violation of the Law on Execution of the Budget of BiH Institutions and International Obligations of BiH. 

With the good will of the BiH Civil Service Agency, at the end of 2019, the Agency got the three missing civil servants. This, of course, did not solve the problems of the Agency with regard to the percentage of occupancy, which arises from the allegations in item 3.2 of this Report. 
4. Furthermore, the Agency's problems with office space have not been resolved. The Council of Ministers of BiH, at the130th session held on January 18, 2018 adopted the Decision on the allocation of office space for the accommodation of BiH institutions in Dubrovacka Street No. 6 in Sarajevo. By the Decision in question, the Agency was allocated 11 offices, on the fourth floor of building "B", and one archive room, with a total area of 308.69 m2. However, due to inadequate and insufficient space, the Agency works in difficult conditions. 

We remind you that, according to the Rulebook on Internal Organization, the Agency consists of four basic and six internal organizational units. Of the managerial positions, the positions of Director, Deputy Director, three Assistant Directors and two Heads of Departments were filled. By the nature of the job, management also implies oral communication with associates and it would be optimal to have a separate office for executives, which is at this moment impossible to achieve. We cite, as an example, the current solution where the Head of the Department for Inspection Supervision and Complaints works in one office with five associates who do the most complex and responsible tasks within the competence of the Agency. Citizens 'complaints are also received in the same room, which is inadmissible, because submitting citizens' complaints implies discretion and a special room, as well as a help desk phone. Thus, the Agency does not have minimum requirements for legal and professional work. 

Having in mind the above facts, we expect that the Parliamentary Assembly of BiH will support the Agency in overcoming the stated problems.
III. WORK OF AGENCY FOR PERSONAL DATA PROTECTION IN BOSNIA AND HERZEGOVINA 
3.1  Competencies of the Agency 
The Agency is an independent administrative organization established to ensure the protection of personal data in Bosnia and Herzegovina. In that sense, Article 40 of the Law defines the competencies of the Agency:

· to supervise the implementation of this Law and other laws on personal data processing; 
· to act on data subject’s complaints;

· to submit to the Parliamentary Assembly of Bosnia and Herzegovina annual reports on personal data protection, which should be available to the public;

· to follow the personal data protection requirements by giving proposals as to enacting or amending legislation governing the data processing, give opinions on the proposed laws and take care of fulfillment of the criteria relevant to data protection originating from international treaties that are binding for Bosnia and Herzegovina.

3.2 Powers of the Agency 
In order to perform duties and tasks, the legislator has given the following powers to the Agency:

· perform supervision, through inspection, over fulfillment of obligations stipulated by this law;

· keep the Central Registry;

· accept incentives and complaints of citizens concerning breaches of this Law;

· adopt implementing regulations, guidelines or other legal documents in line with the Law;

· order blocking, erasing or destroying of data, temporarily or permanent ban of processing, 

· issue warning or reprimand to the controller;

· impose penalties in misdemeanor proceedings, or submit a request for initiating proceedings in accordance with this Law,

· provide advice and opinions in the area of personal data protection;

· co-operate with similar authorities in other countries;

· exercises other duties as foreseen by law;

· monitor the transfer of the personal data out from Bosnia and Herzegovina.

These powers have made a real presumption for the Agency to adequately deal with personal data protection. In assessing the legality of personal data processing in each case, the Agency must fully answer four questions, namely: 

1. Is there any interference with this right? 

2. Is it in accordance with the Law? 

3. Whether processing is performed in order to achieve one of the legitimate aims?

4. Is it necessary and proportional in a democratic society?

3.3  Independence and capacities of the Agency  

The independence of the Agency is one of the key factors for implementation of international commitments and for efficient and proper functioning of the Agency. Its full independence gives the Agency the legitimacy to deal with assigned tasks. The importance of the independence of the Agency, as one of the key institutes of protection of personal data, imposes the need to refer to this segment in every Report on Personal Data Protection.
First of all, supervisory authority must have an independent organization. Article 35 of the Law in paragraphs (1) and (2) prescribes that: “The Agency is an independent administrative organization established for the purpose of ensuring the protection of personal data and is headed by its Director“ and „The Agency acts fully independently in performing the assigned duties.” Director and Deputy Director of the Agency are appointed by the Bosnia and Herzegovina Parliamentary Assembly, which may suspend and dismiss them prior to their mandate expiry, in cases specified in Article 45 of the Law. This solution strengthened the legitimacy of the Agency, backed now by the Bosnia and Herzegovina Parliamentary Assembly. Namely, the Agency does not report to the Bosnia and Herzegovina Parliamentary Assembly about its work, but submits Report on personal data protection, in an attempt to avoid any influence on the Agency. This in no case excludes accountability and professionalism in the work of the Agency, on the contrary – it strengthens them. Independence means a ban for performing any profitable activities or any activity that may jeopardize the belief in its independence. We highlight the term „belief“, which is a subjective opinion of an individual about the independence of the Agency and which is therefore particularly demanding. Independence and responsibility are in direct proportion and function according to the system of connected vessels - the greater the independence, the greater the responsibility.

Financial independence of the Agency, as a special budget beneficiary, is secured through Article 36 of the Law, which regulates that funds necessary for the work of the Agency shall be secured from the budgets of the Bosnia and Herzegovina institutions and international commitments of Bosnia and Herzegovina. However, the procedure for the adoption of the budget opens up the possibility of an impact on the Agency, and it would be necessary to ensure a greater impact of the Parliamentary Assembly of Bosnia and Herzegovina in that part.
The employees at the Agency enjoy the status of civil servants and employees. The problem is the present solution in the Law on Civil Service in the Institutions of BiH, where the Civil Service Agency is the main institution in the process of admission of civil servants. The participation of the Director is symbolic, which is certainly unacceptable and negatively influences the independence of the Agency. The Law on Civil Service in BiH institutions exempts the employees in Central Bank BiH and Office of the Ombudsman for Human Rights of BiH. However, a substantial question remains as why only these two institutions are exempt. State Agency officials deal with cases where the State Service Agency appears as the controller, which question their impartiality.

The Agency is not an ordinary administrative body, as its main task is to supervise the implementation of laws regulating processing and protection of personal data, including the assessment of lawfulness of personal data processing. These are only few basics parameters that significantly differentiate the Personal Data Protection Agency from other administrative organizations and the Agency should certainly be positioned as independent body in full capacity in all laws regulating this issue.

The Agency must have the capacity for performing the assigned duties and responsibilities. At the moment the Agency doesn’t have the necessary capacities (number of employees, budgets, accommodation, vehicles, etc.) in order to legally and efficiently perform the tasks entrusted to it. Activities such as inspection controls, complaints procedures, opinions, issuing misdemeanor orders, participation in court proceedings, maintenance of the Central Registry, etc. are very demanding and imply sufficient capacities.

The Agency is authorized to issue authoritative orders. When the Agency detects the illegal processing of personal data, it shall order measures which the controller is obliged to take within a specified period, and inform the Agency thereof. The same article stipulates that the Agency may require the controller or processor to provide it with information or to allow access to any document and records in which it may be personal data. The Agency has the right to enter the premises where the processing of personal data is being conducted, state and official secrets are not an obstacle for the Agency, and public authorities are obliged to assist the Agency at its request in the exercise of its competence. Of course this is adequately followed by penal provisions. The Agency's decisions are final and may be subject to evaluation only in the administrative dispute at the Court of BiH.     
One of the legal obligations of the Agency is to monitor the situation in the field of personal data protection, and in that regard to issue proposals, initiatives, and opinions. In the past, the Agency did so. However, the proponents of legislation regulating protection of personal data, by rule, do not submit their proposals to the Agency for its opinion and this problem needs to be systematically resolved. 

Within the framework of communication with the public, the dissemination of knowledge on personal data protection is one of the basic instruments that enable the effectiveness of the work of any supervisory body dealing with personal data protection. The Agency actively works on the promotion of rights arising from the protection of personal data, and regularly informs the public about its activities.
3.4 Inspections 
A total of 16 extraordinary inspections were carried out. 

3.4.1 Regular inspections  

There were no regular and audit inspections during the reporting period.
Regular inspections are performed on the basis of the Annual Inspection Work Plan, according to which Monthly work plans are adopted. The Annual Inspection Work Plan is adopted with the aim of controlling precisely defined sectors. In this reporting period, no inspections were planned, given that the inspectors resolved the complaint procedures and performed other tasks within the competence of the Agency. The positions of senior associate for complaint procedures in the Agency were filled only in November 2019. 
3.4.2 Audit inspections
During 2019, no audit inspections were performed. The only reason for this was the lack of staff, which is a serious problem in the effectiveness of the Law and the work of the Agency.

3.4.3 Extraordinary inspections 
A total of 16 extraordinary inspections were carried out.  

Extraordinary inspections were carried out in the procedure upon the complaint of the personal data subject and ex officio, when the circumstances of the specific case required the inspection, in order to establish the facts and circumstances important for resolving the procedure. 
a) The controllers where the extraordinary inspection supervision was performed in the complaint procedure are:
1. PI Secondary School Center "East Ilidza" East Sarajevo. The subject of the inspection was the processing of personal data through video surveillance;
2. Cantonal Public Utility Company „Vodovod i kanalizacija“ d.o.o Sarajevo. The subject of the inspection was the processing of a copy of the sales contract for the purpose of registering a new user of the service;

3. Cantonal Public Utility Company „Toplane–Sarajevo“ d.o.o Sarajevo. The subject of the inspection was the processing of a copy of the sales contract for the purpose of registering a new user of the service;

4. PC Elektroprivreda BiH d.d. Sarajevo- Elektrodistribucija Sarajevo. The subject of the inspection was the processing of a copy of the sales contract for the purpose of registering a new user of the service;

5. Renata Jelicic s.p. Obeliks Banjaluka. The subject of the inspection was the processing of personal data through video surveillance of residential and business buildings in Banja Luka;

6. „Higracon“ d.o.o. Sarajevo. The subject of the inspection was the processing of personal data through video surveillance in the company's offices;

7. Cantonal Prosecutor's Office of Canton Sarajevo. The subject of the inspection was the processing of fingerprints of employees for the purpose of controlling attendance at work;

8. Bosmal Arjaan by Rotana Hotel Sarajevo. The subject of the inspection was the processing of personal data through audio and video surveillance in the hotel premises; 

9. Representative of apartment owners in a residential building at the address Ejub Ademovic, in Sarajevo. The subject of the inspection was the processing of personal data through video surveillance and electronic access control system to the garage and parking premises;  

b) The controllers with whom the extraordinary inspection supervision was performed in the ex officio procedure are:
1. Sarajevo Canton Tourist Board. The subject of the inspection was the establishment of personal data collections, the fulfillment of obligations under the Law, and the processing of personal data of foreigners through the web application www.ks.prijava.ba;
2. Cantonal Civil Protection Administration Sarajevo. The subject of the inspection was the processing of personal data through video surveillance;

3. Faculty of Agriculture and Food Sarajevo. The subject of the inspection was the processing of students' personal data;

4. PI Primary school „Hrasno“ Sarajevo. The subject of the inspection was the processing of personal data on unacceptable student behavior; 
5. PC BH Post d.o.o. Sarajevo. The subject of the inspection was the processing of personal data through video surveillance;

6. BH-Gas d.o.o Sarajevo. The subject of the inspection was the processing of personal data of the company's employees; 
7. Intesa Sanpaolo bank d.d. BiH Sarajevo. The subject of the inspection was the processing of clients' signatures, using an electronic device; 

3.4.4 Complaints of controllers 
The controller may appeal the decision of the inspector made in the procedure of extraordinary inspection supervision to the Director of the Agency as a second instance body.

There were no such complaints during the reporting period.
3.4.5 Comparative data of inspection activities for 2010 – 2019  
	INSPECTION ACTIVITIES 

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019

	In total 
	40
	17
	99
	111
	88
	90
	93
	83
	42
	16

	Regular 
	15
	12
	34
	53
	43
	53
	56
	53
	14
	0

	Audit 
	21
	1
	  2
	  1
	2
	1
	1
	0
	0
	0

	Extraordinary 
	4
	4
	63
	57
	43
	36
	36
	30
	28
	16

	Complaints 
	3
	2
	14
	8
	2
	1
	4
	0
	0
	0
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3.5 Complaints
The right to complain is prescribed in Article 30 of the Law. Any subject of personal data, a natural person to whom the data relate, has the right to file a complaint to the Agency when he learns or suspects that the controller or data processor has violated his right or that there is a direct risk of violation.

3.5.1 Resolving complaints     
A total of 133 complaints were received and 94 complaints were resolved, of which 51 complaints were fully accepted, while eight complaints were partially accepted and 15 complaints were rejected. 18 conclusions were adopted, which ended the proceedings on the complaint, due to incompetence or irregularity of the submission, one complaint was submitted to the competent authority and a response was submitted on one complaint.

In the reporting period, 39 complaints remained unresolved. 

3.5.2 Complaints against public sector controllers 

A total of 64 complaints were filed against public sector controllers. 22 complaints were adopted.
· Controllers against whom complaints were accepted as founded:

1. PC “RTV Zenica“ d.o.o. Zenica, processing of personal data through video surveillance in the premises of the editorial office, directing and editing;
2. Federal Civil Protection Administration and „EYOF 2019“ d.o.o., processing of personal data for the purpose of accreditation and electronic registration for EYOF 2019; 

3. The Basic Court in Visegrad, the Municipal Court in Gorazde and the company BH Telecom d.d. Sarajevo - Gorazde Directorate, personal data processing in enforcement proceeding;

4. PI Primary school “Cazin II“ from Cazin, processing of the certificate of non-conduct of criminal proceedings, the certificate of impunity for a criminal offense and the certificate of impunity for economic offence in the competitive procedure;

5. Notary Samir Muslic, processing a copy of the Decision on Inheritance with the dispatch of the original purchase agreement, with data on the property of the party that is not the subject of the sale;

6. Foca University Hospital, processing of personal data via video surveillance in the central laboratory of the Department of Pathology and Cytodiagnostics;

7. PI Primary school „Cazin II“, processing of certificates of non-conduct of criminal proceedings from all candidates who applied to the public competition for the election and appointment of the director of the School and certificates of impunity for criminal offenses and economic offenses from the selected candidate;

8. PC “Grijanje“ d.o.o. Zenica, the Municipal Court in Zenica and the Municipal Court in Sarajevo, processing of personal data of executor in enforcement proceedings for the purpose of collection of monetary claims for services provided; 

9. Cantonal Public Utility Company „Vodovod i kanalizacija“ d.o.o. Sarajevo, processing of personal data on the health condition of employees; 
10. PC BH Post d.o.o. Sarajevo, processing of the ID card number when picking up the postal item and enabling the photographing of the Delivery Book;

11. Ministry of Education, Science and Youth of Sarajevo Canton, processing of personal data on trade union membership; 

12. PI “Children of Sarajevo“ p.o. Sarajevo, processing of personal data of children and their parents on the official website of the Public Institution "Children of Sarajevo" p.o. Sarajevo;

13. Cantonal Administration for Inspection Affairs Sarajevo, processing of personal data on the name and surname of the applicant to the Municipality of Novo Sarajevo;

14. PI for medical rehabilitation and spa treatment – Health resort "Reumal" Fojnica, retention of ID card during the stay in the health resort;

15. Central Bank of BiH, processing of personal data through video surveillance in disciplinary and other proceedings;

16. PI Primary school “Dzemaludin Causevic“ Sarajevo, processing of personal data through video surveillance.

17. Ministry of the Interior of the Sarajevo Canton, processing of personal data on the name and surname and residential address of the applicant in the decision upon the application; 

18. Sarajevo Cantonal Prosecutor's Office, processing of fingerprints for the purpose of keeping records of attendance of employees;

19. Professional services for joint affairs of Sarajevo Canton, processing of personal data through video surveillance and providing video surveillance recordings to the MUP of Sarajevo Canton for the purpose of conducting disciplinary proceedings;

20. Cantonal Prosecutor's Office of Zenica-Doboj Canton, processing of the unique identification number of the applicant for free access to information;

21. PC “Elektrodistribucija“Pale, Tax Administration of the Federation of BiH, processing a copy of the judgment on divorce for the purpose of establishing identity during the conclusion of the contract;

22.  University of Tuzla, submission of a draft Agreement on the engagement of employed teachers, with an invitation for regular sessions to the Senate; 

3.5.3 Complaints against controllers from private sector 
A total of 69 complaints were filed against private sector controllers and 27 complaints were adopted.

· Controllers against whom complaints were accepted as founded:
1. “FIS“ d.o.o. Vitez,  processing of personal data through video surveillance;
2. Individuals, processing personal data from employment relation of other persons on the blog; 
3. Eos Matrix company d.o.o. Sarajevo, processing of personal data obtained by the FBiH Tax Administration;
4. Natural persons from Vitanovic, Brcko, processing of personal data through video surveillance; 

5. Raiffeisen bank d.d. BiH, processing of personal data for the purpose of direct marketing Raiffeisen bank d.d. BiH, processing of personal data for the purpose of direct marketing; 

6. Law firm "Adil Lozo and others" d.o.o. from Travnik, processing of personal data on the residential address of the members of the Steering committee of the Pension and Disability Insurance Institute of FBiH;

7. Microcredit Foundation "Sunrise" Sarajevo, processing of personal data in the Central Register of Loans of Business Entities and Individuals;  

8. Telemach d.o.o., processing of personal data in the public telephone directory of Telemach; 

9. Alumina d.o.o. Zvornik, processing of personal data in internal media on the outcome of court proceedings and delivering them to employees and other persons by e-mail; 

10. Agencies for promotional services www.visoko.co.ba, processing of personal data on the web portal www.visoko.co.ba;  

11. Bio-Vitalis d.o.o. Banja Luka, processing of personal data for the purpose of direct marketing; 

12. San d.o.o. Banja Luka, processing of the unique identification number in the contract for the supply of thermal energy; 

13. UNIQA Insurance d.d. Sarajevo, failure to provide detailed information to the data subject on the processing of personal data;
14. Higracon d.o.o. Sarajevo, processing of personal data through video surveillance at a business facility;

15. Individuals X.X. and X.X. from Velika Kladusa, processing of personal data through video surveillance at the family home and publication of those recordings on the portal vk.portal.ba;
16. Natural persons X.X. from Sarajevo, processing of personal data through video surveillance on a residential building;

17. UniCredit Bank d.d. Mostar, processing a copy of the identity card and requesting consent for the processing of personal data on the form "Request for change of client of a natural person-resident"; 
18.  Individual X.X. from Sarajevo, processing of personal data via video surveillance, at a residential building during the construction;
19. Telemach d.o.o. Sarajevo, providing data on debts to the father of the user of the provided service; 

20. Raiffeisen Bank d.d. BiH, processing of personal data for the purpose of direct marketing;

21. Individuals from Banja Luka, processing of personal data through video surveillance;

22. Raiffeisen Bank d.d. BiH, processing of a divorce judgment for the purpose of establishing identity; 

23. President of the House Council of a residential building in Zenica, processing of personal data through video surveillance in the building;
24. Natural person from Gornji Osoj, Travnik, data processing via video surveillance installed on a residential building;

25. Natural person from Krasevo, Tesanj, processing of personal data through video surveillance at a residential building; 

26. Raiffeisen Bank d.d. BiH, processing of incorrect data on credit indebtedness in the Central Credit Register;   

27. Natural person from Sarajevo, processing of personal data via video surveillance installed above the front door of the apartment;

3.5.4 Complaints from 2018 that ended in the reporting period
From the previous year, 61 complaints were resolved, of which 24 were fully accepted, while four complaints were partially accepted. A total of 26 complaints were rejected as unfounded. Three conclusions were reached due to incompetence and for four complaints notifications were submitted that the proceedings were conducted ex officio.

· Controllers against whom complaints were accepted as founded and partially founded: 
1. PI Primary school “Malta“ Sarajevo, processing of personal data of a minor child in the procedure of justifying absence from work of his parent;
2. PC Elektroprivreda BiH d.d. Sarajevo - Elektrodistribucija and FZPIO, processing of personal data via a check for payment of pension;

3. Cantonal Public Utility Company “Vodovod i kanalizacija“ d.o.o Sarajevo, processing a copy of the sales contract when reporting a change of service user; 
4. Civil Service Agency of the Federation of BiH, processing of data on the e-mail address of the candidate in an e-mail submitted to a group of participants in the competition procedures;
5. Cantonal Public Utility Company “Toplane – Sarajevo“ d.o.o Sarajevo, processing a copy of the sales contract when reporting a change of service user;

6. Elektroprivreda d.o.o. Sarajevo, processing a copy of the sales contract upon notification of the change of the end customer of electricity; 
7. Gymnasium Livno, processing of certificates of impunity from candidates in the competition procedure;

8. Elementary music school "Franjo S. Vilhar" Livno, processing of certificates of impunity for candidates in the competition procedure;

9. RS Health Insurance Fund, processing of personal data of the applicant's attorney in the procedure of reimbursement of hospital treatment costs;

10. Eko Toplana d.o.o. Banja Luka, processing of the ID card number and consent of the tenants of the Community of flat owners with certified signatures, for the purpose of exclusion from the heating system;

11. Federal Administration of Civil Protection, processing of medical documentation of the child and registration of residence, for the purpose of exercising the right to compensation in case of injury at work, severe disability or serious illness of a civil servant and employee or a member of his immediate family;

12. Eko Toplana d.o.o. Banja Luka, processing of the unique identification number and consent of the tenants with certified signatures, for the purpose of exclusion from the heating system; 
13. PHI Health Center "Dr Mustafa Sehovic" Tuzla, preventing the patient from accessing personal data on the health condition contained in the laboratory findings;

14. RS Ministry of Labor and Veterans' Disability Protection, due to the processing of a copy of the ID card for the purpose of paying severance pay;

15. Municipality of Novi Grad Sarajevo, processing of a copy of the identity card, unique identification number and diagnosis in the decision on recognition of the rights of a war invalid;

16. Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Tuzla, processing of written statements of apartment owners in the request for change of the number of household members of the service user;

17. Sokolac Municipal Election Commission, processing of complaints on the official website of the Municipality of Sokolac;

18. Municipal Election Commission of the Municipality of Centar Sarajevo, processing of the telephone number and unique identification number in the decision on the appointment of the president and members of the polling boards and their deputies; 

19. Ministry of Veterans and Disabled Veterans of the Sarajevo Canton, processing of the unique identification number and diagnosis in the decision on the recognition of the rights of a war invalid; 

20. Ministry of Finance of the HNK, processing of personal data through video surveillance for the purposes of recording absences, keeping records, controlling the performance of contracted work, safety measures at work and recording entry into official premises;

21. Ministry of Communications and Transport of BiH, processing of certificates of non-conduct of criminal proceedings with the application form, in the competition procedure according to the Public Announcement for selection and appointment of the Director General and two deputies in the Civil Aviation Directorate of Bosnia and Herzegovina;

22. Assembly of Zenica-Doboj Canton, processing of personal data on the official website of the Assembly and Government of Zenica-Doboj Canton;

23. S.P. Obelix Banja Luka, processing of personal data using video surveillance established at residential and commercial buildings in Banja Luka.

3.5.5 Repeated procedures carried out in the reporting period
By order of the Court of BiH, in the reporting period, 5 complaints were resolved in the retrial, namely: four complaints from 2015 and one complaint from 2013, which was suspended due to the death of the party.
· Controllers against whom complaints were accepted as grounded in the repeated procedure:

The controllers against which the complaints in the retrial were adopted as founded (three complaints) and one complaint as unfounded are the MUP SBK / KSB and the Institute for Pension and Disability Insurance of FBiH, Cantonal Administrative Service Travnik. 
The Appellate Panel of the Court of BiH, upon the request for reconsideration of the court decision - Judgment of the Council for Administrative Disputes of the Court of BiH - rendered judgments in which accepted the requests and changed the verdicts in such a way as to rule: "The decision of the respondent Agency for Personal Data Protection is annulled and the case is returned to the defendant for reconsideration.“
In order to properly understand these cases we indicate the chronological sequence of actions from the filing of (three) complaints to the filing of a lawsuit and a request for review of a court decision: 

Deciding on the complaint of the personal data subject, the Agency issued decisions approving the complaints as founded.

Dissatisfied with the decisions in question, the MUP SBK initiated administrative disputes before the Court of BiH.
The court issued judgments rejecting the lawsuits and emphasizing that the MUP SBK did not have evidence of the consent of the personal data subject for the processing of special length of service.

Dissatisfied with the verdict of the Court of BiH, the MUP SBK submitted requests for review of the court decision.

Deciding on the requests for review of the court decision the Appellate Panel of the Court of BiH (hereinafter: the Panel) granted the requests, reversed the court decisions in terms of annulment of the impugned decisions and returned the case for retrial due to the fact that administrative dispute, according to the Council, prove the existence of consent for the processing of special length of service.

In the repeated procedure the Agency adopted the agreed personal data subjects against MUP SBK and FZ PIO / MIO - Cantonal Administrative Service Travnik, due to the processing of personal data on special length of service and the fact that the employer MUP SBK did not have a request for enrollment of special length of service, but no other evidence that the complainant knew or should have known that it was enrolled and that he consented to it, using the benefits derived therefrom.
Therefore, the views of the Panel were not taken into account because the evidence - censuses and other indirect evidence, attached to the lawsuit do not contain the consent of the complainants on the processing of their personal data on special length of service, i.e. there is no names of the complainants in them.

One complaint was rejected by the Agency as unfounded, by which it acted according to the Council's position, since the evidence - the list of police officers, which was attached only to the lawsuit for initiating an administrative dispute, contains the name and surname of the complainant.
3.5.6 Comparative data of complaints for 2010 – 2019  

	COMPLAINTS 

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019

	Complaints in total 
	29
	35
	71
	107
	140
	121
	113
	96
	148
	133

	Decisions 
	17
	23
	55
	75
	87
	90
	70
	67
	76
	74

	Opinions 
	7
	1
	2
	1
	0
	0
	0
	0
	0
	1

	Assigned items 
	1
	0
	0
	0
	0
	0
	3
	1
	2
	1

	Conclusions 
	0
	6
	15
	16
	19
	18
	28
	11
	2
	18

	Items in work 
	1
	5
	2
	12
	34
	17
	12
	17
	68
	39

	Items from the previous year
	0
	1
	5
	12
	13
	34
	14
	12
	15
	61
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3.6  Ex officio proceedings 
The Agency initiates the procedure ex officio on the basis of knowledge of illegal processing or suspicion of illegal processing of personal data. Knowledge can be gained through the reporting of various entities, including anonymous reporting, observation on electronic and written media, the Internet, from other subjects in the work of the Agency and the like.

In the reporting period, a total of 66 ex officio proceedings were initiated. In order to correctly and completely determine the factual situation, in seven ex officio proceedings an extraordinary inspection was performed.

3.6.1 Ex officio proceedings against public sector controllers 
According to public sector controllers, 47 proceedings have been initiated. A total of 15 decisions were issued, four conclusions on the rejection of the application due to incompetence and suspension of the procedure, one opinion was issued and one answer to the applicant.


A total of 26 cases remained unresolved. 
· Controllers which are imposed administrative measures:
1. Municipality of Tomislavgrad, processing of certificates of impunity in the tender procedure;
2. Ivan Goran Kovacic Elementary School Livno, processing of certificates of impunity in the competition procedure; 
3. Miroslav Dzaje Elementary School, processing of the certificate of non-conduct of criminal proceedings in the competition procedure;
4. PI Reumal Fojnica, processing of JMB in the guest book;
5. PI for Employment of Sarajevo Canton, processing of personal data of unemployed persons by the Committee for preparation of reports on evaluation of individual employment plan;

6. Municipality of Stari Grad, processing JMB of candidates in the application for scholarships;

7. Foca University Hospital, processing of personal data during the distribution of payrolls;

8. Municipality of Novi grad Sarajevo, processing a copy of the ID card when submitting a request for exercising the rights from the veteran disability protection;

9. Municipality of Novo Sarajevo, processing a copy of the ID card in the scholarship award procedure;
10. Municipality of Kakanj, processing of personal data through video surveillance;

11. Operator for renewable energy sources and efficient cogeneration, processing of personal data via audio and video surveillance;

12. PI Employment Service of Sarajevo Canton, processing of certificates of non-conviction in the competition procedure;

13. Cantonal Civil Protection Administration Sarajevo, processing of personal data through video surveillance;

14. HJPC BiH, processing of personal data of judges and prosecutors in the manner prescribed by the Rulebook on submission and verification of financial reports of judges and prosecutors;

15. BiH Central Election Commission, processing the list of voters from abroad on the official website.
3.6.2 Ex officio proceedings against private sector controllers
According to private sector controllers, a total of 14 proceedings have been initiated. Two decisions were issued ordering administrative measures, as follows:

1.  Association of Accountants, Auditors and Financial Workers of FBiH, processing of JMB of members of the association and candidates for professional titles;

2. To the natural person X.X. from Gorazde, processing of personal data via video surveillance.
A total of 12 cases remained unresolved.  
3.6.3 Cases from 2018 resolved in the reporting period
In the reporting period, 23 ex officio cases initiated in 2018 were resolved. 

· Controllers which are imposed administrative measures:
1.  Individual X.X. from Zenica, processing of personal data via video surveillance;
2. Service for Foreigners Affairs - Tuzla Center, processing of personal data through video surveillance;

3. Football Association of BiH, processing of JMB of players in the "Comet" system and player identification;

4. MUP BPK Gorazde, processing of personal data through video surveillance;

5. PI SSC Istocna Ilidza, processing of personal data through video surveillance;

6. Municipality of Tomislavgrad, processing of certificates of impunity in the procedure;

7. Elementary Music School Tomislavgrad, processing of certificates of impunity in the competition procedure;

8. Ministry of Communications and Transport of BiH, processing of JMB in the vehicle ownership certificate;

9. PI Employment Service of Sarajevo Canton, processing of personal data of the unemployed;

10. Public Institution Employment Service of Sarajevo Canton, processing of medical certificates, certificates of non-conviction and certificates of misdemeanor impunity;

11. Municipality of Novi grad Sarajevo, processing of a copy of ID card and other documents from the applicant for exercising certain rights;

12. Federal Institute for Pension and Disability Insurance / MIO, submission of personal data of the insured to a third party without a legal basis;

13. PC Putevi Brcko, processing of fingerprints for the purpose of proving attendance at work;

14. Secondary vocational school Tomislavgrad, processing a copy of the ID card in the competition procedure;

15. Station for technical inspection of vehicles "Osing" PSTPV Novi Grad, processing of the unique identification number in the decision on the authorizations of the controller of technical correctness of the vehicle;

16. Cantonal Public Utility Company „Toplane“ Sarajevo, processing of the tenant's signature for disconnection from the heating system;

17. Supreme Court of the Federation of BiH, processing of documentation in the competition procedure;

18. Ministry of Justice of BiH, processing of personal data on associations in published financial reports;

19. KJU Gerontology Center Sarajevo, processing of a copy of the ID card of the users of the center. 
3.6.4 Comparative data of ex officio proceedings 2010 - 2019 
	PROCEDURES EX OFFICIO  

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019

	Procedures in total  
	6
	35
	26
	34
	29
	44
	55
	45
	69
	66
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3.7  EXAMPLES FROM PRACTICE 
3.7.1 Video surveillance  
According to the structure of the case, the largest number of conducted procedures related to the processing of personal data through video surveillance. The subjects of personal data processing through video surveillance referred to the issues under which conditions personal data can be processed through video surveillance by natural persons, then by legal entities or public bodies, and personal data processing through video surveillance in collective housing buildings.

Law in Article 21a prescribes the processing of personal data through video surveillance, in such a way that only stored videos on the basis of which a natural person can be identified, represent the processing of personal data. According to the same provision, all controllers who set up video surveillance are obliged to make a decision prescribing the rules of processing, and to point out the notification on video surveillance, and the contact for obtaining information about it.

Video surveillance, in the context of protection of the right to privacy, means obtaining and storing visual or other records from monitored places where individuals move, through an installed video surveillance system in which there is a systematic collection of images of persons in a certain area, in a certain period of time with the assumption of further use of these recordings.

The main purpose of establishing video surveillance is the protection of personal and property security and in connection with that the realization or defense against legal requirements and for other purposes can not be used such as control of attendance at the workplace, regular execution of jobs and tasks and the like. 

The case law of the European Court of Human Rights indicates that video surveillance of employees in the workplace constitutes a significant interference with the employee's private life and can only be justified by the reasons set out in paragraph 2 of Article 8 of the European Convention for the Protection of Human Rights and Fundamental Freedoms. (the interest of national security, public order and peace, or the economic well-being of the country, the prevention of disorder or crime, the protection of health or morals or the protection of the rights and freedoms of others and if necessary in a democratic society). 

In one of the adjudicated cases, the Court found that if the monitoring of work activities has no legal basis for the setting up of video surveillance, and in addition there is no danger to people and property, intrusion into private life is thus not in accordance with the law and constitutes a violation of Article 8 of the Convention.
Judgment of the European Court of Human Rights from 28.11.2017 in the case of Antovic and Mirkovic v. Montenegro, application no. 70838/13.
·  Processing of personal data through video surveillance in the laboratory of a health institution
Resolving at the request of the personal data subject, a doctor employed in a health institution, due to the processing of personal data through video surveillance in the laboratory of the health institution, where patients enter and where very important diagnostic procedures are performed, the Agency forbade the health institution to perform video surveillance in the central laboratory and to remove the installed CCTV camera.
In his complaint, he pointed out that some employees of the health institution have recordings from video surveillance cameras in the laboratory on their phones, and the question is what is the legal basis for establishing video surveillance and who has the right to view the recordings. Along with the complaint, photo documentation was submitted showing the camera and the room in which it was placed.

According to the established facts, it is clear that the health institution in the laboratory processed personal data through video surveillance of employees as well as other persons who have access to the laboratory of the health institution. The purpose of establishing video surveillance was the protection of property and unauthorized access or unhindered performance of work processes, i.e. control of work discipline.

Labor laws contain a general norm that personal data may not be processed unless required by law or necessary to fulfill the rights and obligations arising from the employment relationship. 

The processing of personal data of employees through video surveillance may be performed without the consent of the personal data subject if it is possible to apply Article 6, paragraph (1), item e) of the Law, when protection of legal rights and interests cannot be achieved by other means and if the institution meets the conditions prescribed in Article 21a of the Law.

Establishment of video surveillance in the laboratory of the health institution for the purpose of protection of property and persons, uninterrupted performance of work processes and control of work discipline are not in accordance with the aforementioned provision of regulations governing the processing of personal data of employees because this processing is not necessary. These are processing purposes that can be achieved in another less invasive way and by other means.

The installation of video surveillance cameras in the laboratory, where regular work and tasks are performed, significantly exceeds the limits of necessary processing and violates the privacy of employees and their human dignity because they collect data on their behavior and habits, which causes them discomfort to be under certain surveillance.

The established purpose can be achieved in another way, by implementing the usual organizational measures.
· Processing of personal data through video surveillance by individuals
Deciding on the complaint of a natural person, due to the processing of personal data via video surveillance placed above the front door of another apartment, in which range is the entrance to the elevator and the entrance door to his apartment, the Agency issued a decision ordering the owner of video surveillance ordered to keep the camera in a position that allows the processing of personal data only for the purpose of his personal security and his property.

The complainant considers that his right to privacy has been violated because his entry and exit from the apartment as well as other persons visiting him are recorded.

According to the established facts, it is clear that the natural person set up video surveillance in order to protect his own safety and property above his front door and that in the range of view of the camera is the area in front of the complainant's front door, entrance to the apartment and other garbage. A video surveillance notice is prominently displayed. 

By recording the entrance door of the complainant, it is documented when the complainant and his family members come and go from the apartment thus gaining insight into its activities. Within the meaning of Article 21a of the Law, the legality of the decision of the owner of the video surveillance camera to protect himself and his property is indisputable. 
However, this cannot be done in a way that is contrary to the right of the complainant to protect his own private and private life. (Article 6 paragraph (1) item e) of the Law).
· Processing of personal data via video surveillance in a residential building 
The complaint of the data subject against the president of the house council of the residential building, due to the video surveillance in the building was accepted as partially founded. The house council of the residential building was ordered to make a decision which will prescribe the rules of personal data processing.

In the complaint, the complainant states that two cameras were installed, one on the outer wall of the building at the entrance door and the other inside the staircase at the entrance to the elevator. It was pointed out that the residential building has 28 residential units and that the tenants are not familiar with the installation of video surveillance. The cameras have a sticker with the video surveillance label and the information that the video surveillance is performed by the security company Sector Security d.o.o. and phone number. The complainant stated that he had contacted a security company and that he had learned that video surveillance had been set up on the basis of an oral agreement with the House Council and one tenant.

In the conducted procedure, it was determined that two video surveillance cameras were installed, which record the inside of the entrance to the building, part of the staircase to the entrance to the basement, the outside of the entrance to the building and the entrance to the elevator. A video surveillance notice is prominently displayed. It was installed after the approval of 24 tenants in the residential building, which means that there is an agreement of the majority of tenants to install a video surveillance system. An oral decision on this came after people with suspicious intentions entered the building because it is located near a large football stadion so it is an unavoidable gathering place for a large number of people. The DVR's viewing, recording and storage device is protected by an entry code and is housed in common basement rooms. The device records 24 hours a day and has no internet connection and cannot be accessed remotely. The recording device does not have a monitor, so in case you need to view or restore the recording, it is necessary to hire a technical safety agency.

It is undisputed the right of the House Council to install a video surveillance system for the purpose of prevention and protection of personal and property security, respecting the right to privacy of all persons who may be covered by the same. Considering that the House Council did not pass the decision on the rules of processing, with the aim of respecting the rights of the personal data subject prescribed by Article 21a of the Law, the same was ordered the adoption of a decision which should regulate in detail all segments of personal data processing through video surveillance, starting from the description of the room where video surveillance is installed to the purpose for which it is established, types of personal data processed (recording, date and time), providing video surveillance recordings to third parties, video storage deadlines and video surveillance contact persons. The decision also needs to prescribe who has access to the collected recordings, the procedure for excluding recordings. Access to video surveillance recordings must be provided to one person authorized by the House Council and that person must have user data to access the video surveillance system.
3.7.2 Disclosure of personal data
The publication of personal data on the websites of public bodies, legal entities, associations and the publication of personal data on social networks by natural persons, poses a risk of violating the right to privacy of persons whose data are published.

By publishing personal data through modern means of communication, controllers make personal data on the activities of individuals available to an unlimited number of other persons. Controllers lose control over this data because it can be taken over from other entities and used for other illegal purposes and very often misused. The principle of time limitation of personal data processing is also brought into question here, because the controllers who published certain data are no longer the owners of the same, since they can be owned by an unlimited number of subjects.
In addition to these general indications, which the vast majority of controllers are not aware of, we noticed that for a large number of public sector controllers publishing personal data of employees with their qualifications and jobs is an issue that is not fully clarified from the aspect of privacy protection. Publication of personal data of employees in the public sector is done in the public interest, given that employees in the public sector, apart from the certain jobs which disclosure would not be in the public interest, is a necessary measure in a democratic society because it is employment in the public sector and thus the spending of public money which is also financed by citizens' money. 

Public sector employment and employee salaries should be processed in a transparent manner and the protection of personal data cannot be an obstacle to this. Certainly, for this purpose, it is not allowed to publish personal data on the unique personal identification number, private address and telephone number, deductions from salaries that are of a private nature, etc. 

· Publishing personal data of children and their parents on the official website of the kindergarten
Acting upon the complaint of the data subject against the kindergarten, due to the publication of personal data of children and their parents, on the official website of the kindergarten, for the purpose of informing parents which children are on the waiting list and whose application for enrollment was rejected, it was adopted as grounded. Kindergarten is prohibited from publishing personal data of children and their parents.

It is undisputed that the kindergarten must inform the parents whose application for enrollment of children has been rejected as well as whether they are on the waiting list for the enrollment of the child in the kindergarten.
By publishing the data on the official website of the kindergarten, all information and personal data become available to all other persons who access the official website and not only to the parents, for whom this information is intended. In this way, the personal data of parents and children are revealed, as well as their activities related to the enrollment of children in kindergarten. This is information that should not be available to the general public, and since it is also about children's personal data, there is an unjustified risk of their abuse.

Informing parents about the outcome of their applications can be done in another way, without publishing personal data. 
· Publishing personal data on the blog
Acting upon the complaint of personal data subject, due to the publication of their documents from labor - legal relations on the blog by another natural person, it was adopted as founded. The natural person was ordered to remove the documents with the personal data of the complainant from the blog. 
In the conducted procedure, it was determined that the owner of the blog, a representative in the FBiH PA, published parts of the employment contract of the complainant concluded with employers in the public and private sector, which in addition to their names and surnames also contain insurance period with those employers. The owner of the blog pointed out that the complainants published texts criticizing his work, and that the same as a representative has the right and obligation to “open all issues relevant to the performance of the function of the representative he performs and that the Law on Freedom of Access to Information allows every natural and legal person has the right to access information under the control of a public body, and that by publishing these documents he responded to a number of texts published by the complainant which tarnished his dignity as an representative and published the text in question which was supported by documentation”. The Agency was not provided with evidence from which authorities the published documents were collected. 
Given that the manner of obtaining these documents has not been proven and that the same cannot be related to the right of the representative to open all issues, it was determined that the publication of these documents violated the right to privacy of the complainant. Also, there is an unjustified risk that the published personal data will be misused for various purposes.

· Publishing the voter list on the official website
Acting upon the submitted application of the personal data subject, a procedure was initiated ex officio against the Central Election Commission of BiH to determine the legality of publishing the voter list for the purpose of submitting a decision rejecting their entry in the central voter list for voting outside Bosnia and Herzegovina.

It was the publication on the official website of the list of persons whose applications for entry in the central voter list for voting outside Bosnia and Herzegovina were rejected. Published lists contain information on, municipality / city, number of application, name and surname, year, city, deficiency in the application and country.

The announcement was made for the purpose of delivering the decision on rejection to the applicants for voting outside Bosnia and Herzegovina.
The relevant law does not prescribe the processing of personal data in the stated manner, and it has been established that the right to privacy of all persons whose data have been published has been violated, since this information has become available to an unlimited number of persons. Also, there is an unjustified risk that the published personal data will be misused for various purposes. 
Informing a specific applicant that his application has been rejected may be obtained in another way by telephone, fax, post, in person or e-mail.
3.7.3 Other examples from practice
· Verification of diplomas 
The Secretariat of the Parliamentary Assembly of BiH addressed the Agency with a request to give an opinion on whether the verification of diplomas of all employees in the Secretariat is in accordance with the Law and whether it is necessary to seek the consent of personal data subject. It was clarified that this activity would be carried out by forwarding to all secondary and higher education institutions a request for employee data, with the diploma number and the date of its issuance, with a request to the educational institution to check in whose name the diploma was issued. 
An opinion was issued setting out the following views:

Pursuant to Article 17 of the Law, personal data controllers are authorized to provide personal data for use to third parties, based on a written request of a third party, if this is necessary to perform activities within the statutory competence or legitimate interests of third parties. The written request must contain the purpose and legal basis for the use of personal data and the types of personal data requested. Also, the Law in Article 17, paragraph (4) prescribes that it is prohibited to provide personal data to a third party for whose processing or use they are not authorized under the provisions of Articles 5 and 6 of the Law, and if the purpose for which personal data is requested is use contrary to the provisions of Article 4 of the Law. The stated provisions of the Law are of a general character and cannot be the basis for the processing of personal data, which means that every controller and especially a public body is obliged to act in accordance with the regulations which directly determine its competence.

Accordingly, the Secretariat for Educational Institutions would be a third party and would have to state in its request the purpose and legal basis for the processing of employee diploma data. Since the request does not state the reasons for the verification of diplomas, from the aspect of the principle of proportionality (Article 4, paragraph (1), item c) of the Law), the generalization is disputable. Generalization, which is therefore unfounded, is unacceptable because it violates the dignity of people. This way of processing the personal data of all employees in the Secretariat brings into question, without any valid reason, the personal integrity of those persons. A distinction should be made between the honest and the dishonest because not making that distinction benefits the dishonest and institutions should not be on their side.
These are public documents, which prove what is confirmed or determined in them, and such a procedure would harm the public interest. It is allowed to challenge public documents, but this implies a legal procedure, given the specific circumstances. In the same way, other documents such as medical certificates, etc. could be questioned. 
The Agency is aware of possible illegalities in obtaining diplomas, but from the aspect of regulations governing the protection of personal data, their verification can be performed only in legally prescribed procedures. Employers may, if there are grounds for suspicion that an employee's diploma has not been obtained in a lawful manner, request that the competent authorities verify it. Therefore, employers cannot check the diplomas of their employees themselves by forwarding the requirements for verification to the educational institutions in which they were acquired, but the same should be carried out by the competent authorities in accordance with the law. In this regard, a distinction should be made as to what it is, whether it is a forgery that would be within the competence of the prosecuting authority or something else that would be within the competence of the educational inspection. Only the competent authorities can legitimately pursue the public interest. Therefore, consent, as one of the bases for the processing of personal data, is unacceptable in this case because it is in the public interest.

· Disclosure of personal data of the applicant for performing inspection supervision
Acting upon the complaint of personal data subject, against the cantonal administration for inspection affairs, due to the disclosure of his identity to the subject against which he submitted a request for inspection, it was adopted as grounded.

The complainant submitted a request for inspection to the competent cantonal inspection, against the mayor who did not appoint a health council within the legal deadline.

During the inspection, the acting inspector revealed the identity of the applicant for performing inspection supervision.

The Law on Inspections prescribes the duty to keep the applications secret, i.e. the identity of legal and natural persons who submit applications for inspection supervision. According to the cantonal administration, the acting inspector should not have kept the application secret because it was not explicitly requested by the applicant, which is contrary to the law on inspection.

In addition to the finding of conduct contrary to the relevant regulation, the disclosure of the identity of the applicant, as persons in good faith and to a certain extent, stated his name and surname as the applicant harms the public interest as well. If the disclosure of the applicant's identity were done automatically, there would be a real danger that citizens, fearing that their data would be disclosed to the reported authorities or persons, would refrain from reporting.   

· Submitting a copy of the decision on inheritance with the dispatch of the original sales contract  

The complaint of personal data subject against the notary for attaching a copy of the decision on inheritance with the dispatch of the original sales contract, with data on the property of the complainant which is not the subject of the sales contract, was adopted as grounded. 

The complaint states that the complainants are the co-owners of the real estate, which was the subject of the sales contract, submitted a decision on inheritance to the notary at his request as proof that the same property is subject to inheritance and does not represent marital property since one of the co-owners of the property is married.
The notary attached a copy of the decision on inheritance of the complainant with the dispatch of the original sales contract, which, in addition to the complainants, was delivered to the buyer of the real estate subject to the contract, the competent administration for geodetic and property affairs and the bank.

The complainants considered that their privacy had been grossly violated in this way and that their security had also been violated, since the information contained in the inheritance decision had been disclosed to a number of entities.

The Law on Notaries entrusted notaries with the exercise of public authority in the sense of drawing up notarial documents, as public documents proving what is confirmed or determined by the document itself. A notarial document is a public document that is considered true, provided that the party or interested persons have the right to prove otherwise. Pursuant to the provisions of the Law on Notaries, it is necessary for the notary to determine the existence of preconditions for drawing up a notarial document in terms of the ability and authority of the parties, the existence of their will. The relevant law did not prescribe which documentation presented as evidence, the notary will attach to the notarial document or put in the notarial file. What is obligatory is to state the text of the legal transaction with an indication of possible powers of attorney and attachments in the notary document and to determine the true state of affairs regarding the real estate that is the subject of the legal transaction and first of all to determine whether the real estate is owned by the seller encumbered by the rights of third parties.

It was indisputable in the specific case to determine whether it was a marital property or not, for which it was necessary to inspect the decision on inheritance and state the same in the notary document, without copying and attaching it with the original copy. The decision on inheritance contains data on the entire property of the complainant, including data on other inherited real estate and their addresses, monetary claims and funds in accounts, a safe in the bank, gold, works of art, etc. Given that this information has unnecessarily become available to a wider range of persons, even those who could misuse it, the violation of the complainant's right to privacy is obvious.

3.8  Punishment - misdemeanor proceedings 
In the reporting period, 25 misdemeanor warrants were issued, as follows: 

1. Misdemeanor order in the amount of 10,000.00 KM to the company Mepas d.o.o. Siroki Brijeg, for giving personal data of a former worker to a third party.

The misdemeanor order was not realized, a court decision was requested.

2. Misdemeanor order in the amount of 10,000.00 KM Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Sarajevo, for collecting a copy of the document on the ownership of the apartment during the change of service user.

Misdemeanor order realized in the amount of 3,000.00 KM based on the court decision.

3. Misdemeanor order in the amount of 500.00 KM to the responsible person Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Sarajevo, for collecting a copy of proof of ownership during the change of service user.

Misdemeanor order realized in the amount of 100% of the imposed fine + 20 KM.

4. Misdemeanor order in the amount of 10,000.00 KM Cantonal Public Utility Company "Toplane-Sarajevo" d.o.o Sarajevo, for collecting a copy of proof of ownership during the change of service user. 

Misdemeanor order realized in the amount of 50% of the imposed fine. 


5. Misdemeanor order in the amount of 500.00 KM to the responsible person Cantonal Public Utility Company "Toplane-Sarajevo" d.o.o Sarajevo, for collecting a copy of proof of ownership when reporting a change of service user. 

The misdemeanor order was realized in the amount of 50% of the imposed fine.

6. Misdemeanor order in the amount of 10,000.00 KM PC Elektroprivreda BiH d.d. Sarajevo - Branch Elektrodistribucija Sarajevo, for collecting copies of proof of ownership during the application for a change of service user.

Misdemeanor order realized in the amount of 50% of the imposed fine.
7. Misdemeanor order in the amount of 500.00 KM to the responsible person PC Elektroprivreda BiH d.d. Sarajevo - Branch Elektrodistribucija Sarajevo, for collecting a copy of proof of ownership when during the application for a change of service user.

Misdemeanor order realized in the amount of 50% of the imposed fine.

8. Misdemeanor order in the amount of 1,000.00 KM to the responsible person, Elementary Music School "Tomislavgrad", for processing the certificate of impunity in the competition procedure.

The misdemeanor order was realized in the amount of 50% of the imposed fine.
9. Misdemeanor order in the amount of 500.00 KM to the responsible person, Elementary Music School "Franjo S. Vilhar" Livno, for processing the certificate of impunity in the competition procedure.

The misdemeanor order was realized in the amount of 50% of the imposed fine.
10. Misdemeanor order in the amount of 500.00 KM to the responsible person, Gimnazija Livno, for processing the certificate of impunity in the tender procedure.

The misdemeanor order was realized in the amount of 50% of the imposed fine. 
11. Misdemeanor order in the amount of 500.00 KM to the responsible person of the Public Institution "Employment Service of Sarajevo Canton" Sarajevo, for processing the certificate of medical fitness, certificate of non-conviction and certificate of non-conviction for misdemeanor in the competition procedure.

Misdemeanor order was realized in the amount of 50% of the imposed fine.
12. Misdemeanor order in the amount of 500.00 KM to the responsible person of the Secondary Vocational School Tomislavgrad, due to the processing of a copy of the ID card and the certificate of impunity in the competition procedure.

The misdemeanor order was realized in the amount of 50% of the imposed fine. 
13. Misdemeanor order in the amount of 300.00 KM to the responsible employee of the Secondary Vocational School Tomislavgrad, due to the processing of a copy of the ID card and the certificate of impunity in the competition procedure.

The misdemeanor order was realized in the amount of 50% of the imposed fine.
. 

14. Misdemeanor order in the amount of 10,000.00 KM to the Football Federation of Bosnia and Herzegovina for processing JMB in the form "Identity player card" in the information system "Comet".

The misdemeanor order was not realized, a court decision was requested.
15. Misdemeanor order in the amount of 500.00 KM to the responsible person in the Football / Soccer Federation of BiH due to the processing of JMB in the form "Identification player card" in the information system "Comet".

The misdemeanor order was not realized, a court decision was requested.
16. Misdemeanor order in the amount of 10,000.00 KM Raiffeisen bank d.d. Bosnia and Herzegovina - business unit Trebinje due to the processing of a copy of the identity card during the withdrawal of funds on the basis of the decision on inheritance and closing the account of the testator.

The misdemeanor order was realized in the amount of 50% of the imposed fine. 
17. Misdemeanor order in the amount of 10,000.00 KM Raiffeisen invest d.d. due to the processing of copies of the identity card during the issuance of the order for cash payment of funds on the basis of the additional decision on inheritance.

The misdemeanor order was realized in the amount of 50% of the imposed fine. 

18. Misdemeanor order in the amount of 10,000.00 KM KJU "Gerontology Center" Sarajevo, for collecting a copy of the ID card from the applicant for accommodation in the Gerontology Center in Sarajevo.

The misdemeanor order was realized in the amount of 50% of the imposed fine.
19. Misdemeanor order in the amount of 10,000.00 KM UniCredit Bank d.d. Mostar, due to the processing of a copy of the ID card in the process of updating client data.

The misdemeanor order was realized in the amount of 50% of the imposed fine.
20. Misdemeanor order in the amount of 500.00 KM to the responsible person in the Veterans Affairs Service of the Municipality of Novi Grad for collecting copies of ID cards from applicants and adult household members when submitting requests for exercising rights in the field of veterans' disability protection, unemployment protection and social protection.

The misdemeanor order was not implemented and no court decision was requested.
21. Misdemeanor order in the amount of 10,000.00 KM of the PI "Employment Service of Sarajevo Canton" Sarajevo, for collecting certificates of impunity from candidates and certificates of non-conviction for misdemeanors from selected candidates in the competition procedure.

The misdemeanor order was not realized, a court decision was requested. 
22. Misdemeanor order in the amount of 500.00 KM to the responsible person of the Management Board of the PI "Employment Service of Sarajevo Canton" Sarajevo, for collecting certificates of impunity from candidates and certificates of non-conviction for violations from selected candidates in the competition procedure.

The misdemeanor order was not realized, a court decision was requested.
23. Misdemeanor order in the amount of 300.00 KM to the responsible employee of the PI "Employment Service of Sarajevo Canton" Sarajevo, for collecting certificates of impunity from candidates and certificates of non-conviction for misdemeanors from selected candidates in the competition procedure.

The misdemeanor order was not realized, a court decision was requested.
24. Misdemeanor order in the amount of 500.00 KM to the responsible person in Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Tuzla due to non-execution of the Agency's decision. 

The misdemeanor order was not realized, a court decision was requested.
25. Misdemeanor order in the amount of 300.00 KM to the responsible employee in Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Tuzla due to non-execution of the Agency's decision.

The misdemeanor order was not realized, a court decision was requested.

On the basis of issued and realized misdemeanor orders, 32,670.00 KM was paid to the single account of the Treasury of BiH. 
c) Misdemeanor court proceedings
1. The Basic Court in Banja Luka issued a decision by which PI "DEP-OT" d.o.o. Regionalna deponija Banja Luka, declared responsible for the misdemeanors determined by the misdemeanor order and a suspended sentence in the amount of 10,000.00 KM, if he does not commit a new misdemeanor within 6 months. 
2. The Municipal Court in Sarajevo issued a decision by which Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Sarajevo declares responsible for the misdemeanors determined by the misdemeanor order issued in 2018, and was imposed a fine of 3,000.00 KM.
3. The Municipal Court in Sarajevo issued a decision by which Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Sarajevo declares responsible for the misdemeanors determined by the misdemeanor order issued in 2019, and was imposed fine of 3,000.00.
3.8.1 Comparative data of misdemeanor orders 2010 - 2019
	MISDEMEANOR ORDER 

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019

	A total of misdemeanor orders  
	0
	1
	10
	7
	12
	22
	11
	15
	15
	25

	Controller  
	0
	0
	0
	0
	1
	1
	4
	3
	4
	10

	Responsible person 
	0
	1
	8
	6
	8
	6
	6
	7
	7
	12

	An employee of the controller
	0
	0
	2
	1
	3
	15
	1
	5
	4
	3

	Public authority 
	0
	1
	6
	5
	5
	20
	4
	8
	6
	10

	Legal entity 
	0
	0
	4
	2
	6
	2
	7
	7
	9
	15

	Natural person  
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
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3.9 Administrative disputes  
In the reporting period, 16 administrative disputes initiated before the Court of BiH against the final decisions of the Agency were completed, namely three disputes initiated in 2017, 12 disputes in 2018 and one dispute from 2019. 

In 13 disputes, the lawsuits were rejected and the final decisions of the Agency were confirmed. In two disputes, the lawsuits were upheld and the cases returned for retrial. In one case, a Decision rejecting the lawsuit was issued because the plaintiffs did not settle the lawsuit by order of the Court.
Six judgments were rendered on the requests for review of the court decision, by which four requests for review of the court decision were accepted and the cases were returned for retrial, while two requests for review of the court decision were rejected. 

The Court of BiH issued the following decisions: 

1. Judgment rejecting as unfounded the lawsuit of PC "DEP-OT" Regionalna deponija d.o.o. Banja Luka, for annulment of the decision of the Agency which adopted the complaint of X.X. due to the request for a certificate of non-conviction in the competition procedure for the election of the director;

2. Judgment rejecting as unfounded the lawsuit of the RS Ministry of the Interior against the concluding agencies, thus rejecting the request of the RS Ministry of the Interior to ensure the legality of the work of the Agency for identification documentation, records and data exchange of BiH;
3. Judgment rejecting as unfounded the lawsuit of the MUP SBK / KSB for annulment of the decision of the Agency, by which the complaint of the natural person X.X. from Nova Bila filed against the MUP SBK and the Pension and Disability Insurance Fund / MIO-KAS Travnik, due to the processing of data on special length of service, without his consent, adopted as founded; 

4. Judgment rejecting the lawsuit of Euro-express d.o.o. against the decision of the Agency, for annulment of the decision of the Agency which prohibits the scanning of ID cards and signatures via PDA devices;

5. Judgment rejecting as unfounded the lawsuit of the Federal Police Administration for annulment of the Agency's Decision approving the complaint of the natural person due to the processing of health data;

6. Judgment rejecting the lawsuit of the Ministry of the Interior SBK / KSB for annulment of the decision of the Agency, by which the complaint of X.X. from Travnik due to the processing of data on special length of service without his consent, adopted as unfounded;

7. Judgment rejecting the lawsuit of the natural person X.X. from Sarajevo against the decision of the Agency, which rejected as unfounded the complaint against the Tax Administration of FBiH, Tax Office Tuzla, due to illegal provision of personal data; 

8. Judgment rejecting the lawsuit of the Ministry of Economy of SBK as unfounded in order to annul the decision of the Agency, which ordered the removal of video surveillance cameras from the premises where the inspectors of the Ministry work; 

9. Judgment rejecting the lawsuit of "GERMANIA" Maja Mustafic s.p. Banja Luka for annulment of the Agency's decision prohibiting the processing of JMB for the purpose of enrollment in a foreign language school;  

10. Judgment rejecting the lawsuit of the Indirect Taxation Authority of BiH for annulment of the Agency's decision, which prohibits the Administration from ordering legal entities to keep records on the sale of liquefied petroleum gas, which is not intended for motor vehicles, within which personal data of gas buyers were processed;

11. Judgment rejecting as unfounded the lawsuit of the Institute for Missing Persons of BiH, for annulment of the decision of the Agency, which ordered the Institute to conclude an Agreement with the International Commission for Missing Persons from Article 12 of the Agreement on taking over the role of co-founder for the Institute for Missing Persons of BiH;

12. Judgment rejecting as unfounded the lawsuit of the Indirect Taxation Authority of Bosnia and Herzegovina for annulment of the Agency's decision prohibiting the processing of JMB and the number of the identity card of fuel oil buyers in the Records on fuel oil turnover;

13. Judgment rejecting the lawsuit of the Ministry of the Interior SBK / KSB Travnik, for annulment of the decision of the Agency, rejecting the complaint of X.X. from Tuzla, due to the processing of data on special length of service, as unfounded; 

14. Judgment upholding the lawsuit of the MUP SBK / KSB Travnik, for annulment of the decision of the Agency and the case returned for retrial, which upheld the complaint of several natural persons due to the processing of personal data on special length of service, as well-founded;

15. Judgment upholding the lawsuit of the Ministry of the Interior SBK / KSB Travnik, for annulment of the decision of the Agency, which accepted as a grounded complaint of the natural person X.X. from Travnik, due to the processing of data on special length of service; 

16. Judgment dismissing the lawsuit of the natural persons X.X. and X.Y. from Sarajevo for annulment of the decision of the Agency, by which the complaint was rejected as unfounded due to the processing of personal data through video surveillance, due to failure to settle the lawsuit;

The Appellate Board made the following decisions:
1. Judgment by which the request for reconsideration of the court decision of the Ministry of the Interior of the MUP- a SBK was accepted, and the judgment of the Administrative Council was changed, the decision of the Agency annulling the complaint of the natural person from Novi Travnik due to the processing of personal data on special length of service, adopted as well-founded and the case returned for retrial;

2. Judgment by which the request for review of the court decision of the Ministry of the Interior of the MUP-a SBK was accepted as grounded and amended the judgment of the Administrative Council, annulled the decision of the Agency by which the complaint of the natural person X.X. from Jajce due to the processing of personal data on special length of service, adopted as grounded and the case returned for retrial;

3. Judgment accepting the request for review of the court decision of the Ministry of the Interior of the KSF and reversed the judgment of the Administrative Council, annulled the decision of the Agency by which it was adopted as a well-founded complaint of a natural person from Travnik due to the processing of personal data on special length of service, and the case returned for retrial;

4. Judgment by which the request for extraordinary review of the final court decision of the Ministry of the Interior of SBK was accepted, the judgment of the Administrative Council was changed, the decision of the Agency was annulled, which adopted the complaint of the natural person X.X. from Nova Bila due to the processing of personal data on special length of service and the case returned for retrial;

5. Judgment rejecting the request for review of the court decision of PC "DEP-OT" Regionalna deponija d.o.o. Banja Luka passed in an administrative dispute, against the decision of the Agency which upheld the complaint of the natural person X.X. from Banja Luka due to the processing of personal data on impunity in the tender procedure;

6. Judgment rejecting the request of PHI "Dom zdravlja" Srbac to reconsider the court decision made in the administrative dispute against the final decision of the Agency, which adopted the complaint of X.X. from Srbac due to access to data in the electronic health card.

· Administrative disputes from 2019
During 2019, 15 administrative disputes were initiated before the Court of BiH against the final decisions of the Agency and seven requests for review of court decisions.

Eight administrative disputes were initiated by lawsuits by public sector controllers, three were initiated by lawsuits of legal entities, and four disputes were initiated by lawsuits of the complainant.

Requests for review of court decisions were filed by five public sector controllers and two by private sector controllers.
1. Raiffeisen Bank d.d. BiH for annulment of the Agency's decision, which prohibits the processing of clients' personal data by electronic means;

2. PHI Health Center Srbac, for annulment of the decision of the Agency, which was adopted as a well-founded complaint of a natural person X.X. due to the processing of personal data in the electronic health card;

3. Natural person X.X. from Banja Luka, due to the silence of the administration;

4. Individual X.X. from I. Sarajevo, for annulment of the decision of the Agency, which rejected as unfounded his complaint against RTRS due to the processing of personal data in the procedure of collecting the RTV fee and denying information on the processing of personal data;

5. Mepas d.o.o. Siroki Brijeg for annulment of the decision of the Agency, which adopted the complaint of the natural person X.X. and prohibited the disclosure of former employee data to a third party;

6. Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o Sarajevo against the decision of the Agency, which was adopted as a well-founded complaint of a natural person for collecting a copy of the sales contract while application of a change of service user;

7. HJPC BiH for annulment of the decision of the Agency, which prohibits the processing of personal data of judges and prosecutors in the manner prescribed by the Rulebook of the HJPC BiH;

8. Notary Ljubisa Markovic for annulment of the Conclusion of the Agency, by which his complaint was rejected due to incompetence;

9. The Ministry of Labor and Veterans' and Disabled Protection of the RS for annulment of the decision of the Agency, which was adopted as a well-founded complaint of a natural person for requesting a copy of the identity card for the purpose of payment of severance pay;

10. Natural person X.X. from Sarajevo for annulment of the decision of the Agency, which rejected as unfounded his complaint against the company OBN d.d. Sarajevo, for recording video surveillance in the office and failing to display a notice on the processing of personal data through video surveillance;

11. Cantonal Public Utility Company "Vodovod i kanalizacija" d.o.o. Tuzla, for annulment of the decision of the Agency, which prohibits proving the number of household members in a written statement of the representative of apartment owners;

12. FIS d.o.o. Vitez for annulment of the Decision of the Agency, which adopted as a grounded complaint of two natural persons X.X. and X.X. from Banja Luka for providing personal data obtained through video surveillance to a third party;

13. MUP SBK / KSB Travnik for annulment of the decision of the Agency, which adopted the complaint of X.X. from Busovaca for the purpose of processing data on special length of service without his consent;

14. MUP SBK / KSB Travnik for annulment of the decision of the Agency, which adopted the complaint of X.X. from Travnik for the purpose of processing data on special length of service without his consent;

15. MUP SBK / KSB for annulment of the decision of the Agency, which adopted the complaint of X.X. and X.X. from Travnik due to the processing of data on special length of service without their consent; 
3.9.1 Comparative data on administrative disputes 2010 - 2019 

	ADMINISTRATIVE DISPUTES  

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019

	A total of administrative disputes 
	3
	2
	6
	13
	6
	11
	12
	12
	17
	15

	Resolved  
	3
	2
	6
	13
	6
	11
	12
	12
	13
	1

	Resolved in favour of the Agency
	2
	2
	6
	11
	5
	10
	6
	10
	12
	1

	Resolved against the Agency 
	1
	0
	0
	2
	1
	1
	6
	2
	1
	0

	Unresolved 
	0
	0
	0
	0
	0
	0
	0
	0
	4
	14
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3.10 Opinions 
In the reporting period, 159 expert opinions and 14 opinions on laws and bylaws were issued. 
A total of 64 expert opinions were issued to public bodies, 32 to legal entities and 63 expert opinions to natural persons. 

Following the submitted requests for giving an opinion, the Agency gave 175 answers instead of opinion, and in 88 cases it referred the applicants for giving an opinion to the acts published on the Agency's website.

Based on the opinions, answers and instructions on the Website, the Agency issued 425 acts.

Expert opinions were issued at the request of public authorities, individuals, legal entities, associations and other entities and related to the following issues

:

· competitive procedures  

· unique identification number
· video surveillance
· direct marketing
· transfer of personal data abroad
· registering personal data collections
· adoption of implementing regulations from the Law
· consent of personal data subject
· special categories of personal data
· processing of personal data in various procedures
· application of the GDPR
· publishing on the website
3.10.1 Opinions on laws, bylaws and other legal acts 

· Draft laws and proposals submitted for opinion:
1. Law on Reporting and Verification of Data on the Property of Holders of Public Functions - Ministry of Justice and Administration of Sarajevo Canton;

An objection was made to prescribing the consent of public office holders to inspect their property. The consent of the holder of personal data, as one of the legal bases for the processing of personal data, is not an adequate legal basis for the work of public bodies. The work of public bodies is prescribed by law and cannot depend on the will of the individual.

Given the fact that this Law prescribes in detail the legal basis and the authority of the Office to process personal data of holders of public functions, the article prescribing their consent is irrelevant.

2. Draft Law on Security Investigations in Civil Aviation - Ministry of Communications and Transport of BiH;

The analysis of the Draft Law established that the provisions of Article 6 refer to the processing of personal data. Based on the above, the view was expressed that Article 6 should be amended to regulate the processing of personal data as much as possible and to determine the names of records, purpose of processing and types of data being processed, categories of data subjects, data source and method of collection, deadlines for deletion and providing data to a third party.

3. Proposal of Law on Amendments to the Law on Judicial Police of BiH - Ministry of Justice of BiH;

4. Preliminary Draft Law on the Register of Deoxyribonucleic Acid Analysis Results - Ministry of Security of BiH;

5. Draft Law on Amendments to the Law on the Labor and Employment Agency of BiH - Ministry of Civil Affairs of BiH;

6. Draft Law on Amendments to the Law on Communications - Ministry of Communications and Transport of BiH;

7. Draft Law on Amendments to the Law on Public Procurement - Public Procurement Agency of BiH;
8. Draft Law on Amendments to the Law on Public Procurement - Public Procurement Agency of BiH;

9. Draft Law on Amendments to the Law on Salaries and Other Compensations in Judicial and Prosecutorial Institutions at the level of BiH - Ministry of Justice of BiH;

10. Draft Law on Amendments to the Law on Misdemeanors - Ministry of Justice of BiH, notification that the Agency has already given an opinion on the same text with remarks;

11. Draft Law on Amendments to the Law on Court Fees in Proceedings before the Court of BiH - Ministry of Justice of BiH; 

12. Proposal of Law on Amendments to the Law on State Aid System in BiH - Ministry of Foreign Trade and Economic Relations of BiH;

Note:

The Agency did not have any objections to the drafts and proposals of laws from number three to 13. Due to the fact that these laws did not contain norms on personal data processing, while the Agency had minimal objections to certain drafts and proposals. For these reasons, these opinions are not specifically explained in the Report.

We emphasize that the Agency does not give opinions on Pre-Draft Laws or Draft submitted by working groups formed for drafting laws.
· Bylaws submitted for opinion: 
Draft Ordinance on proactive disclosure of information of the Public Administration Reform Coordinator's Office - Public Administration Reform Coordinator's Office.

· Other legal acts submitted for opinion: 

1. Draft agreement between the Council of Ministers of BiH and the Government of the Republic of Poland on cooperation in the field of culture, education, science and youth - Ministry of Civil Affairs of BiH.

The draft agreement (Article 17) prescribed the exchange of personal data between the two countries and in this context in paragraph (2) item 3) prescribes the notification of persons whose personal data are processed "on categories for data processing". 

Based on the proposed norm, it cannot be concluded what the data subject is informed about.

The opinion states that this norm should be formulated more precisely, i.e. it should be prescribed that it is a notification about the types / categories of personal data that are processed.

A remark was made on the use of certain terms in the Draft in order to properly understand the transfer of personal data.
3.10.2 Comparative data on opinions 2010 - 2019
	OPINIONS 

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019

	Total 
	89
	120
	185
	230
	290
	267
	206
	180
	206
	173 

	Expert opinions 
	89
	117
	181
	215
	282
	259
	192
	139
	169
	159 

	Public bodies 
	47
	44
	56
	94
	80
	84
	64
	66
	46
	64

	Legal entities 
	14
	19
	41
	23
	18
	28
	34
	36
	29
	32 

	Natural persons 
	28
	51
	84
	98
	184
	147
	94
	78
	94
	63

	Opinion on laws
	0
	3
	3
	9
	6
	6
	8
	38
	31
	12

	Opinion on bylaws 
	0
	0
	0
	5
	1
	0
	4
	2
	3
	1

	Opinion on other legal acts
	0
	0
	1
	1
	1
	2
	2
	1
	3
	1
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3.11 Central registry 
The Central registry is an electronic record of basic data on personal data collections kept by controllers, and its goal is to inform data subjects which personal data controllers can collect and otherwise process. This information is consolidated and published by the Agency, in which way the Central Registry is created. The Central registry provides an opportunity for the Agency to review and analyze what types of data are contained in the personal data collections of controllers in a particular area. The registration of the controller is the obligation of the controller to submit to the Agency before the establishment of the personal data collection a notification on the intended establishment of the personal data collection with information on the personal data collection prescribed by Article 13 of the Personal Data Protection Law. The manner of fulfilling this obligation is prescribed by the Rulebook on the manner of keeping and the form of records on personal data collections ("Official Gazette of BiH" No. 52/09).

The controllers submit the basic data on the personal data collections they keep on the form "Records on personal data collection". The Agency checks the content of the submitted forms and determines whether the submitted forms have been filled in correctly, i.e. whether the processing of personal data in the records in question is basically legal.

If the forms are not filled in correctly, the Agency shall notify the controller of the deficiencies in the application and order their elimination and submission of correctly filled in forms.

After these activities, the Agency registers the controller in the Central registry by entering the basic data on the same and assigning him a username and password. User data is submitted to the controller for entry of information in the Central registry. 
During 2019, a total of 291 acts were prepared and submitted to the controllers, 160 acts with user data and 131 acts related to: incorrectly filled in forms, submission of new user data at the request of the controller and approval to change previously entered data in the Central registry.

In addition to the above activities, the Agency checks the data entered by the controller in the Central registry and during 2019, a review of the entered data for 961 personal data collection was performed.

The number of registered controllers in the Central registry is not at a satisfactory level, especially when it comes to public authorities. The number of initiated registration procedures is significantly higher than the number of registered controllers. In the following period, the Agency will suspend the registration procedures of controllers who do not take the necessary activities within the set deadline. 

The following table shows the number of controllers and collections entered in the Central registry for each year. The same is presented graphically. 

	Controllers and collections entered in the Central registry 

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	Total 

	Controllers 
	14
	19
	76
	66
	21
	81
	169
	145
	86
	160
	837

	Personal data collections 
	55
	205
	713
	270
	203
	498
	541
	663
	329
	961
	4438
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3.12 Information system
Regular activities required for the smooth functioning of the Agency's Information System include a number of activities, namely: installing, maintaining and upgrading software, creating backups for the internal database, Central registry and File server, identifying and troubleshooting, diagnosing faults and proposing services for computers and other devices , preparation of specifications for the procurement of computers and computer equipment, assistance to employees in the use of computers, processing and keeping records of hardware and software, technical maintenance of the Website and adding new documents to the Agency's website and other activities.

During 2019, an additional effort was made to install a new computer and telephone installation in one additional room on the ground floor of the building where the Agency is located, at the address Dubrovacka no. 6 Sarajevo. About 500 meters of cables were laid from the server room, which is located on the fourth floor, to the room on the ground floor, and computer and telephone sockets were installed.
· Internal base 
The internal database has been in operation since 2012 and contains modules: Inspection, Complaints and Opinions, Official Duty and Responses. The internal database has been developed with the aim of providing employees working on these tasks a faster and easier way to obtain the necessary information. All employees are required to enter data on tasks related to modules in the Internal Database. By entering this data into the database, they become available to other officials who have the right of access. By the end of 2019, data for 466 inspections, 1,892 opinions, 456 responses, 1,012 complaints and 112 official duties were entered into the Internal Database.

· Information Security Management System (ISO 27001)
ISO 27001 is an international standard published by the International Organization for Standardization (ISO) that describes how to manage information security. This standard can be applied in any type of organization and represents a set of world best practices in information security management. The Information Security Management System Construction Project (ISMS Project) was launched with the aim of establishing an information security system in the Agency that will be in accordance with ISO 27001. The Agency started activities on building information security management system according to ISO 27001 during 2014. 

During 2019, in accordance with the requirements of the standard, Security Policy documents and the Statement of Applicability were prepared. The purpose of these documents is to establish security controls at the level of the Information Security Management System and their full implementation within the Agency's business processes, and to ensure that the location where it operates and operations performed at that location, and third party resources, are informationally insured in all aspects of the business.

In accordance with the Database Management procedure and in accordance with the Agreement on the Use of Resources of the General Secretariat of the Council of Ministers of BiH for storage of memory media with data of the Personal Data Protection Agency in Bosnia and Herzegovina, officials of the Agency, store memory media with backup copies of data in the head of the General Secretariat of the Council of Ministers of BiH.
Media is stored at least twice a month. During 2019, there were a total of 21 media stores.

3.13 Publicity of work and cooperation with the media
Due to the constant need to promote the protection of personal data and privacy in Bosnia and Herzegovina, the Agency through various activities continuously strengthens public awareness of the importance of personal data protection and privacy within its capabilities.

· In order to raise public awareness of the right to protection of personal data and privacy, the Council of Europe, with the support of the European Commission, declared January 28, 2006 European Data Protection Day, which is also known worldwide as Privacy Day. This day also marks the anniversary of the Convention (ETS 108) for the Protection of Individuals with regard to Automatic Processing of Personal Data, which is open for signature by all countries on 28 January 1981. 
According to established practice, the Agency for Personal Data Protection in BiH marked the European Data Protection Day 2019 for the tenth year in a row. On that occasion, the Agency held a Press Conference on January 28 at 11:00 am in the BiH Parliamentary Assembly building to get invited printed and electronic media acquainted with the most important aspects of the Agency's work in the previous year and plans for the next period.

On the occasion of the Data Protection Day 2019, the Agency created an educational poster "House Rules on the Internet", which through illustration in the form of comics in a fun way directs children to safer use of digital devices and the Internet. In this way, the Agency wanted to contribute to spreading the awareness of the youngest about the protection of personal data and privacy, so that children better understand what their rights and responsibilities are. 

· The project of educating children in primary schools in Bosnia and Herzegovina on the protection of personal data and privacy on the Internet called "Do not leave your mark on the Internet" began in 2017, and ended in early May 2019.

The aim of the project was to acquaint children with the way of exercising and protecting their rights and interests on the Internet, raising awareness of the importance of personal data protection and privacy in the digital world, and contributing to greater safety of children on the Internet. 

The realization of the Project in 2019 continued until the beginning of May in four primary schools in KS and USK, ten lectures were held for 282 students.

The working material was distributed to all students, and several copies of the House Rules on the Internet posters to schools in two formats. 
At the end of this reporting period, the project was implemented in 22 cities in Bosnia and Herzegovina. 34 lectures were held in 31 primary schools, which were decided by 2,180 sixth grade students.

· Media activities
The Agency is in constant contact with the media and the public and during 2019 continued to inform the public about the activities undertaken, current cases and issues, by answering frequent inquiries from the media, institutions and citizens, through press releases and statements, guest appearances in various media and press conferences.

A total of 45 activities were carried out related to giving written answers to the media, statements to the media or participation in TV and radio shows. The Agency made seven press releases. A review of the media and the Internet found 130 published articles related to the activities of the Agency. 
· Activities related to the website of the Agency
Through the Agency's website www.azlp.ba the public was timely informed about the protection of personal data and privacy in Bosnia and Herzegovina and beyond.
During 2019, 98 publications were made on the Website. The total number of published documents is significantly higher because most of the content is published in three official languages in BiH (so-called B/C/S), and some documents are also published in English. The total number of documents added to the Website is 301.
Google Analytics is used to track visits to the Website, in accordance with the rules of the "e-government" system. The number of active visits to the Agency's web site, i.e. visits that actively reviewed the contents by launching at least one session, during 2019 was 8,097. The total number of pages viewed, including repeated reviews of individual pages, is 63,502.

· Help desk

The main purpose of establishing the HELP DESK is that individuals and interested legal entities can ask specific questions in the field of personal data protection via contact phone. A total of 544 calls were received by individuals and legal entities via the contact telephone number. 

Although the basic function of the HELP DESK is to provide support to citizens and legal entities in a quick and easy way, it is also widely used by representatives of public bodies to solve individual cases they have in their work. This was regularly pointed out to the public authorities, and they were instructed to address the Agency with a request for an opinion.  
· Education on personal data protection
The Agency organized trainings in the field of personal data protection for the following entities:

1. Prosecutors and police officers, organized by the IPA 2017 Project at the seminar "Personal Data Protection in the Pre-Investigation and Investigation Phases";

2. Students of the Faculty of Law, University of Sarajevo; 

3. Students of the Faculty of Law, University of Mostar; 

4. Lawyers of the RS Bar Association, for the associations of lawyers Prijedor, Banja Luka, Bijeljina, Doboj, Trebinje and East Sarajevo; 

The Agency planned to hold trainings for lawyers in FBiH, but after several attempts, no agreement was reached with the FBiH Bar Association. The Agency remains open to cooperating with the FBiH Bar Association.

3.14  International cooperation
By the nature of its work, the Agency is referred to international cooperation. One of the Agency's obligations is to participate in various workshops, trainings, seminars, especially international conferences and working groups as an active member or observer. According to the possibilities, the Agency strives to regularly and actively participate at the international level and thus contribute to the continuous development of work, finding better solutions, harmonization of BiH legislation in the field of personal data protection with European and world norms and standards, and fulfill international obligations.

Bosnia and Herzegovina is a full member of the following international bodies and organizations:

1. The Advisory Committee of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) T-PD of the Council of Europe; 

2. International Conference of Data Protection and Privacy Commissioners (ICDPPC)); 
3. Spring Conferences of European Data Protection Authorities (ECDPA); 

4. CEEDPA International Cooperation Forum - Conference of Personal Data Protection Authorities of Central and Eastern Europe;

5. Forum of cooperation of data protection authorities from the region of former Yugoslavia "Initiative 20i7".

The mentioned full memberships impose active participation of the Agency and fulfillment of various obligations.  

· In the reporting period, representatives of the Agency participated in the following events at the international level:  

1. The first major GDPR conference held on May 15 in Zagreb, Republic of Croatia, organized by the Consumer Protection Development Organization and Presido d.o.o. in partnership with the Croatian Employers' Association and the eCommerce Croatia Association. The theme of the conference was "Protection of personal data - situation and perspectives in the year after the entry into force of the General Regulation on Personal Data Protection (GDPR);"

2. Study visit to the Safe Internet Center SIC, Czech Republic, Prague March 12-15 organized by the International Solidarity Forum - EMMAUS (MFS-EMMAUS) and the Bosnian Consortium for Child Protection;

3. 29th Spring European Conference of Data Protection Authorities, Tbilisi May 08-10 organized by the Office of the Inspector for Personal Data Protection of Georgia;

4. Third meeting of Initiative 20i7, Budva May 26-28 organized by the Agency for Personal Data Protection and Free Access to Information of Montenegro;
5. Promotion of the Center for Safe Internet in BiH - Sarajevo (National Museum), June 13, organized by the International Solidarity Forum - EMMAUS (IFS-EMMAUS), as part of the Consortium for Protection of Children from Violence in the Digital Environment consisting of UNICEF, Save the Children and MFS -EMMAUS;
6. Conference "How to support young people in the use of today's media?", Sarajevo, September 23, organized by Mediacentar Sarajevo and supported by the transition program of the Development Cooperation of the Czech Republic in Bosnia and Herzegovina, within the implementation of the Project Building Resilience to Disinformation: training program for families, teachers, journalists and the general public to combat misinformation;                                                            
7. Fourth meeting of the Subcommittee on Justice, Freedom and Security, Brussels, December 5 and 6. The Subcommittee was established in accordance with the Decision of the Stabilization and Association Committee of the European Union - Bosnia and Herzegovina on the Establishment of Subcommittees and Special Groups (Official Gazette of BiH - International Agreements, No. 1/16). The fourth meeting was held in accordance with the schedule of meetings of the joint bodies of the European Union and Bosnia and Herzegovina to monitor the implementation of the Stabilization and Association Agreement (SAA);
8. 10th International Conference "Data Protection", Moscow 06-07 November organized by the Ministry of Telecommunications and Mass Communications of the Russian Federation (Federal Service for Supervision in the Field of Telecommunications, Information Technologies and Mass Communications - ROSKOMNADZOR);
9. 39th Plenary Session of the Advisory Committee of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (T-PD), Strasbourg, November 19-22 organized by the Council of Europe;
10. Two-day study visit to EUROPOL and EUROJUST on November 25 and 26 in The Hague (Netherlands), organized within the IPA 2017 Project "Suppression of Serious Crime in the Western Balkans" in which one representative of the Agency and the Prosecutor's Office of BiH participated, together with representatives of the same bodies from Serbia and Montenegro. For Bosnia and Herzegovina, special attention was paid to the necessary steps that need to be taken to meet the requirements for a positive assessment of the level of data protection in the country;

· The Agency was not able to participate in several significant international events due to financial reasons and insufficient number of employees, such as:

1. Conference Computers, Privacy and Data Protection CPDP 2019, Belgium, Brussels January 30 - February 1, which is the world's leading multidisciplinary conference on data protection and privacy in Europe and the world;

2. European Data Protection Training, UK, London, February 05-06, two-day training as part of IAPP training;
3. GDPR training, Belgium, Brussels, February 11-14, held at the International Association of Privacy Professionals in Brussels. The IAPP Europe Office held a four-day in-depth training on the world's most influential data privacy regulation, the GDPR;
4. European Digital Communal Services Conference 2019, UK, London, May 08-09;
5. Conference on Transparency in Public Administration in BiH - Proactive Transparency and Public Administration in BiH - yesterday, today, tomorrow, Sarajevo, October 1, organized by the Public Administration Reform Coordinator's Office;
6. Conference of the Association of Public Sector Communicators in Southeast Europe SEECOM - Government Communications in the Populist Age, Belgrade, October 18. (SEECOM South East Europe Public Sector Communication Association; 
7. 41st International Conference of Data Protection and Privacy Commissioners (ICDPPC) entitled "Convergence and Connectivity - Raising Global Data Protection Standards in the Digital Age", Tirana, October 21-24, organized by the Information and Data Protection Commissioner of Albania (IDP);
8. International Symposium Freedom of Information and Journalism - An Effective Research Tool? October 28, Potsdam (FR Germany);
· Cooperation with representatives of international organizations 

In the reporting period, cooperation was established with the following international organizations:
1. Meeting with OSCE representatives in BiH. The topic of the meeting was the counter-terrorism strategy in Bosnia and Herzegovina, adopted in 2015 and the ways of its implementation in practice, and especially the creation of referral mechanisms, as a way of early recognition of "propensity to terrorism" so that these categories of citizens have special treatment by the police and other local government structures;
2. Meeting with representatives of the Centers for Civil Initiatives and Transparency International BiH. The topic of the meeting was the public announcement of patient waiting lists;

3. Meeting with OESC representatives. The topic of the meeting was the development of a survey form and the processing of personal data for the development of a social map in the RS;
· Cooperation with TAIEX

The Agency, in cooperation with the European Commission's TAIEX technical assistance instrument, organized a study visit to Budapest on March 7-8, with the aim of exchanging expertise and experiences related to the data protection framework in the European Union, including Regulation (EU) 2016/679 and Directive (EU) 2016/680.
The study visit was hosted by the Hungarian National Data Protection and Freedom of Information Authority (NAIH). It was stated that the GDPR gives state institutions greater opportunities for data processing compared to the private sector, but also the need for continuous education of controllers, especially in the areas of big data (Big Data) and privacy by design (Privacy by Design). The hosts from NAIH also presented their work and activities. Regarding the so-called Police Directive 2016/680 it was noted that it is a product of the need for better cooperation between the judiciary and the police.
·   Cooperation with the Council of Europe 
The most significant cooperation of the Agency with the Council of Europe is related to the Advisory Committee of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (T-PD) established by Convention 108, which consists of representatives of Parties to the Convention. The Advisory Committee is responsible for interpreting the provisions of the Convention and ensures that its implementation is facilitated and improved. The Committee meets in plenary sessions twice a year in Strasbourg, where it seeks to enable the development of data protection and the expansion of cooperation beyond national or regional borders. The Committee brings together 53 member states and more than 15 observer countries from the perspective of protecting and promoting human rights.
In 2019, two plenary sessions were held, with the Agency participating in the 39th plenary session of the Advisory Board of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (T-PD), which was held on November 19-22 in Strasbourg. 

One of the topics of the session was the modernization of Convention 108, as well as the accession and ratification of the modernized Convention 108+ and its Additional Protocol. The most current topic was artificial intelligence, and the Guidelines on Artificial Intelligence and Data Protection were presented. The Ad Hoc Artificial Intelligence Committee (CAHAI) is tasked with examining the feasibility and potential elements through consultation with a wide range of participants, the design and implementation of artificial intelligence based on Council of Europe standards on human rights, democracy and the rule of law. The Guidelines present the current situation in this field, as well as the forthcoming challenges and possible remedies. Participants in the 39th Plenary Session of the T-PD had a unique opportunity to participate in the Octopus Conference, which examined the necessary consistencies between Convention 108+ and the Second Additional Protocol to the Budapest Convention.  

Convention 108 of September 1, 2019 acceded to Morocco as the 55th signatory to the Convention.
The Data Protection Unit of the Council of Europe (DPU) submitted to the Agency a compilation of the Overview of Activities by Country - Data Protection Day 2018 (activities of CoE member states on the occasion of the European Data Protection Day 2018), which includes the Agency's activities. The Form for the activities of the Agency on the occasion of the European Data Protection Day on January 28, 2019 was filled in and submitted. 
3.15 Cooperation with controllers
In the reporting period, the Agency cooperated with controllers, among other things, by participating in conferences aimed at improving and protecting human rights and fundamental freedoms, and strengthening public awareness of the importance of personal data protection.

Representatives of the Agency participated in six conferences, seminars, workshops and other events organized by the controllers. 

The second type of cooperation with controllers was achieved through holding joint meetings in order to clarify certain issues of personal data protection.
· Meetings with controllers
In the reporting period, meetings were held with the following controllers:

1. Meeting with representatives of the Center for Information and Recognition of Documents in the Field of Higher Education. The topic of the meeting was the creation of a database with personal data of applicants for the process of document recognition;

2. Meeting with natural persons from Sarajevo who initiated the procedure on the complaint due to the processing of personal data through video surveillance.

3. Meeting with representatives of the HJPC BiH. The topic of the meeting was acting according to the decision of the Agency which forbids the HJPC to process personal data of judges and prosecutors in the manner prescribed by the Rulebook on submission, verification and processing of financial reports of judges and prosecutors.

4. Meeting with representatives of the HJPC BiH regarding the activities of amending the Rulebook on submission, verification and processing of financial reports of judges and prosecutors.

5. Meeting with representatives of the FBiH Judicial Police regarding the fulfillment of obligations prescribed by the Law.

6. The representative of the Agency attended the Cyber Forum organized by the Association of Banks of BiH in connection with the implementation of electronic signatures in BiH and the registration of the first CA body.

3.16 Normative part and administration  

In the normative part in 2019 the Agency drafted one rulebook, 17 rulings and 80 decisions. 
In the reporting period, the following was done in the area of administrative affairs: 

· 1222 new cases were received and formed;
· 20775 acts were recorded;
· 4010 acts were distributed within the Agency by sectors and departments;
· 214 invoices were received and recorded;
· 94 official gazettes, 29 professional journals were received and recorded;
· 2487 acts were sent from the Agency by courier, PTT and E-mail;
· 2,408 cases were archived, 248 cases were registered in the UP 1 register, while there were no registered cases in the UP 2 register. 

3.17 Budget – public procurement
In accordance with the Law on the Budget of BiH Institutions and International Obligations of BiH for 2019, which was adopted on December 20, 2019, budget funds were approved to the Agency for Personal Data Protection in BiH for 2019 in the amount of 1,247,000 KM. The total approved funds refer to the part for current expenditures in the amount of 1,213,000 KM and the part for capital expenditures in the amount of 34,000 KM. Funds for capital expenditures are provided partly from the budget (29,000 KM), and partly from revenues generated from the sale of fixed assets (5,000 KM) which were not realized due to the fact that the budget was adopted in December 2019.

In accordance with the decisions of the Council of Ministers of BiH no. 259/18, on temporary financing of institutions in BiH, there was a need to make operational plans of the Agency for the period January-March, 37/19 April-June, by the decision of July 23, 2019 for the period July-September, and in accordance with the Decision of the Council of Ministers of October 3, 2019 for the period November-December.
In accordance with the Law on Budget Institution of BiH and international obligations of BiH for 2019, which was adopted on December 20, 2019 the annual operational plan of the Agency has been prepared.

According to the data, on the day the report was prepared, the state of budget execution from January 1, 2019 – December 31, 2019 amounts to 1,063,448 KM and is shown in the following table:
	Ord.no.


	Type of expenditure
	Econom.

code
	Granted

for the reporting period

January-December
	Spent for the reporting period

January-December
	Divergence - available funds
	Percentage of execution

	1
	2
	3
	4
	6
	4-6
	5-6

	
	I CURRENT EXPENDITURES
	
	1.213.000
	1.058.047
	154.953
	87,22

	1
	gross salaries and allowances
	6111
	958.000
	882.571
	75.429
	92,12

	2
	compensation of employee costs
	6112
	109.000
	90.526
	18.474
	83,05

	3
	travel expenses
	6131
	37.000
	14.557
	22.443
	39,34

	4
	expenditure on telephone and postal services
	6132
	23.000
	20.783
	2.217
	90,36

	5
	energy and utility expenditures
	6133
	0
	0
	0
	0

	6
	procurement of materials
	6134
	20.000
	11.598
	8.402
	57,99

	7
	expenditure on transport and fuel services
	6135
	11.000
	8.065
	2.935
	73,31

	8
	rental of property and equipment
	6136
	0
	0
	0
	0

	9
	current maintenance expenses
	6137
	19.000
	11.083
	7.917
	58,33

	10
	insurance and banking expenses
	6138
	5.000
	3.634
	1.366
	72,68

	11
	contracted services
	6139


	31.000
	15.228
	15.772
	49,12

	
	II CAPITAL EXPENDITURES
	8213
	29.000
	5.401
	23.599
	18,62

	1
	procurement of equipment
	821300
	26.000
	5.401
	20.599
	20,77

	2
	procurement of fixed assets
	821500
	3.000
	
	3.000
	0

	
	TOTAL
	
	1.242.000
	1.063.448
	178.552
	85,62


·  Budget related activities: 

In accordance with the Instructions of the Ministry of Finance and Treasury of BiH, the following reports, plans and documents have been prepared: 

· Report on execution of the Budget of budget users for the period from 01.01. - 31.12.2018;
· Report on the number and dynamics of the number of employees in the Agency for 2018;

· Operational plan for execution of the Agency's budget for the period January-March 2019; 

· Operational plan amended for execution of the Agency's budget for the period January-March 2019;

· Operational plan for the execution of the Agency's budget for the period April-June 2019;
· Operational plan for execution of the Agency's budget for the period July-September 2019;

· Operational plan for execution of the Agency's budget for the period October-December 2019;

· Operational plan for the execution of the Agency's budget with the necessary explanation as well as the earmarked structure of capital expenditures for the procurement of fixed assets for 2019;

· Request for allocation of funds from the budget for 2020;

· Report on the execution of the budget of the Agency for the period from 01.01. - 31.03.2019;
· Report on the number of employees and the dynamics of the number of employees in the Agency for the period 01.01.-31.03.2019;  
· Report on the execution of the Agency's budget for the period 01.01.-30.06.2019;

· Report on the number of employees and the dynamics of the number of employees of the Agency for the period 01.01.-30.06.2019;

· Report on budget execution for the period 01.01.-30.09.2019;
· Report on the number of employees and the dynamics of the number of employees of the Agency for the period 01.01.-30.09.2019;
· Framework budget document of the Agency for the period 2020 - 2022; 

· Execution of the budget by programs for 2018 and the Approved budget by programs for 2019;

· Annual report on budget execution for 2018, submitted to the Agency for Statistics of BiH;

· Public procurement activities
In accordance with the Law on Public Procurement, and the available state of the budget, the Public Procurement Plan for 2019 has been prepared. A Public Procurement Commission was established to conduct public procurement procedures in the Agency. 
During 2019, the following public procurement procedures were initiated and implemented:

1. Tender procedures
	a) Procurement of goods through a tender procedure amounted to 
	18.857,28 KM    

	b) Procurement of services through a tender procedure amounted to
	0,00 KM

	   Total procurements through a tender procedure
	18.857,28 KM  


2. Direct procedures  

	a) Procurement of goods through a direct procedure amounted to                               
	18.105,14 KM       

	b) Procurement of services through a direct procedure amounted to                          
	30.817,88 KM

	   Total procurements through direct procedure
	48.923,02 KM


	3. Annex II Part B Procedures in accordance with Annex II. part B.                               
	17.000,00KM


	Total procurements                                                                                             
	84.780,30KM                                                           



The Decision on Procurement was made on all procurements and reports were submitted (in the e-procurement program) to the Public Procurement Agency of BiH.

· Activities related to the inventory of assets and liabilities
In accordance with the Rulebook on Accounting with accounting policies and procedures for users of the budget of BiH institutions, activities of regular inventory of assets and liabilities of the Agency were carried out. After the physical inventory of fixed assets, they were compared with the book balance, and depreciation was calculated in accordance with the Decision on Amendments to the Decision on the amount of annual rates of write-off of fixed assets of budget users. The expenditure of fixed assets has been performed. The Report on the list of obligations and receivables of the Agency was made on December 31, 2019. The Decision on the write-off (expenditure) of fixed assets was made and the Report on the expenditure of fixed assets was prepared.
The Report on the inventory of assets and liabilities was made on December 31, 2019 and the Decision on the adoption of the Report on the inventory of assets and liabilities on the same day.

· Audit report
The Audit Office of the Institutions of BiH, in accordance with the Law on Audit of Institutions of BiH, performed regular control of financial operations for 2018 and compliance of operations with the relevant laws and regulations relevant to the financial report.
In the opinion of the Auditor, the financial statements of the Agency present a fair and true, in all material respects, financial position of the assets, liabilities and sources of funds as of 31.12.2018. 

Recommendations:

- The first audit recommendation refers to the suggestion to the Agency to have a proactive position in order to finally adopt the Proposed Rulebook on Internal Systematization to the Council of Ministers of BiH, the implementation of which is underway;

- The second audit recommendation to the Agency refers to the acceleration of activities on documenting and implementing the financial management and control system in accordance with the applicable regulations. This activity has been implemented (defining business processes, risk register).
- The third audit recommendation refers to the bookkeeping of all changes concerning fixed assets in accordance with the Rulebook on Accounting with accounting policies and procedures for budget users of BiH institutions, as well as timely adoption of the Decision on write-off of fixed assets based on the proposal of the Inventory Commission. The mentioned activity was realized.

- When conducting the procurement procedure (vehicles), it is necessary for the Agency to pay more attention to the creation of tender documentation in order to ensure a higher level of competitiveness.

· Internal audit:

The implementation of internal control in the Agency takes place through the adoption and compliance with regulations, internal acts, instructions and rules with the aim of purposeful spending of budget funds, as well as through the maintenance of auxiliary records for certain areas of spending. Internal control takes place simultaneously with the ongoing work process, through the monitoring of employees through regular reporting and through the legality and implementation of written internal acts.

According to the Law on Internal Audit, the Agency does not meet the criteria for establishing its own unit (department) for internal audit. By the Decision on the Criteria for the Establishment of Internal Audit Units in the Institutions of BiH (Official Gazette of BiH No. 49/12), the internal audit in our institution is performed by the Internal Audit Unit of the Parliamentary Assembly of Bosnia and Herzegovina.
In accordance with the Request for submission of documentation, a review was made and the documentation was submitted to the Internal Audit Unit of the Parliamentary Assembly of BiH, with the aim of developing a strategic and annual work plan for internal audit.

Information on the signing of two copies of the Agreement on the Performance of the Internal Audit Function and the Internal Audit Charter was prepared and submitted to the Parliamentary Assembly of BiH.

Based on the Annual Work Plan of the Internal Audit Unit of the Parliamentary Assembly of BiH for 2019, a subsequent audit of compliance with the recommendations given in the report on the internal audit review of contracted and other special services was performed. 
The findings of the subsequent internal audit showed that one recommendation was partially implemented (Internal procedure on the budgeting process was made regarding the definition of activities of planning officers and finance officers to ensure the link between the medium / annual planning procedure and the budget process), and all others out of a total of seven recommendations have been implemented.

During November and December 2019, the Internal Audit Unit of the Parliamentary Assembly of BiH performed an audit of the system of monitoring and implementation of the Law.
· Other activities 
In the reporting period, activities related to the following were carried out:

· Annual report on submitted requests for free access to information, to the institution of the Human Rights Ombudsman of BiH;
· Nine requests for free access to information were received, which were answered within the legally prescribed deadlines. In eight cases, the requested requests were complied with, while in one case the request was rejected due to non-availability of the requested information;

· Annual report to the Ministry of Justice of BiH on resolving administrative matters in administrative proceedings;

· Annual Report to the Public Administration Reform Coordinator's Office;

· Annual report on the implementation of the Anti-Corruption Plan, the Agency for Prevention of Corruption and Coordination of the Fight against Corruption;

· Personnel affairs;

· Other necessary tasks related to material and financial operations, which include: keeping auxiliary records (fuel consumption, representation, mobile and fixed telephones, organizing trips abroad for an Agency employee, monitoring implementation). 
IV. CONCLUSIONS  

The situation in the field of personal data protection in Bosnia and Herzegovina remains at the previously reached level, without significant progress. We emphasize this especially due to the shortcomings of the new legal framework for personal data protection, which would be harmonized with the regulations adopted at the level of the Council of Europe and the European Union in 2018. Every country that keeps pace with international standards and towards EU membership should ratify Convention 108 + and adopt a new Law on Personal Data Protection harmonized with the General Regulation on Data Protection and the so-called Police Directive, which Bosnia and Herzegovina has not done so far. 

A good circumstance is that, according to the Agency, there is a quality Draft Law on Personal Data Protection, which has largely taken over European standards.
As follows from the presented activities, the Agency, in accordance with its capacities, performed the tasks and duties entrusted to it. Statistical indicators are at the level of those from previous years, except for data on inspections, which are drastically below the previously reached level, especially because in the previous few years the Agency did not employ officials in the position of senior associate for complaint procedures and what was achieved at the end of this reporting period. The second reason is the generally small number of systematized jobs in the field of personal data protection, namely advisors for inspection supervision and senior associate for complaint procedures. 
The application of regulations on personal data protection refers to all processing of personal data in all areas in both the private and public sectors, which includes administrative bodies, banking sector, health sector, education, police sector, i.e. all controllers except the BiH Intelligence and Security Agency and personal data processing for journalistic purposes. In order to properly resolve cases, in addition to the Law, as a general law, it is necessary to know other sectoral laws. 
For these reasons, we emphasize once again that it is crucial to adopt a new Rulebook on Internal Organization, which would not increase the current number of systematized jobs but would change the structure of jobs in favor of advisors for inspection and senior associates for complaints. In addition to the Rulebook on Internal Organization, it is necessary to expand the accommodation capacities and purchase another official vehicle.

The protection of personal data has become an important factor for the whole society, but for a more complete result, in addition to the new legal framework and stronger capacities of the Agency, it is necessary to improve legal regulations in the field of personal data protection in various sectors. In this regard, it is necessary to connect the problem of non-existence of the obligation to submit to the Agency for opinion the laws, which contain norms on the processing of personal data in different sectors by the entities and cantons. The only legally regulated obligation is that all laws submitted to the Parliamentary Assembly of BiH are submitted to the Agency for an opinion. 

The situation in the field of personal data protection should be further improved through education in various sectors. Trainings are an activity for which the Agency should allocate more resources, for which there are no conditions in the current capacities.

We emphasize that the public sector, including public enterprises, remains the focus of the Agency's work, as this sector represents the state and should be an example for other sectors.

Finally, we once again call on the BiH Council of Ministers and the BiH Parliamentary Assembly to respect the Agency's requirements regarding its capacity and adopt a new legal framework, so that Bosnia and Herzegovina like other countries in the region reach the required level of personal data protection. 

                                                            










   D I R E C T O R
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