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V. PROPOSED CONCLUSIONS
I. INTRODUCTION
In terms of privacy, personal data protection is one of the fundamental human rights and it is necessary for the proper functioning of any democratic society. Basic standard of privacy protection are already determined in the Universal Declaration on Human Rights of UN and in Convention on Human Rights Protection and Fundamental Freedoms of the Council of Europe.

The Constitution of Bosnia and Herzegovina is the guarantee for the protection of all human rights and fundamental freedoms predicted by European Convention on Human Rights Protection and Fundamental Freedoms and its protocols, therefore the right to private and family life, home and correspondence.

Current constitutional solution of the personal data protection is outdated. Namely, the current constitutional solution reflects the already outdated personal data protection concept as the right derived of the privacy right. Contemporary legislator will make an effort to protect right of an individual and to make it possible that the individual can make his own decision about the processing of all information concerning him. This should take into account concerning the constitutional changes and determine autonomous data protection right which is practice in democratic society.

Furthermore, there are four criminal laws in Bosnia and Herzegovina and each of them prescribes criminal offense «unlawful personal data processing». If the official processes personal data against the terms prescribed by the law and without the consent of the individual, he performs this criminal offense. This criminal offence is threatened with fine or prison sentence up to six months.

Judicial data protection is also provided in Bosnia and Herzegovina as well as through the civil proceedings for non-pecuniary damage compensation of the Law on Obligations. 

Also, one of the fundamental principles of administrative procedure “to protect the rights of citizens and protection of public interests” guarantees protection of the rights of the parties in the proceedings, including the lawful personal data processing.

Law on Personal Data Protection (Official Gazette Bosnia and Herzegovina No. 49/06 and 76/11 and 89/11), hereinafter the Law, provided respect for privacy rights with regard to the personal data processing relating to all persons in the territory of Bosnia and Herzegovina. The Law has established the basic principles of the personal data processing, such as the right to processing, the purpose of the processing, abroad data protection transfer, data safety and other issues in this area and independent supervisory body.

Each state has legitimate requirements to their citizens, but on the other hand there are also obligations towards them. One of the obligations is to ensure privacy right with regard to personal data protection. At the present time, the challenge is greater hence the need for processing of data and personal data is greater, and on the other hand development of technological achievements and possibilities is almost unlimited.

Furthermore, the processing of personal data in virtual terms is particularly significant and interesting, because it has created “electronic body” that has the same protection as the physical body of man. Harmonization of the value such as privacy right and public interests in a democratic society is not simple process at all and that is the main problem for more developed western democracy.
Encouraging fact is that this important issue is given more importance each day in Bosnia and Herzegovina. We are aware that the situation is not at the satisfactory level both in the formal or factual terms. This conclusion is done from previous complaints and information we have collected through various contacts, and through the media.
This report should be considered in continuity with the preceding reports on personal data protection in Bosnia and Herzegovina and for the rationality we will not repeat information on individual sectors and issues, except when it requires a special interest.   

II. INTERNATIONAL PERSONAL DATA PROTECTION ASPECTS
2.1. Compliance of legislation of Bosnia and Herzegovina with international acts
Parliamentary Assembly of Bosnia and Herzegovina has ratified the Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data, Amendments, as well as the Additional Protocol along to the Convention regarding supervisory authority and trans-border data flows.

Signing the Stabilization and Association Agreement Bosnia and Herzegovina has assumed the obligation to harmonize its legislation related to personal data protection with Community Law and other European and international privacy legislation. Signing this Agreement Bosnia and Herzegovina has committed to establish independent supervisory authority supplied with sufficiently financial and human resources in order to implement national legislation on personal data protection.

It might get the impression that by ratifying Convention as well as establishing of the Law, Bosnia and Herzegovina has formally met the European standards. But, it is only the beginning of an extensive and demanding work on actual implementation of standards and norms for all bodies and institutions in Bosnia and Herzegovina in order to provide privacy right with regard to personal data processing. 

Within this action the most important activity in the past year was the adoption of the Law on Amendments to Law on Personal Data Protection. In the process of adopting the Law, July 7, 2011, in cooperation with the constitutional committee of the House of Representatives, a public hearing regarding the proposed amendments was held. Participants in this public hearing have proposed several amendments and some of them were accepted and included into the proposal and submitted to the constitutional committee of the Parliamentary Assembly of Bosnia and Herzegovina. 

The reason for introducing amendments is the need for compliance of the Law on Personal Data Protection with Directive 95/46 of the European Parliament and the Council on the protection of individuals within personal data processing and on the free movement of such data (hereinafter: the Directive).

The law is largely in line with the Convention 108 and the Directive, but in so far application Personal Data Protection Agency in Bosnia and Herzegovina has found certain discrepancies either of terminological or substantive nature in relation to the Directive, so it was necessary to change it. Furthermore, it is a solid substance which is recognized by the European Commission as the need for developing new rules and procedures for personal data protection. There is a particular interest for the personal data processing over the Internet with a focus on social networks. 

The most important changes to the Law refer to establishment of mechanisms and institutes that will provide the essential independence of the Agency as an assumption for efficient operation. In favor of the above are the amendments to the Law regarding the appointment of the Director, introducing the function of the Deputy Director and laying down the special conditions for suspension and dismissal of the Director and Deputy Director. These changes are in line with the Directive which provides complete independence of the supervisory authority by appointing the Director and Deputy Director by the Parliamentary Assembly of Bosnia and Herzegovina, which is a solution that has been already accepted in the neighboring countries. Introduction of the Deputy Director function is compliance with amendments to the Law on Administration (“Official Gazette of BiH” No. 102/09). It was necessary to precise the current imprecise formulations of the term “criminal offense” in the case of dismissal of the Director and to separate conditions for suspension and dismissal of the Director.

In favor of the independence of the Agency are the amendments by which the Agency has a future obligation to submit the Report on Personal Data Protection only to the Parliamentary Assembly of Bosnia and Herzegovina, as opposed to the current obligation to submit the Report on the Work of the Agency to the Council of Ministers. The current obligation of submitting reports on the work to the Council of Ministers was unacceptable for many reasons. First of all, all the ministries at the state level could be the subject of the procedures and assessment of the treatment legality that makes the independence and impartiality of the Agency questionable. Also, it is unprincipled in relation to other levels of authorities. In no case it excludes responsibility and professionalism in the work of the Agency but, on the contrary, it strengthens them.

We would like to point out to the following amendments to the Law, as significant: 

· prescribing conditions for the transfer of data abroad in relation to the previous solution when transfer of data abroad was not regulated in detail;

· data subject’s right to object to data processing intended to be processed by the controller for the purpose of direct marketing, as well as the right to be notified of data transferring to the third party for the purpose of direct marketing;

· obligation of making decision in case of personal data processing through video surveillance;

· obligation of issuing written consent merely for the processing of special data category;

· the possibility of issuing misdemeanor orders;

· personal data processing of former institutions.

Law on Amendments to the Law on Personal Data Protection published on September 26, 2011 in the “Official Gazette of BiH”, No. 76/11.
According to the report of the European Commission on progress in Bosnia and Herzegovina in 2011, a certain progress has been achieved in the field of personal data protection. The report states:

“However, laws and implementing legislation in the various sectors must continue to comply with EU requirements concerning data protection. Rules of the Council of Ministers for participating of Personal Data Protection Agency in relevant legislative processes are not satisfying. The principle of intended use and subordinate regulations for personal data protection in the police has not been fully implemented yet. Law on Personal Data Protection does not apply to the Intelligence and Security Agency of Bosnia and Herzegovina. Overall, preparations for the protection of personal data are still at an early stage. It is necessary to ensure the independence of Personal Data Protection Agency“.
Important part in this year’s activities for achieving progress is initiative to change other laws in Bosnia and Herzegovina influencing the independence of the Agency. We emphasize the need for amendments to the Law on Salaries and Remunerations in the institutions of Bosnia and Herzegovina in order to specialize certain work positions in terms of salaries, thereby the Agency would be adequately valued. In the last period, the Agency has initiated activities for the purpose pointed out in this report. Namely, Article 3 of the Law prescribes the principle “Equal salary for the same or similar work”. According to this principle employees in institutions of Bosnia and Herzegovina performing the same or similar works will be paid the same basic wage meaning that working positions of different  institutions of Bosnia and Herzegovina carrying out similar activities will be placed in the same “salary grade“. In this regard we have suggested to the Ministry of Finance and Treasury of Bosnia and Herzegovina to place the position of the Director of the Agency in Article 21 of the Law on Amendments to this Law and to add Indent 9 to Article 26 Paragraph 1, stating: „25% of basic salary individually for employed in inspections at the Personal Data Protection Agency in Bosnia and Herzegovina“. We remind that information of the Agency regarding implementation of the Law on  Salaries and Remunerations in the Institutions of  Bosnia and Herzegovina was adopted on Session 83 of the Council of Ministers in 2009, so as the Conclusion that Ministry of Finance and Treasury of Bosnia and Herzegovina in cooperation to Legislative Office of the Council of Ministers should undertake the activities within its competence in order to resolve the issue of bonuses of the employees of the Agency performing tasks related to inspections according to the principle “Equal salary for the same or similar work“. Ministry of Finance and Treasury of Bosnia and Herzegovina and Legislative Office of the Council of Ministers have undertaken none of activities regarding the realization of the Conclusion concerned, not even after the urgings of the Agency.

Also, in order to establish a systematic solution of participation of the Agency in drafting of regulations, the Agency has twice sent the initiative for amending the Rules on work of the Council of Ministers of Bosnia and Herzegovina. We have proposed by the initiative that all regulation proposals regulating processing and protection of personal data before sending it to the session of the Council of Ministers of Bosnia and Herzegovina should previously be assessed by the opinion of the Agency. Namely, Article 31 of the Rules on work of the Council of Ministers of Bosnia and Herzegovina prescribes that the processor of the draft laws and other normative acts before submitting it to the Council of Ministers shell obtain the opinion of the ministries concerned or other bodies of Bosnia and Herzegovina regarding the issues regulated by the acts. Article 40 of the Law on Personal Data Protection, among other competencies of the Agency also prescribes responsibility of issuing opinions on draft laws and care for fulfilling the criteria of personal data protection arising from international obligations of Bosnia and Herzegovina. This is the way for providing compliance of that act with basic principles of personal data protection in preparation of draft laws and other regulations and thereby the protection of human rights and fundamental freedoms. This would, also, ensure fulfillment of one of the obligations of the Agreement on Stabilization and Association that Bosnia and Herzegovina has assumed and which concern the personal data protection. The current practice according to which public authorities require the Agency to delegate representatives to various committees and working groups for drafting specific regulations is unacceptable to the Agency. The most effective and the only possible way of work according to the opinion of the Agency is the one just proposed, meaning that, the Agency gives the opinion to the draft regulations.
This is particularly important because we have already had cases that public authorities whose personal data processing was the subject of the Agency’s assessment and as such assessed as unacceptable, resort to amendments to the laws and thus tend to legalize such processing. This is certainly unacceptable, and, we repeat, merely legal regulation does not mean that such personal data processing is constitutional and justified. 

In the context of the Progress Report the Agency will launch an initiative for amendments to the Law on Intelligence and Security Agency of Bosnia and Herzegovina, which will provide the control function of the Agency in the intelligence and security sector in the part relating to the lawfulness of the processing of personal data. There is no this exception in comparative law and practice of the European Union countries. Besides, the issue of processing and protection of personal data that have occurred in the work of the Agency’s predecessor is very important, especially having in mind the fact that they have already been misused. Let us recall the book titled “Guardians of Yugoslavia”. Many persons, whose data are found in these books, have been the victims of both the totalitarian regime but it is much bigger problem that they were victims of this system declared as democratic.
Besides the Law on Personal Data Protection, as a general regulation, other laws also regulate processing and protection of personal data. Among other things, the police sector is particularly important for us. Law on Police Officers in Bosnia and Herzegovina regulates personal data processing for police purposes. The Europe Council Recommendation (87)15 on the determination of the use of personal data in the police sector has been implemented by provisions of the Law. This has created a formal presumption for membership in the Schengen group (Article 117 of the Schengen Agreement) as well as in the Europol (Article 14 of the Europol Convention). Having in mind the fact that this decision has not been implemented at lower levels, the Agency ordered police bodies through inspections to initiate the adoption of the amendments of the relevant laws. Even after three years, the relevant amendments to this Law have not occurred which may adversely affect the international police cooperation.
Other sectors such as telecommunications, health care, etc. also should be harmonized and that will be, in a way, a continuous obligation and Agency will take a leading role in this process. In 2012, the Agency plans to organize analysis of regulations in the health sector in cooperation with relevant authorities using various instruments of the European Commission assistance and in this sense to make concrete proposals. 

Among other institutions, the Agency has contributed to the possibility for citizens of Bosnia and Herzegovina to travel to Schengen zone countries without a visa. Besides the values ​​arising from the liberalization of visa regime, this process should be considered empirically in the light of the accession of Bosnia and Herzegovina to the European Union, with one important difference that the conditions and criteria will certainly be, much higher in the Stabilization and Association Agreement.

2.2. The practice of European Court of Human Rights
It is important, above all, to emphasize the significance of the harmonization of laws in Bosnia and Herzegovina with the European Convention on Human Rights regarding the processing and protection of personal data. It should be further considered in the light of judgments of European Court of Human Rights, which decide in favor of the appellants, although the highest judicial instance in Bosnia and Herzegovina have decided differently, even when it is otherwise regulated by laws in Bosnia and Herzegovina. A large percentage of the judgment in favor of the appellants against Bosnia and Herzegovina is worrisome. To make things more difficult, unlike other countries where the appellants are usually individuals, in the judgments against Bosnia and Herzegovina there is a massive violation of human rights.
It is significant at this point to recall quoting of Article 8 of European Convention on Human Rights as follows:

1. “Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others”.

Due to violation of privacy right guaranteed by Article 8 of the Convention, the European Court of Human Rights issued a judgment against a large number of States Parties. The above mentioned court judgments state: “Concept of private life extends to all aspects of personal identity, such as name or image of a person. Furthermore, private life, in the opinion of the Court includes the physical and psychological integrity; intention of the guarantee under Article 8 of the Convention is to ensure development without external interference, the personality of each individual in relation to other human beings. Therefore, there is interaction of an individual with other individuals, even in a public context, which falls under the concept of private life“.
Dealing with the right to privacy protection, the Court has on several occasions pointed out that, “under certain circumstances, an individual has a legitimate expectation regarding the protection and respect of his or her private life, what is meant in the case of a search or interception of telephone conversations“. All the above mentioned judgments can be divided into four main groups according to the protected good.
The highest number of judgments concerns the misuse of data obtained by police authorities in unlawful recording/interception, trial or reading the correspondence of suspects and their lawyers. So, for example, in the P.G. and J.H. subject against United Kingdom, the Court addressed the issue of using listening devices in the home of the suspect and disclosures of personal information by viewing the phone calls made from home of suspect. Although the applicants and State representatives agreed in their assessment that interception is an interference with the applicants’ private life, their opinions have been different in terms of justification of the action taken. The State representatives considered that this interference was necessary in a democratic society to prevent crime and protect the rights of others. The position of the Court in this regard is that: “Any interception is a violation to privacy right, but it should be examined whether it was “in accordance with law” and “necessary in a democratic society”... As there was no domestic law that would regulate the use of listening devices at the time in which the action was taken, we cannot say that it was in accordance with the law, as this requirement interprets paragraph 2 Article 8 of the Convention. Therefore, it is not necessary to specifically consider whether that action is necessary in a democratic society“.
The second part of the submission deals with issue of police rights to request the telephone company for listing calls from of number registered on suspected person’s house and to review it. In the opinion of the Court, unless the listing is created for account creation, by its very nature it is different from the interception of communication that is undesirable and illegitimate in a democratic society if not justified. The phrase “in accordance with the law” means that measure taken should have a basis in domestic law and that legislation should be made ​​available to all in accordance with the requirements of the rule of law. In this particular case, domestic law recognizes the practice of making listing for account preparation, but the use, storage and destruction of such information are questionable. In this particular case, the police asked for information about the calls for two specific days, but not the content of these calls and their recipients. So, the required data and their use were very limited. Therefore, from the standpoint of preventing criminal offenses the actions taken are in accordance with the Law and justified and there is no infringement of Article 8 of the Convention.
The third question was asked regarding the use of listening equipment at the police station. Considering this question, the Court’s standpoint was that “private life is a term that is not possible to give complete and comprehensive definition for, but it defines essential elements of the private sphere, which should be protected such as the definition of gender, name, sexual orientation and sexual life, right to identity and personal development, as well as establishing relationships with other living beings, private or business nature”. Having all this in mind, the Court finds that: “recording the voice of the applicant in a police cell is a violation of the right to privacy ... and that there is no legal act of local government that regulates use of listening devices by police at the police station, so this infringement is not legal.“
The second group of judgments concerns the state liability for failure to protect citizens’ medical records and confidential information that they contain. The subject of Z. against Finland was conducted because of the complaint of the applicant stated that disclosure of his medical records during criminal proceedings has violated his right to the protection of private life.

As the factual description clearly indicates that the actions of local authorities violated the applicant’s right to privacy, the Court got into consideration of the justification of such interference, as it was in accordance with applicable law and that it was directed towards the prevention of criminal offenses. However, disclosure of the name and health status of applicant had no a legitimate goal. Dealing further with this issue, the Court points out that “the protection of personal data including medical records is essential to any person in order to exercise the right guaranteed by Article 8 of the Convention. A basic principle of legal systems of Member States is medical records protection keeping the trust of the medical profession and health service in general“. 

Knowing how delicate the issue of HIV virus infection is, the protection of this kind of data should be given a special attention. “In the case of criminal proceedings, it is necessary to make a balance between confidentiality and public interest“. The national courts have been left to the discretion to omit names while making decisions or publishing them. Therefore, the Court considers that the disclosure of names and data from medical records of the applicant breach Article 8 of the Convention, particularly having in mind “that she was expressly against the disclosure of such information to the public“.
The third group of decisions deals with the protection of personal data relating to sexual life and commitment of an individual. In this respect, the duty of each state is to carry out the control on how data processor, apart from basic data, would not be looking for those data that are not consistent with the purposes for which they are collected and processed. Declaration on sexual orientation or gender identity certainly falls among these data. In cases where, for some reason, there is a need for collecting of this type of data, the state authorities have the obligation and the burden of taking care of valid protection of collected data.
For purposes of this report we will list the following judgments with the summary.

In the first case of S. and Marper against United Kingdom, the petition was submitted in relation to the fingerprints, samples of cells and DNA profile contained in them that the authorities have kept after an acquittal or withdrawal of charge. The case relates to taking of fingerprints, samples of cells and DNA profile contained in them that the authorities have kept even after the criminal proceedings, being previously instituted against the applicants, terminated in acquittal or dismissed. The eleven years old applicant – S, was arrested in January 2001 and charged with attempted robbery when his fingerprints and DNA profile were taken. Acquittal was passed in June 2001. The second applicant - Marper, was arrested in March 2001 and accused of abusing his partner. His fingerprints and DNA profile were taken and, after that, in June 2001, the proceeding against him was formally dismissed since reconciliation with his partner. When procedures were completed, the applicants have unsuccessfully requested their fingerprints, samples of cells and DNA profiles to be destroyed. Data were stored on the basis of regulation enabling to their retention time is unlimited. The Court emphasized that the samples of cells contain very sensitive information about the person, as well as a unique genetic code that is related both with the person to which it refers, and with his relatives. By its very nature, as well as by the amount of data which samples of cells contain and, also, their retention should be seen as a violation of the right to respect private life of persons to which they refer. Therefore, the Court has concluded that retention of cell samples and DNA profiles is a violation of the rights of the applicant pursuant to Article 8 paragraph 1 of the Convention. In relation to the fingerprints, the Court considered that they contain unique information about the person and their retention without his consent cannot be regarded as insignificant and irrelevant, and therefore it is interference in the right to private life. The Court pointed out that in accordance with local regulations the fingerprints or cell samples taken from persons related to criminal investigation may be retained after they have fulfilled the purpose for which have been taken. Therefore, the retention of fingerprints, biological samples and DNA profiles had a clear basis in domestic law. The Court has accepted that the retention of fingerprints and DNA is a legitimate aim respectively used for the detection of crime, and therefore the prevention of it.

In this case, the disputable issue which the Court has taken into consideration is whether such retention of fingerprint and DNA data of the applicants, as suspected but not convicted of certain criminal offenses, was necessary in a democratic society. The Court started from the relevant instruments of the Council of Europe, laws and judicial practice of the Parties to the Convention, according to which the data retention should be proportional to the purpose of their collection and temporally limited. Most of signatory countries are allowed to take cell samples only from suspects in a criminal proceeding. The Court pointed out that of all Member States of the Council of Europe, only England, Wales and Northern Ireland are allowed with unlimited retention of fingerprint and DNA material of any person, any age and in relation with any offense..
The court found that the authorized retention of fingerprints, cellular samples and DNA profiles, without making a difference whether a person is only suspected, but not convicted, does not establish a fair relationship between the public and private interests. Accordingly, the retention in this case led to an unjustified interference with the right of the applicant to the protection of private life and cannot be regarded as necessary in a democratic society. The Court concluded unanimously that there had been no violation of Article 8 - Right to respect for private and family life.

Also, in the case of Antunes Rocha against Portugal, the applicant also complained that an investigation has been conducted without her knowledge or consent, in order to obtain information about her and her family due to the verification that were made in the process of obtaining security check. This included, among other things, monitoring her home as well as testing of close friends. She considered that it was contrary to Article 8 of the Convention.

The court has decided that the data collection was interference in her private life. The court has, also, decided that there was a legal basis, so that the aim of the provision was sufficiently clear and it was to determine whether a person can access the confidential information with regard to his honesty, habits, social life, loyalty, confidentiality and common sense.

But, the court has determined that the way in which testing and data collection were performed was too ambiguous and did not warn persons that they may be the subject of the implementation of certain measures such as home surveillance. The individual should be able to predict the consequences of certain action in extent that is reasonable given the circumstances. The provision did not, also, contain any control mechanisms or provided a guarantee to persons.

The Court concluded that Portuguese law did not define the scope of the investigation and the way of its implementation with sufficient precision and that there was a violation of Article 8 of the Convention. The Court has reminded that when data is not private, but they are already in the public domain, their collection and storage by the State is an interference with private life, and it must be justified according to very strict criteria of Article 8 of the Convention.

Certainly, the practice of the European Court of Justice (ECJ), the highest court of the European Union, is relevant in cases where the law of such practice is applicable. ECJ’s task is to ensure the equal interpretation and application of European Community Law by all its members. Through its decisions the Court has identified the responsibilities of administration and the national courts in order to achieve the highest principles in the protection of individuals’ rights in the application of Community legislation or national legislation. ECJ accepts the principle of Member States’ liability for breach of Community law and any violation can be sanctioned by the payment of certain fines. ECJ must not be confused with the European Court of Human Rights.

The basic principles have arisen from the ECJ’s decisions for Community Law to be directly applicable, as to take precedence to the national level and the Member States to be responsible according to individual. The right to personal data protection has an independent function. This was mostly contributed by the Directive, which is the basis for the protection of personal data in the Community. 

The relevant directives and recommendations of the European Parliament and Council in this field must be taken into account when making regulations governing the processing and protection of personal data because it is already taken commitment.

III. BASIC AND SPECIAL LEGISLATION ON THE PERSONAL DATA PROTECTION
3.1. Law on Personal Data Protection
Law on Personal Data Protection (hereinafter: the Law) is a basic legislation directly determining personal data processing. The Law ensures respect for the privacy right to all persons in Bosnia and Herzegovina regarding the processing of personal data referring to them. The basic principles of data protection as the right to treatment, the purpose of processing, transfer of data abroad, data security, other issues in this field, as well as an independent supervisory body have been established by the Law.

Personal data is defined as any information that relates to the person identified or on the grounds of which a person can be identified. The legislator defines a special category of personal data that include racial origin, nationality, national or ethnic origin, political opinion, party affiliation, membership in trade unions, religious, philosophical or other beliefs, health, genetic code, sexual life, criminal convictions and biometric data.

Furthermore, the Law specifies how the identity can be determined through a personal identification number, or through other information that are characteristic for the physical, philosophical, mental, economic, cultural or social identity of a person. It is interesting that it is possible to specify the additional classification criteria used in some cases, or whether the available data provide contacting the data subject. It is necessary to specify the Law knows no restrictions regarding the form of personal data, or the expression of this idea is not associated with the filling of any formal procedures. Thus, for example, personal data can have a visual or audio form. So, in stated terms, the Law is very broadly applicable, and as defined in previous sentence, also according to systems that use cameras.

Nevertheless, the concept of personal data cannot be brought into connection with information on legal persons. But, the tasks of a legal person shall be made by natural persons. Thus, it is necessary to find and constantly evaluate when it actually is a personal data and when it is not in the mentioned circumstances. That is, for example, if the employee of certain institutions has been quoted in the context of the tasks of that institution, then the application of legislation on personal data protection is, basically, excluded. Of course, if it were a purely private activity of that employee, then it would not be possible to exclude the application of the Law.

Also, due to possibility of application of the Law, it is important that it comes to the processing of personal data. The law defines personal data processing as any other operation or group of operations that are performed in relation to data, regardless to whether it is done on automatic or non-automatic mode.

Simultaneously, the Law explicitly excludes the application when it comes to personal data processed by natural persons for private purposes only and randomly collected information, unless those personal data have not been further processed. 

The Law introduces the concept of personal data collection, which refers to any systematic collection of personal data available on the basis of specific criteria relating to the person, regardless to whether the data were centralized, decentralized or categorized on the spatial and functional basis.

There is certainly a need to remind of the character of preventive legal measures contained in the Law. Namely, their goal is not to ban and obstruction of personal data processing, but achievement of necessary arrangement of personal data processing as a guarantee for the privacy protection. 

However, having in mind all the above, it will be necessary in all cases to analyze whether except the Law some of the laws will apply within certain processing of personal data. It is important to emphasize that the Law expressly permits the sectoral legislation, which derives from Article 2 paragraph (1) according to which its provisions relating to personal data processing of all public bodies, individuals and legal entities, but with the exception of cases where other law provides otherwise. This can be a danger if the basic principles of data protection would not be taken into account. Also, according to Article 6 of the Law, personal data can be processed without the consent of the data subject when it is necessary for the execution of statutory responsibilities.

3.2. Processing of personal data of employees in public authorities
To make personal data processing lawful, they can be processed specifically for the purposes for which they are collected, and that certainly implies that the purpose of personal data processing must be clearly identified before the collection. Apart from the provisions of the Law, provisions governing the legal and working status of employees are also relevant for personal data processing of employees in public authorities. 

In accordance with paragraph 1 of Article 14 Law on the Work of the Institutions of Bosnia and Herzegovina at the conclusion of contracts of employment, the employer cannot require the employee data that is not directly related to the nature of work activities the employee performs. So, at the time of employment, employer certainly has the right to collect and process personal data in the procedure prescribed by law, but only those which are directly related to the activities of employee. In this respect, one of the basic principles of personal data processing of Article 4 paragraph (1) item c) is relevant according to which the personal data are processed only in degree and extent necessary to fulfill a certain purpose. This principle means minimal processing of personal data in order to fulfill a certain purpose. One of the obligations of the controller is to process authentic and accurate data. According to Article 15 of the Law on the Work of the Institutions of Bosnia and Herzegovina personal data of employee cannot be collected, processed, used or sent to the third parties, unless it is required by the Law or if it is necessary to exercise the rights and obligations arising from employment. 

However, the exercising of any right is not absolute and exclusive, but is necessary to determine a fair measure and boundary to ensure the exercising of all rights and freedoms guaranteed. Thus, the Law on Free Access to Information in Bosnia and Herzegovina shall regulate the right of access to information held by public authorities, exceptions to the right of access to information and procedures for the exercise and protection of rights of access to information.

In this regard, Article 54 of the Law prescribes: “The provisions of this Law shall be taken into account in applying the Law on Free Access to Information“. As Article 8 of the Law on Free Access to Information Act provides: “The competent public authority shall claim an exemption if it reasonably determines that the requested information includes personal interests relating to privacy of the third party“, so from the above can be concluded that Article 8 of the Law mentioned is referring standard to Article 17 of the Law prescribing conditions for providing data to the user, i.e. natural and legal persons, pursuant to Article 4 of the Freedom of Access to Information.

During the application process to access information, respectively, requests for information, controllers must distinguish what information is and what personal data is, in accordance with the definitions of relevant legislation. According to Article 3 paragraph (1) of the Freedom of Access to Information, “information” is “any material which communicates facts, opinions, data or any other content, including any copy or portion thereof, regardless of form, characteristics, when it was created and how it is classified”. For example, names of employees in public authorities, the functions they perform, the conclusion of the work contract / work temporary / permanent employment, validity of the contract are considered to be information in terms of the Freedom of Access to Information.
According to Article 3 paragraph (1) of the Law, “personal data” is “any information relating to an individual on which basis person is identified or can be identifiable” and “data subject” is:  “a natural person whose identity can be determined or identified, directly or indirectly, in particular based on the unique identification number and one or more factors specific to his physical, physiological, mental, economic, cultural or social identity”. For example, personal data of employees in public authorities to make those data relating to the personal identification number, amount wages, number of household members, names of household members, address, telephone number, and etc..

According to the stated, the public authority, as the controller of personal data in case of handling requests for access to information, must recognize whether the data supplied by the applicant containing information about employees or their personal data. If it is only the first and last names of employees along with the function they perform, the type of contract, date of signing the contract and validity of the contract, then these data are information in terms of the Freedom of Access to Information Act and are not subject to limitation under Article 8 of the Law on Free Access to Information. It also applies to legal entities which are legally entrusted with public authority.

If there are other data that according to the Law the fall under personal data next to the names and last names along with the function they perform, the type of contract, the date of conclusion of contract and validity of the contract, then the public authority, in order submit the requested information to the third party, must have either the consent of data subject or one of the requirements of Article 6 the Law (Right to the personal data processing without the consent of data subject) must be fulfilled. In case that any of these conditions is not fulfilled, the public authority may, on the basis of Article 9 paragraph (2) of the Law on Freedom of Access to Information to examine whether there is public interest for submitting them or not.

3.3. Privacy right protection and video surveillance
One of the ways of personal data processing, which is particularly interesting in light of privacy, is video surveillance. For this reason, the amendments to the Law have regulated issues related to that. Controllers are required to make a decision on video surveillance, which will regulate the processing rules. This does not mean that video surveillance can be arbitrarily set. All principles must be fulfilled and particularly in the context of the purpose and justification of it. Any arbitrary action means unlawfulness. For example, police cannot arbitrarily designate place to put under surveillance and that there is no sufficient reasons or evidence on the justification for that. 

In the context of privacy protection, surveillance means to acquire and store audio, visual or other records of the monitored places where natural persons move through the installed video camera system. The used camera systems allow for more ways to store records from outdated form in the form of video cassettes to modern form of digitization and storing data that is processed through computer technology.

Anyone who plans to install video surveillance in order to record and store records of the places where natural persons move, the purpose and means for data processing must be specified by special resolution. First, the controller that is the owner of video surveillance must have a clear idea of ​​whether the setting up of the system is in accordance with the law or not. Additionally it must be taken into account whether the set up of video surveillance is really necessary, would it be enough some other solution for achieving the relevant goal and what consequences this problem might cause from the viewpoint of application of legal regulations on personal data protection and its procuring under the relevant provisions of the Law. 

On the other hand, it is necessary to point out the possibility of collision of using of video surveillance with the principles of data protection and in this context it is necessary to discuss two questions: When the video surveillance is considered processing of personal data and when not? When, in terms of the Law, video surveillance recording is considered personal data?
Video surveillance means personal data processing when a record is made on the monitoring of the natural person or data transfer, according to the definition of personal data prescribed in Article 3 of the Law. In this case there is a systematic collection of records of persons in a certain area, within a certain period of time, with the expected assumption of further use of these records.

So, if recording is not made or transferred during the video surveillance, it is not about personal data processing and then the Law does not apply that does not exclude the application of some other legal regulations adopted in order to implement Article 8 of the Convention on the Protection of Human Rights and Fundamental Freedoms, which guarantees the right to respect for private and family life.

The second question is harder to answer because there is a discrepancy in the published opinions on when the video surveillance is personal data processing and when it is not. Remember that personal data means any information relating to the identified person or on the basis of which one can identified. When the information contained in recordings from video surveillance does not relate to the person identified or entity cannot be identified it is considered that it is not the processing of personal data.

There is no doubt that every recording that includes characters that allow differentiation from one physical entity to another (especially the face) made minimal potential personal data ​​of recording. If recordings are available, having the listed features, it can be difficult to exclude the possibility that there will be no identification of that person in the future and it is obvious that the identification is the main reason why it came to obtaining of such recording. If the video surveillance was connected to an existing personal database it would be the obvious personal data processing. 

If we continue to follow the logic of the Law it will be necessary to implement video surveillance and Article 4 item b) of that Law and determine the purpose of collecting these recordings and the possibility of their use as evidence of a crime or caused damage. Also, the time period of keeping recordings is very important when the video surveillance is installed by private entities such as banks and shopping centers. During long-term storage of these recordings there is a huge risk to customers of banks or persons who buy because getting to know their habits and customs creates a risk to their privacy can be very roughly compromised.

Video surveillance can be performed on the basis of consent of the recorded persons and without the consent on the basis of the special Law or the lack thereof, when the circumstances of each case allow application of Article 6 item e) of the Act which provides “if the protection of lawful rights and interests pursued by the controller or the user is necessary and if this personal data processing is not inconsistent with the right of data subjects to protect his\her own private and personal life”. The cited provision can be applied when the subject of protection cannot be achieved by other legal means, for example, the property can be protected from theft by locking the premises in which case there is no possibility of applying this provision. It is necessary to emphasize the last part of the provision “the right of data subject to protect his\her own private and personal life”, which means that it is forbidden to conduct video surveillance in premises that are designated for strictly private activity, private property, etc.

The controller is required to fulfill other obligations determined by the Law in terms of the protection of recordings in accordance with Article 11, to fulfill the duties of data subject and, of course, to report the processing concerned to the Supervisory authority in Bosnia and Herzegovina - Personal Data Protection Agency.

At the end we will describe a case of processing of personal data by video surveillance for better understanding the above presented theoretical statements. The use of public swimming pools assumes putting down cloths and other personal belongings in the designated cabins. It is about leaving personal belongings without supervision of the owner and as such are often subject of theft. This risk cannot be completely removed not even by physical protection of the employees at the public pool. This circumstance is obviously the reason for the installation of video surveillance, which includes the installation of recording devices in order to identify the perpetrator of possible theft. In this context we note that the pool owner does not have legal authority for the installation of video surveillance and the theoretical possibility that of each pool visitor requires permission to record seems like a difficult option to realize. In the specific case video surveillance can be put into operation without the consent of the data subjects (pool visitors) on the basis of Article 6 point e) of the Law where it is obvious that the video surveillance is to protect the rights and interests of both the controller pool owners and pool visitors. It is important to point out the problem if pool visitors change their clothes in the premises where video surveillance has been installed it is violation of their rights to protect private and personal life, but there is possibility to avid that by separating changing room. Also, visitors need to known with video surveillance by posting large signs about it, which would fulfilled the duties of the controllers prescribed by Article 22 of the Law. Recordings that have occurred in this video surveillance would be legally used only in case of theft and it is possible to assume that cognition of the theft should come out the other day after visiting the pool where this assumption would define the storage time of the of recordings from video surveillance.

3.4. Personal data protection and freedom of information
The most important regulation which, by its very character, means a certain derogation to the Law on Personal Data Protection is Law on Free Access to Information in Bosnia and Herzegovina. The right to access to information controlled by public authorities is aimed for citizens to participate in public life in an appropriate manner which will contribute, inter alia, preventing the misuse of public administration, preventing corruption and building a professional administration, and what will be the guarantee of the fundamental values ​​of democratic societies such as, first of all, the rule of law and respect for human rights and freedoms.

Article 19 of the Universal Declaration of Human Rights and Article 10 of the European Convention on Human Rights gives a right to freedom of opinion and expression. Like any other right, so this one includes certain limitations, and in order to be lawful, it must be prescribed by the Law and necessary in a democratic society for one of the legitimate aims. This implies a clear commitment of public bodies, in each particular case, to make a decision having in mind with same attention and importance the reasons for or against the aforementioned. The exception in the protection of legitimate public or private interests is possible, and one of the legitimate interests of the limitations of this right are rights of the others, which implies the right to personal data protection. Arbitrariness and limits arising from the practice when the right on the protection personal data protects other certain unlawfulness are unacceptable, on the other hand, when personal data are being unlawfully disclosed for transparency reasons.

Bosnia and Herzegovina in 2011 has ratified the Convention of the Council of Europe on Access to Official Documents (CETS 205) and therefore assumed a number of specific commitments. One of the obligations is to ensure the audit process in a way that in case of refusal of request for access to the document, the applicant has the right to review proceedings before a court or other independent and impartial authority, which must be fast and inexpensive. The current legal solution is ineffective and unacceptable and disapprovals of the media, NGOs and individuals are reasonable.

This is about right of public access to official documents and not about right of interested person to access and review data and documents in the administrative proceedings or any other proceeding. According to this Law, any natural or legal person is entitled to access to information controlled by public authority and every public body has the appropriate obligation to disclose such information and also has no right to analyze the reasons for the request in any way.

This right of access shall be subject only to such actions and restrictions prescribed by Law. Considering that public authority may also require the above information, there could be a problem. So, within a democratic state of law from a position of authority above, obviously, it follows that the authority can only do what is literally laid down the Law. Preamble of the Constitution of Bosnia and Herzegovina itself reflects this by the sentence according to which democratic governments and fair procedures create best peaceful relations within a democratic society.

Therefore, public authorities, generally, cannot use the Freedom of Access to Information in Bosnia and Herzegovina as a legal basis for its demand for information, i.e., this right has been largely limited by its responsibilities.

According to the Law on Free Access to Information in Bosnia and Herzegovina the information is any material which communicates facts, opinions, data or any other content, including any copy or part thereof, regardless of physical form or characteristics, as to when it was made ​​and how it was classified. It is so obvious that this also includes personal data that is, de facto, confronting the provisions of the Law.

The Freedom of Access to Information in Bosnia and Herzegovina has limitations of the specified right, including the exception for the privacy protection under Article 8 that is indicating norm of the Law on Personal Data Protection.

From the viewpoint of personal data protection, it is essential that, as an exception from the obligation to provide information, states the situation that the competent authority (the authority who owns the information) will determine the exception when it reasonably determines that the requested information includes personal interests that could hurt the privacy of the third party. Although this provision is quite justified from a general perspective, in practice, by itself, it can create many problems in practical applications. Thus, it can be very problematic the way to act in case of demand for information on the salary of certain employee of public authorities, given that the underlying funds come from public sources, such as, likewise, this information violates the privacy of a given employee.

This problem is further stated by the provision of Article 9 of the Law on Free Access to Information in Bosnia and Herzegovina, according to which the competent authority shall publish the requested information, with no regard to the above provisions if this is justified by public interest and if any benefit and harm that may result from this are taken into account. In this context, not only legal obligations but also the existence of any breach of obligation or risk of disruption of the health, safety or environment should be taken into account. The application of this provision to the third party is required to be reported in the prescribed manner, including information on the possibilities of defense against such a step.

However, it has not been completed all the complications. According to Article 11 paragraph (3) of the Law on Free Access to Information in Bosnia and Herzegovina, the request for access to personal information may be made ​​only by the natural person to whom it relates, or possibly by the legal representative of the applicant or the person authorized by the applicant in written form. This provision results in an obvious denial of the application of Article 8 and 9 of the Law on Free Access to Information in Bosnia and Herzegovina, i.e. the application of these provisions is reduced in an extremely theoretical level.

Law on Freedom of Access to Information in Bosnia and Herzegovina still contains provisions according to which any person is entitled to his personal data, which are under the control of public authorities, to be accurate or in relation to the purpose of collection or use of, to be updated, completed and relevant, and that they are not incorrect in any other way. These provisions are fully justified, and can be understood as a certain supplement to the analogue provisions of the Law. However, on the other hand it can be a problem having in mind that the rights of individuals regarding the personal data processing are already regulated by the Law. The present solution that derives from Article 11, more precisely, from paragraph (3) providing that a request for access to personal information must be made ​​only by the natural person to which the request refers is also unacceptable.
3.5. Personal data protection and property records
Since the beginning of its work, Personal Data Protection Agency of in Bosnia and Herzegovina was based in particular on the control of the legality of public authorities, given that the volume of data processed makes greater possibility of violating the privacy of persons to whom the data refer. For this reason, public bodies were mostly covered by previous inspections carried out by the Agency. The subject of all regular inspections is to determine the legality regarding the personal data processing by the controller at which the inspection is done.

· One of the inspections, in April 2011, was conducted in the Central Election Commission of Bosnia and Herzegovina. Based on the facts, a decision has been issued imposing the Central Election Commission of Bosnia and Herzegovina seven administrative measures in order to eliminate found deficiencies. One of the ordered administrative measures was to terminate personal data processing by publishing scanned statements on the propriety status of candidates and elected members of government at the official website www.izbori.ba, and to remove the published statements on the propriety status of candidates and elected members of government from official website. At this ordered administrative measure the Central Election Commission of Bosnia and Herzegovina has filed an appeal, noting that the publication of property records is done in order to make it accessible to public in a transparent manner, as provided in Chapter 15 - Financing of Campaigns Article 15.9 of the Election Law of Bosnia and Herzegovina. Agency Director dismissed the appeal as unfounded because the proceedings that preceded the adoption of the Decision have been properly executed and ordered administrative measures were the result of properly and fully established facts. Without dealing with the constitutionality of this provision, the logical question on the relationship between assets and financing campaigns raises.

It is indisputable that the Central Election Commission of Bosnia and Herzegovina, according to the Election Law of Bosnia and Herzegovina, shall collect data on the property status of candidates and elected members of government, and ensure that it becomes accessible to the public. But, it is too wide interpretation of the term “public access” in accordance with which the Central Election Commission of Bosnia and Herzegovina so far has published property records. Scanning of property records and putting them on the official site, making them in such a manner accessible to everyone without any restrictions and controls according to the principle of transparency, it is not balanced with the right to privacy. Definitely, the candidates and elected persons by being candidates accept that that their right to privacy is diminished, but not without limitation. Namely, the public availability means the access to information on the property card data, but in accordance with the Law on Free Access to Information to which article 15.9 of the Election Law of Bosnia and Herzegovina refers.
Thus, any physical or legal person is entitled to access to information controlled by public authority, and that right may be exercised in accordance with the Law on Freedom of Access to Information. The right of access to information controlled by public authorities is aimed for citizens to participate in public life in an appropriate manner which will contribute, inter alia, preventing the misuse of public administration, preventing corruption and building a professional administration, and that will be the guarantee of the fundamental values ​​of democratic societies such as first of all, the rule of law and respect for human rights and freedoms. Like any other right, so this one includes certain limitations, and in order to be lawful, it must be prescribed by the Law and necessary in a democratic society for one of the legitimate aims.

Publishing the property records at the official website of is violation of the principles of data processing, and above all of the principle of fairness and legality and the principle of action and scope of data necessary to fulfill a specific purpose, the principle of processing personal data in the time period for achieving specific purpose. As a proof that principles of promptness and processing of accurate data have been violated is the fact that property records of persons who died in the meantime are still published at the official website. In particular, it is pointless that data on property records of persons who have not been chosen in the electoral process are still published on the website.

Publishing the property records on the official Internet site allows other abuses which are primarily related to the ability to scan signatures, plunder, robbery, blackmails, etc. The Central Election Commission of Bosnia and Herzegovina is obliged to establish a balance between personal data protection and public interest about property records concerned, and Personal Data Protection Agency in Bosnia Herzegovina will certainly provide its assistance. The Agency has previously indicated that personal data processing by the Central Election Commission of Bosnia and Herzegovina by posting scanned statement of the property status of candidates and elected members of government is not only contrary to local applicable laws, but also international documents on human rights and freedoms, primarily the European Convention on Human rights and Fundamental freedoms of the Council of Europe, which has direct application and priority over all other laws of Bosnia and Herzegovina.

The Central Election Commission filed an administrative dispute and the Court of Bosnia and Herzegovina has accepted the complaint and disputed decision of defendant, and annulled the decision of inspectors of Data Protection Agency in Bosnia Herzegovina. In statutory deadline, the Agency has filed a request for reconsideration of this judgment for violation of rules of procedure that preceded the adoption of the contested decision and for violation of the laws of Bosnia and Herzegovina.

Explanation of the judgment relating to the purpose of disclosure of property records, which, inter alia, stated that “the disclosure of property records clearly identified legitimate aim, namely, that voters or citizens know who are candidates and elected officials of government and what they have achieved terms of their property and members of their household at the beginning and end of mandate all for the purpose of strengthening the principles of responsibility and their actions in the exercise of general public interest and not private interests, which ultimately brings down to prevent the misuse of public functions for private gain” is unacceptable for the Agency.
About 90% of published scanned property records relates to persons who were only candidates for election. The candidates are not necessary, but potentially elected members of authorities who in the selection phase have no power and influence, so it is impossible for the “legitimate aim” provide insight into “who they are and what they are” at the end of the mandate because for most of them there is no even the beginning of the mandate.

A way of generalization in which all candidates are treated as potential perpetrators of criminal acts related to the misuse of public functions is unacceptable for the Agency.
The Administrative Appellate Panel of the Court of Bosnia and Herzegovina granted the request of Personal Data Protection Agency in Bosnia and reversed the judgment of the Council for Administrative Disputes so as the lawsuit was rejected.

In the explanation of the judgment, inter alia, stated that “This Panel considers that the public availability, in terms of Article 15.9 of the Election Law of Bosnia and Herzegovina, does not include disclosure of personal information as described above, but establishing a system and creating conditions for any interested person to provide access to information in accordance with the Law on Freedom of Access to Information in Bosnia and Herzegovina”.
It is, also, stated that “According this Panel it is necessary that action of the controller (the prosecutor of CECBIH) maintains a balanced approach also in public interest, a reasonable relationship of proportionality between used means and legal objectives, and not any of the goals selected by the controller as can be seen from the explanation of reviewed judgment not distancing of those goals, but confirming them and therefore this Panel finds it improper and unlawful”.
Due to importance of this case, we published it completely on the official website of the Agency.
3.6. Use of data and criminal records
Since a large number of complaints have referred to the controllers requiring of candidates to, among other documents, submit certificates of no criminal record in the process of conducting the selection procedure, we consider it necessary to expose the importance of providing data from criminal records, since it is a special category of personal data.
According to positive regulations in the field of criminal law in Bosnia and Herzegovina it is forbidden to give information from criminal records in general. It derives from Article 212 paragraph 4 of the Law on Criminal Procedure of Bosnia and Herzegovina, Article 227 of the Law on Criminal Procedure of Federation of Bosnia and Herzegovina, Article 103 paragraph 5 of the Criminal Law of Republic of Srpska and Article 212 of the Law on Criminal Procedure of District Brcko of Bosnia and Herzegovina prescribing that “nobody has right to require a citizen to submit evidence on his criminal record“.

Exceptionally, in accordance with the respective positions of these members, these data may be given to the courts, prosecutors and bodies of internal affairs regarding to the criminal proceedings conducted against a person who was previously convicted, as to competent authorities for execution of criminal sanctions and competent bodies participating in the procedure of granting amnesty, pardon or deletion.

Also, on the base of reasonable request, data from criminal records can be given to the state authorities if certain security measures and legal consequences of conviction still last. Data from criminal records have multiple functions. The courts also require insight into data from the criminal record as the previous record of delinquent behavior in order to choose the type of punishment in the sentencing procedure largely corresponding to the case. On the other hand, the use of such data by unauthorized persons and state authorities as well as their inappropriate use is a violation of the rights of persons who have served the sentence or it is an outdated or forgiven. Therefore, the purpose of Article 212 and 227 and 103 is to determine the conditions under which they can use data from the records and for what purpose.

One of the arguments in favor of a larger circle of authorized persons or bodies when it comes to providing information from criminal records is that the lack of access to these data to potentially interested parties (employers, landlords, lenders, etc.) is a violation of the Law on Free Access to Information. Namely, the Law on Freedom of Access to information in Article 8 provides that public authorities shall determine an exemption from communication of information if they adequately determine that information include personal interests related to privacy of the third person. Since the Regulations on the criminal records in Article 11 provided that the data from the criminal records of official secret, complaint on abridgment of those data to the third persons, not being among authorized ones, according to the abovementioned articles, is not legally grounded.

Furthermore, the Law guarantees the right to personal data protection to all persons in Bosnia and Herzegovina, including the convicted ones. Enlargement of the circle of authorized persons, unless specified, for accessing to criminal records and data in them and collection of information contrary to the law make totally difficult social reintegration of former convicts. Access of employers to criminal records certainly “closes the door” to the interested, but prior convicted person, especially as most employers use that as a method of negative selection. In this regard, a prior conviction becomes a criminal label with negative consequences. Despite to the institute of rehabilitation it is quite often that former convicts have a lot of difficulties with finding jobs, even after the rehabilitation period, and being treated as the “second-class citizens“. There are no jobs for them and returning to the “old way of life” is the only option they have.

It is about discrimination of a very numerous social group, which implies a number of interesting legal issues. Discrimination or unequal treatment is influenced by certain characteristics, or status of a person, and it means violation of basic human rights both in theory and practice in our and international Law. In the case of Thlimmenos against Greece in 2000 the European Court of Human Rights has determined a violation of Article 14 of the Convention for the Protection of Human Rights and Fundamental Freedoms (prohibition of discrimination). The Prosecutor was a Jehovah’s Witness which was denied appointment as authorized auditor because of a previous conviction for refusing to wear military uniform.

Potential job candidates when filing request for obtaining certificates of no criminal record provide false information on the purpose for which for which they need that certificate all in an effort to stay in the circle of candidates for employment and so employers come to data from the criminal records contrary to the applicable provisions of the Law, in situations where the right of access to this data should not even be realized because there is no valid legal basis.
Thus, there is no doubt that citizens have the right to obtain information from criminal records in order to meet their legitimate rights. However, if it is the obligation arising from a public competition, than it is not about right of a person to access to his data, but a clear abuse of that right.

From the above legal provision it follows that the institutions or organizations in employment procedure have no right to require a certificate of no criminal records from candidates, i.e. the institutions or organizations have obligation to require from authorized body data from criminal records of the mentioned provision of the Law for candidates who fulfill the competition conditions, and only in case when it is prescribed by law.

IV. WORK OF THE PERSONALA DATA PROTECTION AGENCY IN 

BOSNIA AND HERZEGOVINA
4.1. Competences and authorities
At the Session 32, held on December 27, 2007, Council of Ministers made decision on the commencement of work of Personal Data Protection Agency in Bosnia and Herzegovina and at the Session 51, held on the June 3, 2008, appointed the Director of the Agency and the Agency began its work.

Personal Data Protection Agency in Bosnia and Herzegovina is an independent administrative organization established to ensure the personal data protection in Bosnia and Herzegovina. In this sense, Article 40 of the Law defines the responsibilities of the Agency, as follows:

· to supervise the implementation of this Law and other laws on personal data processing;
· to act on data subject’s complaints;

· to submit to the Parliamentary Assembly of Bosnia and Herzegovina annual reports on personal data protection;

· to follow the personal data protection requirements by giving proposals as to enacting or amending legislation governing the data processing, give opinions on the proposed laws and take care of fulfillment of the criteria relevant to data protection originating from international treaties that are binding for Bosnia and Herzegovina.

In order to perform tasks and duties, the legislator has given the following powers to the Agency:

· perform supervision, through inspection, over fulfillment of obligations stipulated by this law;

· keep the Central Registry;

· accept incentives and complaints of citizens concerning breaches of this Law;

· adopt implementing regulations, guidelines or other legal documents in line with the Law;

· order blocking, erasing or destroying of data, temporarily or permanent ban of processing, issue warning or reprimand to the controller;

· file a request for filing the misdemeanor proceedings pursuant to this Law;

· provide advice and opinions in the area of personal data protection;

· co-operate with similar authorities in other countries;

· exercises other duties as foreseen by law;

· supervise the transfer of the personal data out from Bosnia and Herzegovina
These powers have made a real presumption for Agency to adequately deal with personal data protection.
In any particular case Agency has to answer the four questions with regard to assessing the legality of personal data processing. 
01. Is there any interference with this right? First of all, it should be determined whether the subject of the complaint falls within one of the protected categories, or whether it relates to the personal data protection.
02. Is it in accordance with the Law? 

· Processing must have a legal basis and given the Law has to be precise enough and contain safeguards against arbitrary action of public authorities.
· Processing must be clearly allowed by the Law and regulation by administrative practice that can be changed anytime is unacceptable and therefore the risk.

· Interference is legal only if the Law which is the basis of interference is: (a) available to citizens, (b) so precise that it allows citizens to determine their actions, (c) in accordance with the principle of the rule of law which means that the discretion given to the executive government by the Law must not be unlimited, i.e., the Law must provide citizens with adequate protection against arbitrary interference.

03. Whether processing is performed in order to achieve one of the legitimate aims?

· Legitimate aims are national security, prevention of crime and disorder, protection of health and moral or rights and freedoms of others. Each state has responsibility to identify the aim or the aims of interference.

· European Court of Human Rights has established that local authorities have a wide margin of assessment at their disposal while making decisions related to restricting the right to privacy because of immediate knowing of the society and its needs.
· Decision on restriction of privacy right must be in the interest of national and public security and economic welfare of the state, prevention of disorder or crimes, protection of health and moral or rights and freedoms of others.
04. Is it necessary also proportional democratic society?

· The concept of necessity implies that the interference corresponds to the urgent social need, and it is especially proportional to the legitimate aim to be achieved.

· The principle of proportionality confirms that human rights are not absolute and that use of the individuals’ rights must always be complied in relation to the wider public interest. So, it is necessary to establish the balance between individual rights and the interest of the state.

· Interference with the right must not get more extent than necessary to achieve legitimate aim and data subject should not be subjected to arbitrary treatment.

· In other words justified interference cannot be imposed only by legal provision which meets the requirements of the rule of law and serves to a legitimate purpose in the public interest, but it must also maintain a reasonable relationship of proportionality between the used means and aim to be achieved.

4.2. Inspections
On the basis of annual work plan of inspection surveillances, regular inspections and auditing have been conducted in public authorities and legal persons in Bosnia and Herzegovina. A total of 17 inspections have been performed, 12 of them were regular inspections, one auditing and four extraordinary inspections.

4.2.1. Regular inspections
In accordance with monthly work plans the regular inspections have been performed at following controllers:

· Ministry of Defense of Bosnia and Herzegovina,

· Ministry of Justice of Bosnia and Herzegovina,

· Ministry of Foreign Trade and Economic Relations of Bosnia and Herzegovina,

· Central Election Commission of Bosnia and Herzegovina,

· Ministry of Communications and Transport of Bosnia and Herzegovina,

· Indirect Taxation Authority of Bosnia and Herzegovina,

· High Judicial and Prosecutorial Council of Bosnia and Herzegovina 

· Service for Common Affairs of the Institutions of Bosnia and Herzegovina,

· University Clinical Hospital Mostar

· Clinical Centre of Sarajevo University,

· Clinical Centre of Banja Luka,

· Clinical Centre of medical school East Sarajevo.

Inspections of controllers have identified the deficiencies related to failure to meet the obligations under the Law and other laws that are required to apply to the personal data processing. In order to eliminate deficiencies, decisions ordering controllers the following administrative measures have been adopted:

· to adopt regulation in order to implement the Law,

· to adopt data safety plan,

· to establish and maintain the records on personal data collections in accordance with the Law,

· to maintain the records in accordance with the regulations related to their competence,

· to adopt decision containing processing rules and to establish and maintain personal data collection on video-surveillance with record,

· to establish and maintain a special record on personal data given to the user of personal data for use and the purpose for which personal data are given,
· termination of the personal data processing on the official website,
· termination of the personal data processing by video surveillance.
For four controllers of Health Sector decisions have not been made. These are controllers processing special categories of personal data and this is new area for the employees of the Agency, so it is necessary to perform comprehensive analysis of the regulation in the Health Sector area and consider the international standards for personal data protection of the area.

One of the controllers has appealed to the Agency to the inspectors’ decision on ordered administrative measures. It was an appeal of the Central Election Commission of Bosnia and Herzegovina, which referred to ordered administrative measure on termination of personal data processing by disclosing scanned statement on property status of candidates and elected members of government at the official website www.izbori.ba. The appeal was rejected as unfounded and the controller has instituted administrative dispute.
4.2.2. Audit inspections
Audit inspection has been conducted to the controller “LRC engineering“ LTD., Sarajevo. Audit inspection was scheduled in monthly plan for December 27, 2010 but it was delayed due to objective reasons for February 17, 2011.

It was determined by audit inspection that “LRC engineering“ has established and that maintains records on collection of personal data according to the Law and maintains the records on employees in accordance to the Law on Records in the Field of Labor. Also, it was noted that at the time of inspection the existence of data on natural persons in the records “database of natural and legal persons on credit and non-credit indebtedness” has not been determined and its copies has not been destroyed but kept in safe in the bank.
4.2.3. Extraordinary inspection surveillance
Four extraordinary inspections have been performed, two of them under the complaint procedure of data subject and two ex officio at the following controllers:

· Ministry of the Interior of Republic of Srpska –Public Security Centre Trebinje,

· Primary school “St. Sava“ East New Sarajevo,

· Ministry of Justice of Federation of Bosnia and Herzegovina,

· “DM drugstore“ LTD. Sarajevo.

· MUP-a RS - CJB Trebinje,

Extraordinary inspection has identified the deficiencies regarding personal data processing and inefficiency of operational records and submission of the data to the other controller Intelligence and Security Agency of Bosnia and Herzegovina, illegal collecting of certificates on criminal record in application procedures for admission to employment i.e. appointment of experts in Federation of Bosnia and Herzegovina and processing of bank card personal data. In order to eliminate deficiencies, decisions ordering controllers the following administrative measures have been adopted:

· updating of operational records and prohibition of data submission from the operational
· records;
· destroying of certificates on criminal record collected in application procedures for admission to employment;

· destroying of certificates on criminal record collected for admission to employment for appointment of experts in Federation of Bosnia and Herzegovina;
· imposed penalties and misdemeanor warrant issued.
After extraordinary inspection performed decision has not been made for one controller because irregularities have not been determined, of which the opinion has been made and submitted to the applicant. 

One of the controllers has appealed to the Agency to the inspectors’ decision on ordered administrative measures. It was an appeal of the It is about complaint of the Ministry of  Defense of Federation of Bosnia and Herzegovina related to ordered administrative measures on destroying of criminal record certificates collected for admission to employment regarding to appointment of experts in Federation of Bosnia and Herzegovina because those certificates were illegally collected from the candidates. The appeal was rejected as unfounded.

4.2.4. Monitoring of execution of ordered administrative measures 
There were 14 appointments held related to execution of ordered administrative measures with the representatives of following controllers: Ministry of Civil Affairs of Bosnia and Herzegovina, Border Police of Bosnia and Herzegovina, Social Centre of East Ilidza, Ministry of Security of Bosnia and Herzegovina, Ministry of Finance and Treasury of Bosnia and Herzegovina, Coloseum–Club Sarajevo, Ministry of Foreign Affairs of Bosnia and Herzegovina, Sparkasse bank  (joint-stock company) Sarajevo, Ministry of the Interior of Canton Sarajevo and Central Election Commission of Bosnia and Herzegovina.

At 20 controllers 26 submitted documents on execution of ordered administrative measures, submitted records on collection of data protection and in some cases on safety plans of personal data and Rules on the Law implementation have been analyzed. Controllers have been notified of deficiencies in written form and by phone. The analyze has been performed at following controllers: Agency for identification documents, records and data exchange in Bosnia and Herzegovina, Ministry of the Interior of HNC, Ministry of the Interior of Canton Sarajevo Sarajevo insurance (joint-stock company), Ministry of the Interior of  USC, Sparkasse bank (joint-stock company), Police of District Brcko of Bosnia and Herzegovina, Service for Foreigners’ Affairs in Bosnia and Herzegovina, Border Police of Bosnia and Herzegovina, Public Institution “Cantonal centre for social work” Sarajevo, Ministry of Security of Bosnia and Herzegovina, State Agency for Investigation and Protection Agency of Bosnia and Herzegovina (SIPA) , Ministry of Civil Affairs of Bosnia and Herzegovina, Ministry of the Interior of Canton 10, High Judicial and Prosecutorial Council of Bosnia and Herzegovina, Ministry of the Interior ZDC, Ministry of the Interior  ZC Ljubuski, Ministry of the Interior PC Orasje and Ministry of Finance and Treasury of Bosnia and Herzegovina.

Four controllers’ requests for extension of the deadline for execution of ordered administrative measures have been complied.

In this part we point out the activities taken to Ministry of Security of Bosnia and Herzegovina regarding to non-accomplished ordered administrative measure “Termination of personal data processing in the records of fingerprints (AFIS)“. In this respect, two appointments have been held with the representatives of the Ministry where we emphasized the significance of the records. Having regard to this special personal data category and that these are police data that the Ministry does not have legal bases to process and it is not possible to have one having regard that it is not a police body, it is suggested for AFIS as the electronic record to be displaced to one of the police body of Bosnia and Herzegovina or to handover it to the body for using.

The Agency has submitted to the Ministry two letters of the same content emphasizing that the Agency has restrained from blocking these data and undertaking other measures within its competence taking into account the great significance of the records of fingerprints for all police bodies in Bosnia and Herzegovina. Ministry of Security of Bosnia and Herzegovina notified the Agency by their letter since December 21that it is “a misunderstanding that arose because the complexity of the system AFIS“. Further, they pointed out they owned the AFIS system, that they organize a proper technical management and administration of AFIS, perform monitoring and surveillance of the system work by services and logs, maintain communication with the manufacturer of the system SAFRAN – ORPHO and enable its functioning. Further, they emphasize that they have no insight into the content of such records or access to it. They concluded that those actions have no the character of the data processing and suggested to the Agency to perform re-inspection on this issue in order to resolve any caused confusion. 

Agency will perform re-inspection in order to verify the statements of the Ministry.

Comparative data for 2009 – 2011

	INSPECTION

	
	2009
	2010
	2011

	 Inspection surveillances in total 
	21
	40
	17

	Regular
	21
	15
	12

	Audit
	0
	21
	1

	Extraordinary
	0
	4
	4

	Complaints to the decision if inspectors
	3
	3
	2
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Although the supervisory activity of the Agency was the responsibility of inspectors in public sector a great part of that action was related to monitoring the execution of administrative measures in the police bodies. Police sector has priority in surveillance competences of the Agency consisted of expert consultation in reporting period during the in drafting by-laws by police sector, so as in analyzing of submitted notification on personal data collection and giving expert opinions regarding execution of the ordered administrative measures in prior period. The importance of fulfilling obligations with regard to personal data protection has been emphasized on each occasion, in particular that it is a precondition for data exchange according to the Convention on Police Cooperation between Southeastern European countries ratified by Bosnia and Herzegovina. What is the importance of protecting personal data derives from the European Commission Report on the progress of Bosnia and Herzegovina, as previously stated. Smaller number of inspections is a result of increasing number of ex officio complaint procedures and the long absence on sick leave for employees who deal with these affairs.

4.3. Punishments
The Agency has undertaken a series of activities and created formal and technical assumptions for punishment. During the reporting period one misdemeanor warrant has been issued to Minister of Justice in Federation of Bosnia and Herzegovina as the responsible person because of admission to employment regarding to appointment of experts in Federation of Bosnia and Herzegovina announced by Ministry of Justice Federation of Bosnia and Herzegovina which require delivering of certificates on criminal record with application. As the Law on Criminal Procedure of Federation of Bosnia and Herzegovina provides nobody has the right to ask the citizen to submit evidence of his\her conviction, so Minister of Justice in Federation of Bosnia and Herzegovina acted contrary to Article 227 Paragraph (4) of the Law on Criminal Procedure of Federation of Bosnia and Herzegovina. According to the above he is responsible for committing offenses according to Article 9 of the Law, and it is punishable according to Article 48 Paragraph (2) of the Law for illegal processing of data criminal record data belonging to special category of personal data. The misdemeanor warrant has not been realized because the defendant requested the court decision.

It is expected an increasing number of court proceedings in the future which will ensure the efficiency of the Law.

4.4.  Complaints
The procedures for complaints are another important instrument of the Agency. Every person has the right to file a complaint to the Agency when finds out or suspects that his personal data have been unlawfully processed. In accordance with the Rules on the Complaints Procedure upon the complaints of data subjects to Personal Data Protection Agency in Bosnia and Herzegovina (“Official Gazette” No. 51/09), the Agency has processed 29 cases on complaints of the data subjects.

Complaints have been submitted against the following controllers:

· Ministry of Interior of Federation of Bosnia and Herzegovina;

· Representing Society in insurance company “Kasko team“ LTD. Sarajevo;

· Ministry of Interior of Republic of Srpska – Public Security Centre Bijeljina- Public Security Station Zvornik;

· Ministry of Interior of Canton Sarajevo; (3)

· Institute for Pension and Disability Insurance
· Ministry for Issues of Veterans and Disabled Veterans of the Liberation War of Federation of Bosnia and Herzegovina - Group on record issues in the field of military service for the municipality Ilidza, Novo Sarajevo and Vogosca;

· Ministry of Foreign Affairs of Bosnia and Herzegovina;

· Ministry of Interior of Republic of Srpska - Public Security Centre Trebinje;

· Ministry of Interior of Republic of Srpska Gornji Vakuf - Uskoplje;

· Ministry of Interior of Republic of Srpska – Public Security Centre Bijeljina- Public Security Station Bratunac and Ministry if Interior Hadzici;

· Raiffeisen bank Sarajevo;

· Public Company “Television of Sarajevo Canton“;

· Public Company “Work” Bratunac;

· “Transport“ (joint-stock company) Banja Luka;

· Police Department Konjic;

· Cantonal public utility company “ City traffic “ LTD. Sarajevo;

· Border Police of Bosnia and Herzegovina;

· Primary school “St. Sava“ East Novo Sarajevo;

· Police Department Gorazde;

· Public Institution “The First High School“ Cazin;

· Ministry of Physical Planning Sarajevo;

· Portal “Public.ba“;

· Public Institution “Sarajevo art“ Sarajevo;

· Cazin Municipality;

· ISO-Independent System Operator in Bosnia and Herzegovina;

· Buzim Municipality;

· “Tehnomobil“ LTD. Sarajevo;

· Motorways Public Company of Federation of Bosnia and Herzegovina – Mostar;

· High school Dobrinja- Sarajevo Canton;

· “EUROPRONET BOSNIA“ LTD. Sarajevo;

· NLB Development Bank –Banja Luka;

· “Coloseum Club” –Sarajevo;

· Centre for Social Work of Sarajevo Canton;

In order to better understanding of reasons for submission of complaints and adopted decisions all complaints are selected in several groups summarized for purposes of this report. Thirty five complaints of personal data subjects have been filled in the reporting period on suspicion of a violation of privacy rights in regard to the processing of their personal data by controllers.
The largest number of complaints related to illegal request for certificate on criminal record, certificate of no criminal record for economic crime, certificate on no criminal proceedings, certificate on no misdemeanor  procedure with the application of competition for admission to employment and attaching a health certificate namely against the following controllers: Public Company “Television of Sarajevo Canton“, Cantonal public utility company “City traffic“ LTD. Sarajevo, Primary school “St. Sava“ East Novo Sarajevo, Public Institution “The First High School“ Cazin, Ministry of Physical Planning - Sarajevo, Public Institution “Sarajevo art“ Sarajevo, Municipality Cazin, ISO-Independent System Operator in Bosnia and Herzegovina, Municipality Buzim, Motorways Public Company of Federation of Bosnia and Herzegovina–Mostar, High school Dobrinja- Sarajevo Canton.

The Agency has made decisions for four controllers determining a prohibition of collection of certificate on criminal records through the employment procedure and it is ordered to destruct all certificate on criminal records obtained in such way. In one case, complaint has been partially accepted in a part related to submission of certificate on criminal records with the application, but in the part related to certificate on no criminal proceedings, complaint was rejected as unfounded. In two cases conclusions rejecting the complaint as unfounded have been drawn or the complaint is rejected because of the submission of those certificates was not required in the application procedure and because the applicant was not participant in the procedure.

In one case, the Agency has given its opinion on complaint of personal data subject with regard to submission of certificate on criminal record requested in “Repeated public tender for appointment of candidate for head position and positions of members of Assemblies of Cantonal public utility Companies“, published in newspapers “Dnevni avaz“ and “Oslobođenje“. Ministry of Physical Planning of Sarajevo Canton is the controller against which the complaint has been submitted. The Agency pointed out its opinion that Ministry of Physical Planning of Sarajevo Canton as the personal data controller should submit certificate on criminal record ex officio if there is a legal basis for that.

The second group contains complaints related to personal data processing by keeping operational records and giving data from them during the security audits for issuing permission to access to classified information. Namely, personal data subjects have submitted complaint against controllers Ministry of Interior Sarajevo Canton and Ministry of Interior of Republic of Srpska related to illegal giving of data of the operational police records. The Agency made decision and ordered to the controllers to refrain from the unlawful personal data processing of the complainants and to block and destroy their data in operational records. Data in operational records has no significance for security audit because that kind of data is only used for police purposes. The fact that some person is kept in operational police records may not have any harmful effects on the person in security audits. None of the controllers has not instituted administrative dispute but notified the Agency of the ordered measures.

The third group contains complaints of employees of Ministry of Defense of Bosnia and Herzegovina against Ministry of Interior of  Bosansko-podrinjski Gorazde Canton and Ministry of Interior Hercegovacko-neretvanska province/Mostar Canton. During the security audits for issuing of permission to access to information classified by »SECRET«, these ministries of Interior have submitted data of criminal record of complainants to the Intelligence and Security Agency of Bosnia and Herzegovina (hereinafter: ISA) contrary to the provision of the Law. Namely, the above mentioned controllers have submitted data from criminal records which are not of security concern because the legal consequences of conviction of complainants have ceased. The Agency has made decision ordering to the controllers to refrain from the unlawful personal data processing of the complainants and to block and destroy their data in operational records. In the mentioned cases the controllers also acted in accordance with ordered measures and informed the Agency of that.
Three complaints have been submitted against Ministry of Interior of  Sarajevo Canton, Institute   for Pension and Disability Insurance of Federation of Bosnia and Herzegovina and Group for Issues of Veterans and Disabled Veterans of the Liberation War (hereinafter: the Group), which have illegally processed data of complainants by issuing certificate on special probation in order to retire the complainant. Certificate on special probation could be issued only to data subject. Data subject right is to dispose of special probation and decide whether he will enter it to the insurance probation or not.

Agency has made decision prohibiting Ministry of Interior of  Sarajevo Canton to obtain and process personal data of the complainants without their consent; Institute for Pension and Disability Insurance of Federation of Bosnia and Herzegovina has been ordered to destroy personal data of complainants relating to special probation which was illegally obtained; Group for Issues of Veterans and Disabled Veterans of Novo Sarajevo and Vogosca was warned to restrain of illegal processing of personal data of complainants.

Complaint has also been submitted against Ministry of Interior of Republic of Srpska Public Security Centre Bijeljina- Public Security Station Zvornik due to not issuing of passport to the data subject because his personal identification number (which is correct and on the base of which a passport was earlier issued) is not entered in Birth Register and Register of citizens due to failure of the competent registry offices. It is ordered by decision that Public Security Station Zvornik should institute the procedure of entering personal identification number at competent Register institution in Tuzla and Banovici in order to complete and record it in Birth Register in Tuzla and in Register of citizens in Banovici, so the record could be authentic and correct and to issue a passport on base of the updated record.

As a special group of complaints referred complaints which have been partially respected and they have been submitted against the following controllers: Ministry of Interior of Sarajevo Canton, “Transport“(joint-stock company) Banja Luka and Border Police of Bosnia and Herzegovina. Submitted complaints were related to failure to updating of personal data so incorrect data were used in administrative procedure instituted against complainant and it has been ordered to the controller to update these data. One complaint was related to using of surveillance by controller, so the Agency made decision and refused a part of the complaint related to data processing through surveillance. It has been determined that surveillance data processing  have not brought to the violation of privacy right because the employees were informed of that and it is performed in order to protection of the property of the company. The Agency has ordered to the controller to establish and maintain records on collections of personal data in accordance with the Law on Personal Data Protection and to submit to the Agency data from Record, as well as to adopt the Data Security Plan determining technical and organizational measures for safety of personal data.

One complaint from this group has related to illegal submission of personal data to the third party. Agency has made decision determining that the controller has had legal basis to process personal data of the complainants, but without his consent he could not submit data to the third party.
The next group containing complaints submitted against Ministry of Interior of Federation of Bosnia and Herzegovina and “EuroproNET“ LTD. Sarajevo and they have been rejected as unfounded. In the first case the complaint has been submitted because of the way of submission of payment list, and the other one because of submission of personal data of the users that have not met their obligations to the controller who have, on the base of account contract, submitted data to the processor only for the purpose of collection of outstanding claims. It was determined by conducted procedure that controllers process personal data in accordance with the Law determining their competency which is complied with the principle of fairness and legality prescribed by Law.

The complaint filed to the Agency against the Ministry of Security of Bosnia and Herzegovina has been adopted and the Ministry was warned that it is obliged to act in accordance with the Law on Movement and Stay of Aliens and Asylum.

Web portal www.javno.ba has performed processing of personal data of the complainants by publishing decision on Disability Insurance and special probation, so the Agency requested complainants to complete the complaint in the context of person identification, i.e. public body responsible for submission of information to the Web portal because the processing of personal data for journalistic purposes is not subjected to the provisions of the Law except the provisions on safety and confidentiality so as the damage responsibility. 

The Agency has sent a notification on incompetence to two complainants having regard that complaint did not contain the elements of violation to the privacy rights regarding to personal data processing. Namely, it was about the procedure of issuing identification card and keeping data on residence record of the citizens of Bosnia and Herzegovina.

The Agency has made the conclusion and terminate complaint procedure in four cases: Ministry of Foreign Affairs of Bosnia and Herzegovina, Public Institution “Sarajevo art“ Sarajevo, “Coloseum Club“ LTD. Sarajevo and “Centre for social work“. Complaints submitted against the following controllers are in proceeding: Cazin Municipality, High school Dobrinja, Motorways Public Company of Federation of Bosnia and Herzegovina, “Tehnomobil“ LTD. Sarajevo and NLB Development Bank Banja Luka.

Comparative data 2009 – 2011

	COMPLAINTS

	
	2009
	2010
	2011

	Complaints in total
	7
	29
	35

	Decisions
	7
	17
	23

	Opinions
	0
	7
	1

	Consigned subjects
	0
	1
	0

	Incomplete subjects
	0
	3
	1

	Conclusion
	0
	0
	4

	Incompetence
	0
	0
	2

	Subjects in proceeding
	0
	1
	5


Note: one complaint is left from 2010 and decision was made in 2011.

[image: image3.png]Scope of the compliants in 2011

14%
0% 3%3% °

64%

11%

5%

m Decisions

® Opinions
 Incomplete subjects

m Consigned subjects

u Subjects in proceeding
u Conclusion

u Competences





4.5. The Procedures of the Agency ex officio

Any cognition that there was unlawful processing of personal data is the obligation for the Agency to institute a proceeding ex officio. In this regard, during the reporting period the Agency has instituted and implemented 34 proceedings ex officio determining the legitimacy of data processing at the following controllers:

· Ministry of Education, Science, Culture and Sport of Zupanija Posavska,

· ELTA – MT LTD. Tuzla,

· TXTV LTD. Tuzla,

· Ministry of Defense of Bosnia and Herzegovina,

· Association of Independent Taxi driver “Sarajevo taxi“, Karate Federation of Bosnia and Herzegovina,

· Civil Service Agency of Federation of Bosnia and Herzegovina

· Ministry of Security of Bosnia and Herzegovina,

· Ministry of Interior of Republic of Srpska,

· BH Telecom (joint-stock company) Sarajevo,

· “Telecommunication of Republic of Srpska“(joint-stock company) Banja Luka,

· Public Company “Croatia Telecommunication“(joint-stock company) Mostar,

· Citizens Association of BiH Automobile Club “BIHAMK”, Sarajevo,

· Public Institution Secondary Chemical Schools Tuzla,

· Primary school “Musa Cazim Catic“ Zelinja Donja, Gradacac

· Public Institution Secondary Electrical Schools Mostar,

· Bihac University

· BOBAR Insurance (joint-stock company) Banja Luka,

· Konzuma (joint-stock company) Sarajevo,

· “DM drugstore market“ LTD. Sarajevo,

· Basic Court Brcko District of  Bosnia and Herzegovina,

· Public Company “Olympic pool Otoka“ LTD. Sarajevo,

· “Mtel“(joint-stock company) Banja Luka,

· Ministry of Interior of Central Bosnia Canton

· State Agency for Investigation and Protection Agency of Bosnia and Herzegovina,

· Canton Chamber of Commerce,

· Treasury of Zenica – Doboj Canton,

· Sarajevo University,

· Ministry of Labour, Social Affairs and the return of Tuzla Canton,

· Council of Ministers of Bosnia and Herzegovina,

· “Tus trade“ LTD. Bihac,

· Internet portal www.intermezzo.ba,

· Public Institution Primary School “Bristovi“ Bugojno,

· The Department of Veterans’ Affairs of Sarajevo Canton  and

· Basic Court Banja Luka.

The largest number of cases processed by Agency ex officio was related to the processing of personal identification number, ID card, or photocopies of identification cards, publication of personal data on the Internet, issuing certificates on criminal records and health in employment procedure.

In relation to these procedures, we would extract proceeding brought against the Municipal Court of Brcko District of Bosnia and Herzegovina (hereinafter: BD BiH), in relation to processing of personal data of authorized bodies for representing in decision on registration of businesses, so as the publishing of these decisions on the Internet website of Official Gazette of BD BiH.

In accordance with the Law on registration of businesses of BD BiH, Municipal Court of Brcko publishes the decision on registration of businesses in the electronic edition of the Official Gazette. Decisions on registration contain personal identification number, ID card number or passport number and the address of residence which is contrary to the Law on Registration of Businesses in Bosnia and Herzegovina. The same Law prescribes what the mandatory public information for businesses are and that the decisions on registration should contain only the name and surname of the person authorized for representing. Publication of these solutions on the website of the Official Gazette of Bosnia and Herzegovina is unlawful personal data processing as these data are continuously available to an unlimited number of persons. The Basic Court of BD has been prohibited to process personal data in decisions on registration of businesses.

Having regard that it is about the situation and the way of treatment which is the same in all registration courts in Bosnia and Herzegovina due the laws, starting with the Frame Law on Registration, are complied at both state and entity level, so as the same information system publishing decisions on registrations is available to everyone, we tried to make this case example to the others in establishing practice in accordance with relevant Law. In this respect we have sent a letter to entity ministries of Justice which shall, in accordance with its competency, submit the Agency’s opinion on the processing of personal data on personal identification number, ID card number or passport number and the address of residence in decisions is unlawful to all registration courts in their area.
Comparative data 2009-2011
	PROCEDURES EX OFFICIO

	
	2009
	2010
	2011

	Procedures by ex officio in total
	3
	6
	35
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4.6. Administrative disputes
Six administrative disputes brought against final decisions of the Agency were finalized in the reporting period.

Decisions of the Agency were confirmed by judgments of the Court of Bosnia and Herzegovina and the complaint of the following controllers dismissed: Public Institution “Heating“ Zenica,  Public Institution “Water and Sewer “ LTD. Zenica and two legal persons.

Decisions of the Agency that the controllers have no legal basis for processing personal identification number for the purpose of conclusion of a contract for the providing utility services were also confirmed by judgments of the Court of Bosnia and Herzegovina. Personal identification number processing is legitimate if there is a regulation establishing the right to process personal identification number in accordance with Article 18 Paragraph (2) of the Law on Personal Identification Number. Decisions of the Agency dismissing the complaints of legal persons were also confirmed by judgments of the Court of Bosnia and Herzegovina.

It is confirmed in one case that the data on birth place in excerpt of Birth Register and in Register Book is the same and there was no violation of privacy rights of the complainant.

In the other case it is confirmed that there was no violation of privacy rights of the complainant in the case of access, downloading, copying and distribution of personal documents in the application procedure for the appointment of school Director.
Two administrative disputes against the final decision of the Agency instituted by the “LRC Engineering” and one natural person are pending before the Court of Bosnia and Herzegovina.
“LRC engineering“ LTD. Sarajevo has instituted administrative dispute against the decisions of the Agency  ordering the termination of personal data processing in Records of LRC data base on credit and non-credit indebtedness of natural and legal persons which has been processed without compliance of data subject and to destroy it or obtain compliance of data subject with purpose of maintaining the records and the giving personal data to the users to be in accordance with Article 17 of the Law. We note that the response to the claim was submitted to the Court of Bosnia and Herzegovina in 2010. 
According to the suit of the natural person submitted against the Agency in order to abolish the final administrative decision stating that the complaint of the claim was denied as ungrounded by Public Institution Mixed Secondary School because of the misusing of personal data, response to the claim was prepared and submitted to the Court of Bosnia and Herzegovina in January 1, 2011.

The claim of Central Election Commission of Bosnia and Herzegovina and the claim of Maglaj municipality have been confirmed by judgments of the Court of Bosnia and Herzegovina and the decisions of the Agency were abolished. The Agency has submitted two requests for reconsidering of the final court decisions confirming the claim for instituting the administrative dispute and abolishing the decision of the Agency to the Appellate Department of the Court of Bosnia and Herzegovina.

a) In administrative dispute instituted in 2010 by Maglaj municipality against the decision of the Agency adopting the compliant of the personal data subject because there was no valid legal basis for submission of the excerpts from the Register of Marriage to the interested party, in order to institute the executive procedure. The Court of Bosnia and Herzegovina made decision abolishing the decision of the Agency. The Agency has submitted the request for reconsideration of the final court decision. The request has been submitted because of the violation of the procedure rules and violation of the Law of Bosnia and Herzegovina. Although the violation of the procedure rules is very significant, we are not going to explain it for the purpose of this Report. The Agency considers that the judgment of the Court of Bosnia and Herzegovina caused the violation of the provision of the Law on Personal Data Protection, the Law on Executive Procedure of Federation of Bosnia and Herzegovina, the Law on Free Access to Information in Federation of Bosnia and Herzegovina and the Regulation on Registers. Namely, the Agency has determined by its decision, and pointed it out in the request for reconsidering, that Maglaj municipality acted contrary to the principle of the personal data processing prescribing that the controller shall be required to process personal data fairly and lawfully and not to process data collected for special, explicit and lawful purposes in no manner contrary to the specified purpose.

Contrary to the decision of the Agency the Court of Bosnia and Herzegovina argued that Maglaj municipality acted in accordance with Regulation on Registers and issued the excerpts from Register of Marriage to the interested party. But, the Regulation does not clearly define who is considered as interested party and the Agency, having regard to the fact that personal data of the complainant will be used in the executive procedure, stated that “interested party” in the case considered could only be competent court and made decision ordering to the Maglaj municipality to restrain from illegal issuing of the excerpts from the Registers. 

Considering that it is unacceptable that the data in the Registers are disposed in the way that the excerpts can be issued to everyone and to violate the privacy of the data subject, without establishing a legal interest, which definitely would be possible by such decision to the widest range of natural and legal persons, the Agency has submitted the request for reconsidering referring to the above.

b) The second administrative dispute has been instituted by Central Election Commission of Bosnia and Herzegovina on which we featured in section 3.5 of the Report.

Review of the finalized administrative disputes against the decisions of the Agency in 2011

	Number
	Plaintiff
	Decision of the Court

	1. 
	Public Institution “Heating“ Zenica
	Claim denied

	2. 
	Natural person
	Claim denied.

	3. 
	Natural person
	Claim denied.

	4. 
	“Water and Sewer “ LTD. Zenica
	Claim denied.

	5. 
	Maglaj Municipality
	Claim accepted; lodged an extraordinary remedy

	6. 
	Central Election Commission (CIK)
	Claim accepted; lodged an extraordinary remedy


Comparative data for 2009 – 2011

	DISPUTES

	
	2009
	2010
	2011

	Disputes in total
	3
	5
	1

	Dispute instituted by controller
	2
	3
	1

	Dispute instituted by natural person
	1
	1
	0

	Dispute instituted by interested entity
	0
	1
	0
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4.7. Opinions
The Agency has given three opinions on draft laws as follows:

· Draft Law on Amendments to the Law on Movement and Stay of Aliens and Asylum, proposed by the Ministry of Security of Bosnia and Herzegovina;

· Draft Law on International Legal Aid in Criminal Issues proposed by the Ministry of Justice;

· Draft Law amending the Law on Civil Service in Institutions of Bosnia and Herzegovina submitted by the House of Representatives of Parliamentary Assembly of Bosnia and Herzegovina.
Opinion on Draft Law on Movement and Stay of Aliens and Asylum, among other things, contains suggestion of necessary application of EU standards in Article 103 prescribing processing of biometric data of aliens. Since Article 13 of Regulation of EC on establishing a Community Code on Visas prescribing the collection of biometric identifiers of applicants which include photo and ten finger prints so the opinion was given for compliance of Article 103 with the regulation, and deletion of provisions that would be obligatory for taking signatures of the aliens.

Opinion on Draft Law on International Legal Aid in criminal issues, among other things, contains  an objection regard to introduction of provisions in the law upon which the Ministry of Justice will directly submit the letter of request to the foreign judicial authority, which includes a request for information about the physical and legal persons, to the Agency for Identification Documents, Registers and Data Exchange of Bosnia and Herzegovina (IDDEEA) and other public bodies which own and keep databases relating to natural and legal persons. This is a way to circumvent the relevant judicial and other state agencies. Submission of the request to competent national judicial authority is the best guarantee of personal data protection precisely because the courts apply the relevant legal regulations acting upon the request of the request letter, such as the Law on Criminal Procedure.
Regarding opinions on the Draft Law amending the Law on Civil Service in the Institutions of Bosnia and Herzegovina we would like to emphasize an objection regard to provision establishing information system for Human Resource Management which, according to provision suggested, would not fall under the Law on Personal Data Protection so the Agency would not have control over the legitimacy of data processing in the specified system. This is contrary to the Constitution of Bosnia and Herzegovina so as to assumed international obligations of Bosnia and Herzegovina. A special dimension to this case gives the fact that the Agency has previously prohibited the processing of personal data in such way to the Civil Service Agency of Bosnia and Herzegovina. Again, it should be careful in the adoption of laws regulating the processing of personal data for each of these solutions can be subject to assessment national and international institutions.

Besides, the Agency has processed 114 items at requirements for giving opinions on personal data protection by public authorities and legal and natural persons. 44 expert opinions have been issued to the public authorities, 19 to the legal persons and 51 expert opinions to the natural persons. The Agency has given the largest number of opinions regarding to following issues related to personal data processing:
· the term of personal data and legal basis for personal data processing,

· giving of personal data to the user and transmission of personal data abroad,

· processing of personal identification number,

· personal data processing in executive and criminal procedure,

· processing of personal data from criminal records and issuing of certificate on criminal records, certificate on no criminal proceeding and certificate on no economic crime proceeding.

· using of copies of personal documents in different proceedings (identification card, passport, and residence registration),

· processing of biometric data as a special category of personal data,

· disclosure of personal data on the official websites,

· disclosure of personal data of users of utilities and co-owners of a residential building on the notice boards,

· personal data processing in journalistic purposes.

All requests for giving opinions of the Agency have been referred to meaning of basic principles on data processing prescribed by the Law and related to that also referred to the way of their use in particular cases. In the reporting period, a large number of requests have been related to giving opinion regarding dealing with requests for transferring data to the third party.
Comparative data for 2009 – 2011

	EXPERT OPINIONS


	
	2009
	2010
	2011

	Expert opinions in total
	22
	89
	117

	For public bodies
	14
	47
	44

	For legal persons
	6
	14
	19

	For natural persons
	2
	28
	51

	Opinion on Draft Law
	0
	0
	3
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4.8. Central Registry
The Agency established the Central Registry and it is one of its legal obligations. Central registry is electronic records on basic data on collections maintained by controllers and its aim is to inform data subjects of what type of personal data controllers can collect and process. The Agency consolidates and discloses this information and creates Central Registry.

Also, Central Registry provides a possibility for the Agency for overview and analysis of what types of data are contained in controllers’ collections of personal data in particular area.
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Registration of the controllers is the obligation of controller to submit a notification on intended establishment of the personal data collection with information on personal data collection according to Article 13 of the Law (“Official Gazette” of Bosnia and Herzegovina No. 49/06 and 76/11) to the Agency before establishing of personal data collection. The way of fulfillment of this obligation is prescribed by Regulation on the manner and form of maintaining the records of personal data collection (“Official Gazette“ of Bosnia and Herzegovina No. 52/09).

31 controllers in total submitted to the Agency records on personal data collections, and 12 of them are public bodies that registered personal data collections, and 19 legal persons submitted notifications on intended establishment of the personal data collection.
Public bodies that registered their personal data collection by submission of records are the following: Ministry of Civil Affairs of Bosnia and Herzegovina, Ministry of Finance and Treasury of Bosnia and Herzegovina, Border Police of  Bosnia and Herzegovina, Service for Foreigners’ Affairs in Bosnia and Herzegovina, Public institution “Cantonal centre for Social Work” Sarajevo, Centre for Social Work – East Ilidza, High Judicial and Prosecutorial Council of Bosnia and Herzegovina, Civil Service Agency of Bosnia and Herzegovina, Ministry of Security of Bosnia and Herzegovina, Ministry of Defense of Bosnia and Herzegovina, State Agency for Investigation and Protection Agency of Bosnia and Herzegovina and Police of Brcko District of Bosnia and Herzegovina.
Legal persons that submitted a notification on intended establishment of the personal data collection are: Sparkasse Bank (joint-stock company), MKF EKI Sarajevo, American Councils for International Education, GlaxoSmithKline LTD. Sarajevo, GlaxoSmithKline Branch in u Bosnia and Herzegovina, Sarajevo insurance (joint-stock company) Sarajevo, Grand Car LTD. Tuzla, HIT Coloseum LTD.  Sarajevo, Car Centre Boras LTD. Mostar, “Avon Cosmetics BiH“ LTD. Sarajevo, New Nordisk Pharma LTD. Sarajevo, Centre for Financial and Credit Counseling Centre Tuzla, HBO Czech Republic, Hypo Alpe Adria Bank (joint-stock company) Banja Luka, Balkan Investment Bank (joint-stock company)  Banja Luka, Ericsson LTD. Sarajevo, Volks Bank BH (joint-stock company) Sarajevo, AstraZeneca B-H LTD. Sarajevo and “DM drug store market“ LTD. Sarajevo.

19 controllers and 205 personal data collection were registered as follows:
	· Service for Foreigners’ Affairs in Bosnia and Herzegovina
	20 personal data collections

	· Ministry of Civil Affairs of Bosnia and Herzegovina
	  4 personal data collections

	· Ministry of the Interior of Sarjevo Canton
	58 personal data collections

	· Ministry of Foreign Affairs of Bosnia and Herzegovina
	  8 personal data collections

	· Ministry of Finance and Treasury of Bosnia and Herzegovina
	  2 personal data collections

	· Border Police of  Bosnia and Herzegovina
	20 personal data collections

	· Public institution “Cantonal Centre for Social Work” Sarajevo
	  9 personal data collections

	· Centre for social work – East Ilidza
	10 personal data collections

	· High Judicial and Prosecutorial Council of Bosnia and Herzegovina
· Ministry of the Interior of USC
	10 personal data collections
42 personal data collections

	· Sparkasse Bank (joint-stock company)
	  6 personal data collections

	· MKF EKI Sarajevo
	  1 personal data collection

	· American Councils for International Education
	  1 personal data collection

	· GlaxoSmithKline LTD. Sarajevo
	  1 personal data collection

	· GlaxoSmithKline Branch Sarajevo
	  1 personal data collection

	· Sarajevo – insurance (joint-stock company) Sarajevo
	  8 personal data collections

	· Grand Car LTD.Tuzla
	  1 personal data collection

	· HIT Coloseum LTD.Sarajevo
	  2 personal data collections

	· Car Centre Boras LTD. Mostar

	  1 personal data collection


Registration of the controllers does not mean that personal data processing they performing is legal, but that the obligations that they are obliged to are fulfilled in accordance with the Law regarding registration of information from the records on personal data collection. The registration does not exclude the possibility that the Agency, based on the complaint of personal data subject, verify legality of processing personal data through inspection or ex officio.

Since its establishment, the Central Registry entered 36 controllers and 268 personal data collections. In order to increase the number of registered controllers the invitation has been sent to all controllers to submit personal data collection they maintain to the Agency through its official web site.
4.8. Information system
Activities on developing the information system of the Agency were continued and the most significant activities have been related to the installation of new hardware and system software, setting up file servers and development of internal database.

In order to develop the information system of the Agency during 2011 four blade servers were acquired and installed and Microsoft SQL Server data base. All technical preconditions for further development of information system or establishment i.e. file server and internal database were obtained by the reinstallation.
File server enables employees to record copies of documents generated in the work on server disk space and thereby make them available to other users. This facilitates the work of employees in the Agency which was the aim of setting up the file servers. For the purpose of establishing a file server on the server of the Agency the operating system Windows Server 2008 has been installed and necessary adjustments of networks were made. Proposal of the logical functioning structure so as the proposal of the right of access to all the employees in the Agency have been prepared. On this basis user groups were created and users were added to the server. Besides, User Guide has been made and forwarded to all the employees.

During 2011 development of internal database has been initiated. The aim of establishing of internal database is to enable to the employed in activities of inspections, complaints, opinions and Central Registry to record all the activities related to these jobs at one place and in a simple way and to enable controllers to enter data by themselves in Central Registry. Namely, the employed in these jobs can record all significant activities related to inspections, complaints, opinions through the internal database starting from the first recording of the activities related to the case until its resolution. By access to internal data base the state of cases can be determined and documents generated in the work can be viewed in a simple way. Internal database enables to the management of the Agency simple and quick statistical overview on inspections, complaints and opinions. The module Central Registry will be added more enhancements in relation to the existing version of it. The most important is that it will be added the possibility so that controllers could independently enter data collections. Namely, controllers submit information on personal data records to the Agency and after the checking those data will be entered into the database. For these reasons, in a frame of development of internal database, the Agency has also decided to plan a module of Central Registry which will, due to improvements, contribute to significant improvement of the updating of the Central Registry, so the employees of the Agency who entered data in the database can do other jobs.
4.10. Cooperation with public bodies
Personal Data Protection Agency in Bosnia and Herzegovina monitors the implementation of the Law executed by controllers or processors (those who process personal data). Therefore, without good cooperation with public authorities protection of personal data would be questionable. The Agency recognized the cooperation with public bodies as efficient possibility of implementation of the Law, and in this regard it shall establish cooperation with many public bodies, develop and improve the cooperation.

The Agency has established the first contact to a large number of public bodies and arranged future cooperation. But in this, as well as in the other aspects of the reporting period, the Agency was limited by existing capacities insufficient for greater cooperation scope.

4.11. International cooperation
Considering the importance of international cooperation as well as obligations deriving from it Department for International Cooperation that will best comply all the obligations with foreign element has been systemized by Rules on inner organization. Two civil servants were employed in the Department at the beginning of the year.

One of the many tasks and obligations of the Personal Data Protection Agency in Bosnia relates to international cooperation in the form of international meetings and conferences, and cooperation in working groups as an active member or observer.

Common Conference of the Council of Europe and the European Commission was held on January 28, 2011 in Brussels on the occasion of the European Day of Personal Data Protection. This meeting was marked by a high ranking and 30th anniversary of the Convention for the protection of individuals with regard to automatic processing of personal data. The conference was attended by representative of the Agency.

Conference of the Commissioners for Central and Eastern Europe Data Protection (CEEDPA) was held on April 28 and 29, 2011 in Budapest. Hungarian Parliamentary Commissioner for Data Protection and freedom of information was the host of the meeting and the main topic of 13th Conference was different institutional models for data protection and the similarities and differences between institutions dealing with protection of data from different aspects. The conference was attended by representatives of the Agency who also gave the presentation of Personal Data Protection Agency in u Bosnia and Herzegovina.
After CEEDPA Conference the Agency submit request for obtaining an observer in the Working Group for Article 29 the application for full membership in CEEDPA’s. Polish Agency GIODO informed us that our application for membership in CEEDPA is accepted and voting on that will be on the agenda at the next Conference of the 2012 in Ukraine.

Spring Conference of European Data Protection Commissioners was held on April 5, 2011 in Brussels. European Data Protection observer and President of the Working Group for Article 29 were hosts of the Conference. The main topic was review of legal framework of data protection. Resolution emphasizing the need for a comprehensive framework of data protection was adopted. The conference was attended by representative of the Agency. The Agency has initiated the procedure for joining the International Conference of Commissioners for personal data protection by the Secretary of the Committee for accreditation.

Within the TAIEX assistance program of the European Commission the training of new employed civil servants of the Agency was held on May 23 and 24, 2011 in Sarajevo. Presentations of different topics on personal data protection were held by experts from Great Britain, Netherland and Polish. Within the TAIEX assistance program of the European Commission three new employed civil servants of the Agency stayed in Madrid during the study visit on July 17-22, 2011. Through the presentations and visits to relevant departments of our employees were introduced to the work system of the host Agency. Further cooperation on similar projects was agreed. Two more study visits of new employed civil servants of the Agency are planned in the coming year.

Employees of the Agency participated in the Third International Conference “Russia – Balkans: trust and security of the information society” held on September 12–15, 2011in Herceg Novi. Delegation of Bulgaria, Macedonia, Croatia, Serbia, Albania, Slovenia, Ukraine, Kazakhstan, Bosnia and Herzegovina and Russia also took part in the conference. Activities of the conference were divided into sessions. The first session was related to current issues in international energy security in respect of innovative solutions and international cooperation, the second session was on international experiences in developing infrastructure and secure exchange of information, while the third session was related to Internet and electronic media, with special reference to challenges and risks in information security.
The second international conference on personal data protection was held on October 25-27, 2011 in Moscow. It was organized by Federal Service for Supervision in the sphere of telecommunications, information technology and mass communication (ROSKOMNADZOR). Representatives of 15 countries from Central and Eastern Europe and the Caucasus area took part in the conference. Representatives of Personal Data Protection Agency also took part in it and presented a presentation named: “Conception and development of data protection system in Bosnia and Herzegovina” for the period 2001-2011.

Conference named “Our Internet – our rights, our freedom“ held on September 23-25, 2011 at the Diplomatic Academy of Vienna was organized by the Council of Europe and  Federal Ministry for European and International Affairs of Austria on the occasion of the new strategy the Council of Europe on Internet Governance for the period 2012 - 2015. Topics covered the issues of human rights and child rights related to the Internet, as well as topics related to the exchange and protection of personal data. The conference was attended by representative of the Agency.
27th Plenary Session of the Advisory Committee on Protection of Individuals with regard to automatic processing of data was held on November 29 – December 2, 2011 in Strasbourg (T-PD). The main topics of the meeting were modernization of Convention 108, the protection of data for employment purposes, data protection and police cooperation with other bodies, protection of privacy and personal data on the Internet and online media. On the occasion of the meeting ​​a report on the latest developments at the national level in the field of data protection has been prepared. The conference was attended by representative of the Agency.
Representatives of Personal Data Protection Agency in Bosnia and Herzegovina held meetings with representatives of Personal Data Protection Agency of the Republic of Croatia, Commissioner for Information of Public Importance and Personal Data Protection Republic of Serbia, State Agency for Protection of Personal Data of Montenegro to continue cooperation through exchange of experiences and knowledge, and better protection of personal data. Agency signed Declaration on Cooperation with representatives of the Agency of Montenegro. Agency also signed Memorandum on Cooperation with the Civil Service for data protection of Ukraine.

Regional conference on the strategic approach to developing mechanisms for the protection of personal data held on September 24 and 25, 2011 in Skopje was organized by Directorate for Personal Data Protection of the Republic of Macedonia. The conference was attended by representative of the Agency who gave a presentation.
Three opinions regarding the transfer of personal data abroad have been made, 18 responses to quests of different international institutions in the field of personal data protection have been made and five analyses of different topics in the field of personal data protection has been performed.

Within the limits of its capacity, the Agency has continued cooperation with supervisory authorities from the countries of the region, the Council of Europe, European Commission, the supervisory authorities of the Federal Republic of Germany – Saxon’s Office for Data Protection, the Kingdom of Spain, the Advisory Committee on Protection of Individuals with regard to automatic processing of data (T-PD) and other European bodies for the protection of personal data.
In the period of March 22-25, 2011the representative of the Agency participated in the work of Team for the assessment of personal data protection; Convention on police cooperation between the countries of Southeast Europe was held in the Republic of Albania. Bosnia and Herzegovina has ratified the Convention on Police Cooperation in Europe (“Official Gazette” No. 4/07). The Convention in Article 31 specifies the conditions required for the exchange of data and information among member countries of the Convention. In this context, the servant of the Agency participated in the work of Team for the assessment of personal data protection in Tirana whose task is to carry out joint assessments and monitoring compliance with the provisions of the Convention. In this way, all member countries of the Convention will be able to assess the status and progress of other members in terms of data protection in the police sector through their representative and exchange information with one of the signatory countries, including personal data, can be made only after a positive assessment.

As it is known, Bosnia and Herzegovina signed the agreement on visa facilitation. In order to meet commitments under the Agreement the Action Plan was adopted and the Inter Departmental Working Group was established. As a representative of the Personal Data Protection Agency for the above mentioned Inter Departmental Working Group the Director of the Agency was appointed and he took an active part in the fulfillment of obligations concerning the protection of personal data. The Agency has undertaken a series of measures and activities to fulfill this task, aware that without adequate personal data protection will not be liberalization of visa regime.

Regular and active presence of the Agency on the international scene contributes to the continued development, finding the best solutions, harmonization of legislation of Bosnia and Herzegovina in the field of personal data protection with the highest European and international norms and standards, and fulfilling the obligations deriving from international commitments undertaken by Bosnia and Herzegovina.

4.12. Transparency and cooperation with media
Dissemination of knowledge on the protection of personal data within the communication with the public is one of the main instruments that enable the efficiency of each of the supervisory body that deals with personal data protection. Precisely because of this fact, the Agency has systemized a special department for public relations in which, beginning of the year, one civil servant was employed.

Nevertheless, regarding the importance of public work the Agency is the most engaged to better cooperation with all media In this regard, it can be concluded that the issue of data protection is the topic that is increasingly present in public, which is encouraging itself. In the reporting period, the written communications were made by which the public was informed with the work of the Agency and views on particular issues, as well as statements made in written and electronic media, as well as written answers to questions of journalists.
In this connection the Agency has made two communications, representatives of the Agency provided the eight statements to the media and participated four times in shows and gave ten written answers to the media.
Personal Data Protection Agency in Bosnia and Herzegovina marked the European Day of personal data protection January 28. On this occasion it organized a press conference that was very well visited. The Report on the Work of the Agency for 2010 was presented at that press conference and praises were assigned to the best controller and the best officer in the controller. It is about the Agency for Identification Documents, Records and Exchange of Data and police officer of the Ministry of Interior of Sarajevo Canton Mr. Mustafa Besic. 

In the field of public relations, within the capacity of the Agency, some activities have been undertaken to promote the rights deriving from personal data protection, as well as the activities of the Agency.

Three short video clips on personal data protection, which creation and production have been financed by the European Union, and broadcasting by the Agency, was broadcasted on the three public TV stations in Bosnia and Herzegovina in the period from January 20 – 31, 2011. Video clips were posted on the website of the Agency.
Pamphlets for citizens named “Protect Your Data” have been designed and produced to enhance the public awareness on the protection of personal data and familiarization with the basic rules and principles of personal data protection.
According to instructions on creating and maintaining the official website of Bosnia and Herzegovina previously established website of the Agency www.azlp.gov.ba with official e-mail: azlpinfo@azlp.gov.ba is regularly maintained and updated, as one of the basic elements of contacts with the public at the present time. Agency Website contains provisions of the framework of national legislation, a list of international regulations in the field of protection of personal data, information on the Central Register with a link to the content of the Central Registry, decisions, opinions, rights of personal data subjects, communications, publications, frequently asked questions (FAQ), useful links and activities of the Agency.
Maximal efforts were made in order to better informing of the public about the activities of the Agency, within the capacity of the Agency, for website to be as more comprehensive. In this respect, Web Editorial Board of the Agency was established by Rules of procedure on Web Editorial Board. During the year six opinions and four decisions have been published on the website. We have been guided by cases that were most interesting to the public in order to promote personal data protection, and certain clarifications regarding specific processing of personal data. A new section was added to the Website called ADMINISTRATIVE DISPUTES and two visit counters were set up. One visit counter was set up to the home page, and the other one to the page of the Central Registry.
Entry of new content to the website of the Agency shall be made periodically in all segments (regulations, opinions, complaints, communications, activities, etc.) as well as periodically updating of the sections: FAQ and Links.

4.13. Normative part
In the reporting period in the normative sense the Agency mostly focused on activities related to the amendments of which we have spoken more in point 2.1. Besides, the Agency has adopted:

Rules:

- Rules on professional education, improvement and training of employees in the Agency 

- Rules on evaluation of work results of employees in the Agency
- Rule book on conditions and manner of use of annual leave, paid and unpaid leave of civil servants and employees of the Agency
Decisions:

- Decision on establishing Web Editorial of the Agency 

- Decision on manner of use of the telephones and cell phones of the Agency
- Decision on adoption of the Plan of using annual leaves of the employees for the year 2011

- Decision on establishing the File Server 

- Decision on establishing Commission for liquidation of material resources 
Instructions:

Instruction on the Procedure of departure on a business trip
Solutions:

- Solution on Appointment of the First Instance Disciplinary Commission of the Agency 
- Solution on organizational units to which mail is delivered
- A plan for public procurements has also been made.

4.14. Budget

In accordance with the Decisions on temporary financing, funds from the budget of institutions of Bosnia and Herzegovina in the amount of the 1.104.200 KM for the purposes of the activities of the Agency for 2011 have been approved. According to data in the reporting period since January 1, 2011 to December 31, 2011 available state of funds of the Agency on the basis of current and capital expenses amounts:
	No.

	Type of expenses
	Economic
code
	Approved for the period Jan. – Dec.
(temporary financing
	Spent for the reporting period January–December
	Difference-Available funds
	Percentage of performance
%

	
	CURRENT EXPENSES
	
	1.104.200
	1.037.181
	67.019
	93,93

	1
	gross salaries and benefits
	6111
	693.984
	670.091
	23.893
	96,55

	2
	allowances for employees
	6112
	114.326
	111.803
	2.523
	97,79

	3
	travel expenses
	6131
	25.980
	17.722
	8.258
	68,21

	4
	expenses for telephone and postal services
	6132
	22.965
	21.753
	1.212
	94,72

	5
	expenses for energy and utilities
	6133
	0
	0
	0
	0

	6
	procurement of materials
	6134
	31.640
	27.362
	4.278
	86,47

	7
	expenses for transport services and fuels
	6135
	14.000
	9.656
	4.344
	68,97

	8
	rental of property and equipment
	6136
	129.000
	128.466
	534
	99,58

	9
	expenses for current maintenance
	6137
	13.000
	6.858
	6.142
	52,75

	10
	expenses for insurance and bank services
	6138
	5.000
	2.685
	2.315
	53,70

	11
	contracted services
	6139

	54.305
	40.785
	13.520
	75,10

	
	II CAPITAL EXPENSES
	8213
	0
	0
	0
	0

	
	TOTAL
	
	1.104.200
	1.037.181
	67.019
	93,93


On the day December 31, 2011 spent funds of the Agency amounted 1.037.181,00 KM. Percentage of performance for the period January 1, 2011 to December 31, 2011 amounted  93,93%.
In order to better implementation of the budget the Agency undertook the following activities:

· The Budget Framework Paper has been prepared and submitted to Personal Data Protection Agency in Bosnia and Herzegovina for the period 2012 – 2014 according to the programs and submitted also to the Ministry of Finance and Treasury of Bosnia and Herzegovina.

· Financial Report on the execution of the budget of the Agency, that has been prepared and submitted to the Ministry of Finance and Treasury of Bosnia and Herzegovina, including: preparation of quarterly and semiannual reports on the execution of the budget of the Agency for 2011, preparation of the Annual report on the execution of the budget for 2010.

· Completed application form “Information on project” (IP form) has been prepared and submitted to the Ministry of Finance and Treasury of Bosnia and Herzegovina – Department for coordination   of international economic assistance. The project is named “Construction of the administrative building“.

· On the basis of the Instruction on budget users No 2 request for funds from the budget for 2012 has been prepared and submitted to the Ministry of Finance and Treasury of Bosnia and Herzegovina.

· In accordance with the Instruction on making a dynamic plan for budget users and Decisions on temporary financing four (4) Dynamic plans of the expenses have been prepared and submitted to the Ministry of Finance and Treasury of Bosnia and Herzegovina

· On the basis of the analyses of the state of the budget funds according to economic categories a Request for Restructuring of  budget expenses  for 2011 in the frame of total amount approved in the budget has been prepared and submitted to the Ministry of Finance and Treasury of Bosnia and Herzegovina

· On the basis of Questionnaire submitted by Ministry of Finance and Treasury of Bosnia and Herzegovina a completed Internal control Questionnaire has been prepared and submitted to the Ministry of Finance and Treasury of Bosnia and Herzegovina.

Office premises sized 366 m² in Wilson Street Promenade No. 10 in “Sumaprojekat” building have been provided for rent for the purposes of the Agency. Also, the Agency has 3official vehicle on its disposal.

All invoices received are entered in the Book of incoming invoices. The invoices have been registered into appropriate forms and submitted to the Department of treasury operations in order to be entered into ISFU system.

In accordance with the Law on Public Procurements, Plan of Public Procurements and available state of the budget with respect to law procedures and Decisions on Temporary Financing the Agency has initiated and conducted procurement procedures. Decision on procurement has been prepared for all procurements and reports have been submitted to the Public Procurement Agency of Bosnia and Herzegovina, so as the required opinions from the Attorney General of Bosnia and Herzegovina. In accordance with Decisions on Temporary Financing the Agency has not got procurements based on capital expenses.

4.15. Personnel and trainings
In accordance with the Regulations on Internal Organization of the Agency 45 working places have been systematized, so that 32 of them are civil servant and 13 employees. The Agency has been arranged as follows: Office of the Director of the Agency, Sector for inspections, complaints and Central Registry, Sector for International Cooperation and Public Relations and Sector for Administration as basic organizational units and each sector has two departments as internal organizational units.

In the reporting period 23 employees worked at the Agency that is 50% and 18 of them are civil servant and five employees. In accordance with the budget, the employment procedure for seven civil servants who have taken over duty in January 10, 2011 has been completed through the Civil Service Agency of Bosnia and Herzegovina. 
The Agency has recognized the trainings of the employees as its priority and, in this regard, the Agency has organized trainings itself, so as supported trainings organized by other institutions by participation of the employees of the Agency in them. In the reporting period civil servants participated in trainings in the field of inspections and complaints, as well as in trainings related to work of civil servants in administration bodies.

Employees of the Agency have participated in 24 trainings organized by the Civil Service Agency of Bosnia and Herzegovina and 27 organized by other institutions.

Two trainings in the field of personal data protection have also been held in the organization of the Agency by TAIEX program of the European Commission as stated above. In this way the newly employed civil servants of the Agency were partly acquainted with the work of European countries having much longer practice with regard to the personal data processing.
Employees of the Agency have participated in six workshops and seminars such as workshop named “The EU regulatory framework on electronic communications“ organized by European Commission Directorate General for Enlargement, through technical assistance instruments - TAIEX and Ministry of Communications and Transport of Bosnia and Herzegovina, so as the workshops on “Electronic records in family medicine, the challenges for the future“ held in Teslic.
4.16. Administration
According to importance of office management administrative issues of the Agency are done in accordance with the following relevant regulations:

· reception, completing, sorting and dispatch of mail to the Agency;

· keeping records in accordance with the Instruction on Office Management;

· classification of received items submitted to the Agency;

· delivery of received documents in the organizational units within the Agency;

· archiving of closed cases​ and also the sorting of archive;

· other activities within the competence of the Department on the order of direct supervisor.

Statistically, in the period of January 1, 2011 – December 31 the following is done:

· Received and formed................................................................................637 new items;

· Protocol.............................................................................................................2259 acts;

· sectors and departments within the Agency charged for….............................1812 acts;

· received and protocol........................................................................................288 bills;

· by courier, postal and e-mail from the Agency dispatched…………...............777 acts;

· archived  ..........................................................................................................715 items.

A list of archives of the Agency for 2010 has been made. Resolved items have been delivered in the archive and the list of retained items was made.

4.17.  Control of the work of the Agency by other institutions
Starting from March 2, 2011 the Audit Office of the Institutions of Bosnia and Herzegovina has conducted final audit of financial statements and compliance of operations with relevant laws and regulations for 2010.

In the opinion of the Office, financial statements of the Agency present fair and true in all material aspects the state of assets and obligations on December 31, 2010. Financial operations of the Agency during the 2010 in all materially significant aspects were in accordance with relevant legislation. A substantial part of the activities related to the interim audit for 2011 which had included the preparation of documentation, filling tables, and work with auditors of the Audit Office of the Institutions of Bosnia and Herzegovina.

In the period December 27, 2011 to January 4, 2012 the Audit Office of the Institutions of Bosnia and Herzegovina performed a prior audit for 2011 and concluded that financial state is proper and they had no significant objections to the work of the Agency. A part of activities was related to work with auditors of the Office of Performance Audit related to cost management for lease of offices and buildings for work and accommodation of institutions of Bosnia and Herzegovina.

IV. PROPOSED CONCLUSIONS
Clearly, a progress has been made in Bosnia and Herzegovina with regard to personal data protection but even so it is not satisfactory. Ignorance of Law on Personal Data Protection as the general regulation and deficiencies in the regulation related to different areas of life and work regarding personal data protection are the key reasons for the lack of respect for the right. In order to better progress in the field of personal data protection in Bosnia and Herzegovina we suggest to the Parliamentary Assembly of Bosnia and Herzegovina to adopt the following conclusions:

01. It commits the Council of Ministers to initiate the procedure for amending the Law on Intelligence and Security Agency. 
02. It commits the Council of Ministers to initiate the procedure for amending the Law on Salaries in Institutions of Bosnia and Herzegovina, in accordance with the conclusions of the Session 83 of the Council held on April 9, 2009. 

03. It commits the Council of Ministers to initiate the procedure for amending the Law on Free Access to Information in Bosnia and Herzegovina in order to harmonize with the 205 Council of Europe Convention.
04. It commits the Council of Ministers to amend the Rules of Procedure of the Council of Ministers so that the proposals of regulations regulating processing of personal data submit to the Agency for the opinion before forwarding them to the session of the Council.
                                                                                                     D I R E C T O R

                                                                                                     Petar Kovacevic
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